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Abstract— In this proposed system, we investigatmt relay and jammer selection in two-way coopévat
networks, consisting of two sources, a number oteinmediate nodes, and one eavesdropper, with the
constraints of physical-layer security. Specificgllthe proposed algorithms select two or three intediate
nodes to enhance security against the malicious esaropper. The first selected node operates in the
conventional relay mode and assists the sourceddtiver their data to the corresponding destinat®nosing

an amplify-and-forward protocol. The second and tiinodes are used in different communication phases
jammers in order to create intentional interferenagon the malicious eavesdropper. First, we findathin a
topology where the intermediate nodes are randorahd sparsely distributed, the proposed schemes with
cooperative jamming outperform the conventional ngamming schemes within a certain transmitted power
regime. We also find that, in the scenario whereetlintermediate nodes gather as a close cluster, the
jamming schemes may be less effective than thein{mmming counterparts. Therefore, we introduce a
hybrid scheme to switch between jamming and non-famg modes. Simulation results validate our
theoretical analysis and show that the hybrid sviiteg scheme further improves the secrecy rate.

Key Terms: - Cooperative jamming; friendly jammeglsction; physical-layer security; relay selectiomyo-
way relay

I. INTRODUCTION

Traditionally security in wireless networks has meaeainly focused on higher layers using cryptogr@aph
methods. The basic idea of physical-layer secusityo exploit the physical characteristics of th&eless
channel to provide secure communications. The ggdarquantified by the secrecy capacity, whicll&ined
as the maximum rate of reliable information seaffrthe source to the intended destination in tlesgmce of
eavesdroppers. When the wiretap channel is a dedradrsion of the main channel, the source and the
destination can exchange secure messages at amoate Two-way communication is a common sceniario
which two nodes transmit information to each otkienultaneously. Recently, the two-way relay charires
attracted much interest from both academic andsim@dl communities, due to its bandwidth efficienayd
potential application to cellular networks and peepeer networks. In AF and DF protocols for ongywelay
channels were extended to the general full-dupisgrete two-way relay channel and half-duplex Geamss
two-way relay channel, respectively. In network @hdnnel coding were used in the two-way relay nbato
increase the sum-rate of two sources.

The two-way memoryless system with relays, in whicé signal transmitted by the relay is obtained by
applying an instantaneous relay function to thevipresly received signal in order to optimize thendpl error
rate performance. As for secure communications ratel of feedback in secrecy for two-way networksd a
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proved that the loss in secrecy rate when ignatitregfeedback is very limited in a scenario withfithiplex
Gaussian two-way relay channels and an eavesdroppea cooperative communication network, proper
relay/jammer selection can have a significant imgacthe performance of the whole system. Sevesalyr
selection techniques have been explored by far.alitieors in proposed a non-jamming relay selecttreme
for two-way networks with multiple AF relays in @mvironment without eavesdroppers, which maximitresd
worse received signal-to-noise ratio (SNR) of the &nd users.

In several relay selection techniques were proposede-way cooperative networks with secrecy aairsts.

a scheme that can implement information exchangiénphysical layer against eavesdroppers for tag-w
cooperative networks, consisting of two sourcesumber of intermediate nodes, and one eavesdropitér,

the constraints for physical-layer security. In ghthe relay selection is operated in an envirorinagth no
security requirement, our work takes into accotnet secrecy constraints. In contrast to, where matay
selections based on the DF strategy for one-wayemdive wireless networks were proposed and a safe
broadcasting phase was assumed, the problem we&lephgre involves a non-security broadcasting @hasd

the information is transferred bidirectional.

The principal question here is how to select tHayreand the jammers in order to increase infornmatio
security, and meanwhile protect the source messagpaast the eavesdropper. Several selection #igwiare
proposed, aiming at promoting the assistance tsteces as well as the interference to the eawppdr. The
theoretical analysis and simulation results reveat the proposed jamming schemes can improvedtesy
rate of the system by a large scale, but only withicertain transmitted power range. In some pdatic
scenarios, the proposed schemes become less mffibeEn the conventional ones. We then proposebaichy
scheme with an intelligent switching mechanism leetw jamming and non-jamming modes to solve this
problem.

1st phase 2nd phase

Source nodes ey Desired information channels

O Intermediate nodes « == « =P Eavesdropper links

O Eavesdroppers Jamming channels

Il. TwoWAYSCoO-OPERATIVE NETWORK

In this module, we can implement information exa®ragainst eavesdroppers in two-way cooperative
networks, consisting of two sources, one eaves@mpgnd a number of intermediate nodes, with sgcrec
constraints.
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Specifically, an intermediate node is selectedperate in the conventional amplify-and-forward (AEJay
mode and assists the sources to deliver data tocdhesponding destinations. Meanwhile, another two
intermediate nodes that perform as jamming nodesselected and transmit artificial interferenceoider to
degrade the eavesdropper links in the first andregphase of data transmission, respectively.

[1l. CONVENTIONAL SELECTION WITHOUT JAMMING

In this module, in a conventional cooperative nefywohe relay scheme does not have a jamming psoces
The conventional selection does not take the eaoppdr channels into account and the relay nodelected
according to the instantaneous signal — to-en@sio (SNR) of the links betwe&ource 1 tdSource 2.

IV. OPTIMAL SWITCHING

In this module, the original idea of using jammingdes is to introduce interference on the eavegparop
links. However, it simultaneously degrades thedibletween the reldy and the destinations. In some specific
situation is close to one destination, continucaisiming may decreases secrecy seriously, and acts as
bottleneck for the system. In order to overcoms frioblem, we introduce the idea of intelligent tshing
between two nodes.

V. OPTIMAL SWITCHING WITH JAMMING

In this module, the optimal selection with jammagsumes knowledge set and ensures a maximizatitwe of
sum of instantaneous to defined as the overalbsiga- interference-and-noise-ratio (SINR) of thtennel The
overall secrecy performance of the system is cleniaed by the ergodic secrecy rate that is theeetgtion of
the sum of the two sources’ secrecy rate for difietypes of channel feedback.

VI. SMULATION RESULTS

The intermediate nodes spread randomly within tiigare space. It is clear that selection with jangmin
outperform their non-jamming counterparts withircextain transmitted power range. Outside this rathge
secrecy rate of OSJ converges to a power-independire. Whereas the ergodic secrecy rate of O8ruas
to grow with a slope. This validates the analybis suboptimal scheme SSJ performs almost the sartiea
optimal scheme OSJ. Furthermore, it can be sean that OW provides better performance than anyrothe
selection techniques with or without continuous n@img. Within this configuration, we also compare th
performance of different selection techniques messby secrecy outage probability.

VII. CONCLUSIONS

This paper has studied joint relay and jammer fieledn two-way cooperative networks with physitayer
security consideration. The proposed schemes alaigopportunistic selection of one conventiongyaode
and one (or two) jamming nodes to enhance secagainst eavesdroppers based on both instantanedus a
average knowledge of the eavesdropper channelsséleeted relay node helps the information transioms
between the two sources in an AF strategy, while jft/mming nodes are used to produce intentional
interference at the eavesdropper in different trassion phases. We found that the proposed jamsthgmes
(i.e., OS-MSISR, OS-MMISR, SS-MSISR, and SS-MMISRg effective within a certain transmitted power
range for scenarios with the intermediate nodessspadistributed. Meanwhile, the non-jamming sckerare
preferred in configurations where the intermediadeles are confined close to each other. The OS\Whseh
which switches intelligently between jamming anaji@amming modes is very efficient in providing thighest
secrecy rate in almost the whole transmitted powggime in two-way cooperative networks, but it riegs
instantaneous eavesdropper channel knowledge. ©wttier hand, the SSW scheme, which is based on the
average knowledge of the eavesdropper channelrarsdmiuch more practical, provides a comparablessgcr
performance with the OSW scheme.
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