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_______________________________________________________________________________________________ 

Abstract- In this paper, we introduces IsoNet, hardware- based conflict-free dynamic load distribution and balancing with heavy job 

transfers. IsoNet is a lightweight job queue manager which makes faster thee list of jobs to be executed, and maintaining load balance 

among all Chip multi processor cores. For balanced distribution of workload based Job Queue Management for Many-Core Architectures. 

To implement S-box method in each queue, The Plain text of 4 bit data is considered for encryption algorithm utilizing key. For high speed 

applications, the Non LUT based implementation of S-box is preferred. Performance evaluation of the design with respect to area, power, 

and time has been done.  

Key words- Load Balancer, Encryption, Cipher text, S -box, Sub-bytes Transformation,  Decryption, Rijaendal Algorithm 

_______________________________________________________________________________________________ 

I. Introduction 

The realization of IsoNet, a lightweight on-chip micro network of load distribution and balancing modules, which can swiftly 

transfer jobs between any two cores, based on prevailing load conditions. The enhanced IsoNet can transfer multiple jobs per 

cycle, to accommodate even higher load distribution and balancing demands. We utilize a full-system simulation framework with 

real application workloads for near-term scalability analysis involving CMPs with 4 to 64 processing cores. For long term 

scalability analysis involving CMPs up to 1024 cores, we employ a cycle accurate trace-driven simulator. The architectures that 

scale to the large number of packets (N) and large number of priority levels (P) necessary in modern switch designs. A tunable 

parameter allows switch designers to carefully balance the trade-off between bus loading and chip area. In this paper we proposed 

the encryption method using S-BOX. The forward Substitution byte transmission, called Sub Bytes, is a simple table. AES 
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Defines a 16*16 matrix of bytes values called S-BOX.  

II. Existing work 

They are three queue is assigned each queue is having specific operation that queue is connected with the balancer, that the 

balancer is used to give a instruction for processor to identify which queue is required to access first according to that instruction 

the processor will handle the queue than the  final output is received from balancer. 

                

               

 

 

 

 

 

 

  

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

                                                    

FIG   (1) THE ENHANCED ISONET DESIGN THAT SUPPORTS MULTIPLE JOB TRANSFERS PER ISONET CYCLE 
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This feature enables the definition of ―classes‖ of resources—a class being defined as a set of resources that share common 

characteristics and are mapped to the same key value. Structured systems like Chord can produce imbalance problems 

depending on the location of peers and the statistical distribution of the values of resource keys. In Self-Chord, the keys are 

fairly distributed over the peers, irrespective of the location of peers and the distribution Of   key values. 

  In Chord, appropriate operations are necessary when a peer joins the ring or when new resources are published: 

These resources must be immediately assigned to the peers whose indexes match the resource keys. These operations are not 

necessary in Self-Chord because the mobile agents are always active and will spontaneously reorganize the keys. This 

assures scalability (keys are continuously reordered as the Network grows) and robustness with respect to environmental 

changes. 

The system is not centralized, making administration difficult. And also Lack of security. No computer in the 

network is reliable. 

III. Proposed System 

Sub bytes Transformations 

Sub bytes works on bytes or words, so the received 128 bits will be grouped to 16 words of length 8 bits. Each word 

is mapped to the rows and columns of the content of constant   S-box matrix and the value is replaced. Similarly all the 16 

words are replaced and arranged in a form of matrix by filling the columns first. 

 

Fig.2.Subbytes 

IV. Key Schedule 

Each Round Key is derived from the original cipher key through the Key Schedule.  The cipher Key is expanded 

into a large array of words, the size of which is subject to the specified key length. 

S BOX 
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The Rijaendal S-Box was specifically designed to be resistant to linear and differential cryptanalysis. This was done 

by minimizing the correlation between linear transformations of input/output bits, and at the same time minimizing the 

difference propagation probability. 

In addition, to strengthen the S-Box against algebraic attacks, the affine transformation was added. In the case of 

suspicion of a backdoor being built into the cipher, the current S-box might be replaced by another one. The authors claim 

that the Rijaendal cipher structure should provide enough resistance against differential and linear cryptanalysis, even if an 

S-Box with "average" correlation / difference propagation properties is used. 

Inverse S-Box 

The inverse S-box is simply the S-box run in reverse. For example, the inverse S-box of 0xb8 is 0x9a. It is 

calculated by first calculating the inverse affine transformation of the input value, followed by the multiplicative inverse. The 

inverse affine transformation is as follows: 

 

Encryption 

In cryptography, encryption is the process of encoding messages (or information) in such a way that only authorized 

parties can read it. Encryption doesn't prevent hacking but it reduces the likelihood that the hacker will be able to read the 

data that is encrypted. In an encryption scheme, the message or information (referred to as plaintext) is encrypted using an 

encryption algorithm, turning it into an unreadable cipher text .  

This is usually done with the use of an encryption key, which specifies how the message is to be encoded. Any 

adversary that can see the cipher text should not be able to determine anything about the original message. An authorized 

party, however, is able to decode the cipher text using a decryption algorithm, that usually requires a secret decryption key, 

that adversaries do not have access to. For technical reasons, an encryption scheme usually needs a key-generation algorithm 

to randomly produce keys. 

http://en.wikipedia.org/wiki/Linear_cryptanalysis
http://en.wikipedia.org/wiki/Differential_cryptanalysis
http://en.wikipedia.org/wiki/Backdoor_(computing)
http://en.wikipedia.org/wiki/Cryptography
http://en.wikipedia.org/wiki/Plaintext
http://en.wikipedia.org/wiki/Ciphertext
http://en.wikipedia.org/wiki/Key_(cryptography)
http://en.wikipedia.org/wiki/Key_(cryptography)
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V. Conclusion 

Nowadays security is the most important one. We provide the better security using a cryptographic algorithm. To 

encrypt the plain text using a key to produce cipher text. Rijaendal algorithm has high security margin compared to another 

AES candidates. It has 32bit uniform across CPUs, easily fit on small smart cards. It should be efficient across all platforms 

in hardware implementation. The designed core supports both encryption and decryption standards. Its functionality has been 

verified using simulation, by taking various inputs and is synthesized by using Xilinx ISE 12.1. 
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