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Abstract— Conventional visual secret sharing (VSS) schemes hide secret images in shares that are either printed on transparencies or are encoded and stored in a digital form. The shares can appear as noise-like pixels or as meaningful images; but
it will arouse suspicion and increase interception risk during transmission of the shares. Hence, VSS schemes suffer from a
transmission risk problem for the secret itself and for the participants who are involved in the VSS scheme. To address this
problem, we proposed a natural-image-based VSS scheme (NVSS scheme) that shares secret images via various carrier media
to protect the secret and the participants during the transmission phase. The proposed (n, n) - NVSS scheme can share one
digital secret image over n 1 arbitrary selected natural images (called natural shares) and one noise-like share. The natural
shares can be photos or hand-painted pictures in digital form or in printed form. The noise-like share is generated based on
these natural shares and the secret image. The unaltered natural shares are diverse and innocuous, thus greatly reducing the
transmission risk problem. We also propose possible ways to hide the noise-like share to reduce the transmission risk problem
for the share. Experimental results indicate that the proposed approach is an excellent solution for solving the transmission
risk problem for the VSS schemes.
Keywords — Visual secret sharing scheme, extended visual cryptography scheme, natural images, transmission risk.
I.

INTRODUCTION

Visual Cryptography (VC) is a technique that encrypts a secret image into n shares, with each participant holding one or more
shares. Anyone who holds fewer than n shares cannot reveal any information about the secret image. Stacking the n shares
reveals the secret image and it can be recognized directly by the human visual system [1]. Secret images can be of various types:
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images, handwritten documents, photographs, and others. Sharing and delivering secret images is also known as a visual secret
sharing (VSS) scheme. The original motivation of VC is to securely share secret images in non-computer-aided environments;
however, devices with computational powers are ubiquitous (e.g., smart phones). Thus, sharing visual secret images in computeraided
environments has become an important issue today.
Conventional shares, which consist of many random and meaningless pixels, satisfy the security requirement for pro-tecting
secret contents [1]–[4], but they suffer from two drawbacks: first, there is a high transmission risk because holding noise-like
shares will cause attackers’ suspicion and the shares may be intercepted. Thus, the risk to both the participants and the shares
increases, in turn increasing the probability of transmission failure. Second, the meaningless shares are not user friendly. As the
number of shares increases, it becomes more difficult to manage the shares, which never provide any information for identifying
the shares.
II.

EXISTING SYSTEM

Previous research into the Extended Visual Cryptography Scheme (EVCS) or the user-friendly VSS scheme provided some
effective solutions to cope with the management issue [5]–[13]. The shares contain many noise-like pixels or dis-play low-quality
images. Such shares are easy to detect by the naked eye, and participants who transmit the share can easily lead to suspicion by
others. By adopting steganography techniques, secret images can be concealed in cover images that are halftone gray images and
true-color images [14]–[16] However, the stego-images still can be detected by steganalysis methods [17]. Therefore the existing
VSS schemes still must be investigated for reducing the transmission risk problem for carriers and shares. A method for reducing
the transmission risk is an important issue in VSS schemes.
Disadvantages of Existing System:
First, there is a high transmission risk because holding noise-like shares will cause attackers’ suspicion and the shares may be
intercepted.
The meaningless shares are not user friendly. As the number of shares increases, it becomes more difficult to manage the shares,
which never provide any information for identifying the shares

III.

PROPOSED SYSTEM

The proposed NVSS scheme can share a digital secret image over n 1 arbitrary natural images (hereafter called natural shares) and
one share. Instead of altering the contents of the natural images, the proposed approach extracts features from each natural share.
These unaltered natural shares are totally innocuous, thus greatly reducing the interception probability of these shares. The
generated share that is noise-like can be concealed by using data hiding techniques to increase the security level during the
transmission phase. The NVSS scheme uses diverse media as a carrier; hence it has many possible scenarios for sharing secret
images. In this paper, we develop efficient encryption/decryption algorithms for the (n, n) -NVSS scheme. The proposed
algorithms are applicable to digital and printed media. The possible ways to hide the generated share are also discussed.
Advantages of Proposed System:
To reduce the transmission risk, the dealer can choose an image that is not easily suspected as the content of the media (e.g.,
landscape, portrait photographs, hand-painted pictures, and flysheets). The digital shares can be stored in a participant’s digital
devices (e.g., digital cameras or smart phones) to reduce the risk of being suspected. The printed media (e.g., flysheets or handpainted pictures) can be sent via postal or direct mail marketing services. In such a way, the transmission channels are also
diverse, further reducing the transmission risk.
IV.

RELATED WORK

Fig. 1 shows the classification of VSS schemes from the carriers’ viewpoints. Existing research focuses only on using
transparencies or digital media as carriers for a VSS scheme. The transparency shares have either a noise-like or a mean-ingful
appearance. The conventional noise-like shares are not friendly [1]–[4]; hence, researchers tried to enhance the friend-liness of
VSS schemes for participants [5]–[7]. Generally, simple and meaningful cover images are added to noise-like shares for
identification, making traditional VC schemes more friendly and manageable. However, the EVCSs reduce the display quality of
the recovered images.
Research has focused on gray-level and color secret images to develop a user-friendly VSS scheme that adds cover images into
the meaningless shares [8]–[13]. To share digital images, VSS schemes use digital media as carriers, which makes the appearance
of the shares more variable and more user-friendly [13]. Several papers investigated meaningful halftone shares [8]–[11] and
emphasized the quality of the shares more than the quality of the recovered images. These studies had serious side effects in terms
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of pixel expansion and poor display quality for the recovered images, although the display quality of the shares was enhanced.
Hence, researchers make a tradeoff between the quality of the shares, the quality of the recovered images, and the pixel expansion
of the images.
In another research branch, researchers used steganography techniques to hide secret images in cover images [14]–[16].
Steganography is the technique of hiding information and making the communication invisible. In this way, no one who is not
involved in the transmission of the information sus-pects the existence of the information. Therefore, the hidden information and
its carrier can be protected. Steganography has been used to hide digital shares in VSS schemes. The shares in VSS schemes are
embedded in cover images to create stego-images.

Fig. 1. The classification of the existing VSS research from the viewpoints of carriers.

Although the shares are concealed totally and the stego-images have a high level of user friendliness, the shared information and
the stego-images remain intercepted risks during the transmission phase [17].
Recently, Chiu et al. tried to share a secret image via natural images [18]. This was a first attempt to share images via natural
images; however, this work may suffer a problem— the textures of the natural images could be disclosed on the share. Moreover,
printed images cannot be used for sharing images in the previous scheme.
So far, sharing visual secret image via unaltered printed media remains an open problem. In this study, we make an extension
of the previous work in [18] to promote its practicability and explore the possibility for adopting the unaltered printed media as
shares.
V.

SYSTEM ARCHITECTURE

The implementation stage involves careful planning, investigation of the existing system and it’s constraints on implementation,
designing of methods to achieve changeover and evaluation of changeover methods.
As Fig. 2(a) shows, the encryption process of the proposed (n, n)-NVSS scheme, n 2, includes two main phases: feature
extraction and encryption. In the feature extraction phase, 24 binary feature images are extracted from each natural share. The
natural shares (N1,…, Nn 1 include np printed images (denoted as P) and nd digital images (denoted as D), np 0, nd 0, n p nd 1 and n
n p nd 1. The feature images (F1,…, Fn 1 that were extracted from the same natural image subsequently are combined to make one
feature image with 24-bit/pixel color depth.

In the encryption phase, the n 1 feature images (F1,…, Fn 1 with 24-bit/pixel color depth and the secret image execute the XOR
operation to generate one noise-like share S with 24-bit/pixel color depth. Then, to reduce the transmission risk of share S, the
share is concealed behind cover media or disguised with another appearance by the data
hiding process. The resultant share S is called the generated share. The n 1 innocuous natural shares and the generated share are n
shares in the (n, n)-NVSS scheme. When all n shares are received, the decryption end extracts n 1 feature images from all natural
shares and then executes the XOR operation with share S to obtain the recovered image, as shown in Fig. 2(b)
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Fig. 2. The encryption/decryption process of the (n, n)-NVSS scheme:
(a) Encryption process, (b) decryption process.

VI.

CONCLUSION

The paper proposes a VSS scheme, (n, n)-NVSS scheme, that can share a digital image using diverse image media. The media
that include n 1 randomly chosen images are unaltered in the encryption phase. Therefore, they are totally innocuous. Regardless
of the number of participants n increases, the NVSS scheme uses only one noise share for sharing the secret image. Compared
with existing VSS schemes, the proposed NVSS scheme can effectively reduce transmission risk and provide the highest level of
user friendliness, both for shares and for participants.
This study provides four major contributions. First, this is the first attempt to share images via heterogeneous carriers in a VSS
scheme. Second, we successfully introduce hand-printed images for images-haring schemes. Third, this study proposes a useful
concept and method for using unaltered images as shares in a VSS scheme. Fourth, we develop a method to store the noise share
as the QR code.
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