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Abstract— With the appearance of multimedia applications and the upcoming age of Voice over IP (VoIP),
Voice setup and resources control protocols such as SIP and H.323 over the Internet are becoming
increasingly attractive applications. In the last few years as a real competitor in traditional telephony services
(PSTN), SIP has gained much attention when compared with H.323. SIP works at presentation and
application layer thus it mainly faces security issue at these layers. The objective of this thesis is to describe
the most relevant SIP related security issues and then present security mechanisms that can be deployed to
overcome the SIP security related issues. This effort demonstrates the tasks necessary to enhance the SIP
security both inside and outside of the network. It is divided into three main parts, where the first part
describes the SIP architecture, for example, the SIP rivals, SIP components and how a SIP system works.
The second part is about some vulnerability issues of concern to SIP, study of the proposed security
mechanism and also analysis on how possible threats to the SIP system such as call hijacking, message
tempering and DoS attack, affect the SIP based VoIP system. The third and final part describes different
steps that have been taken to avoid SIP attacks, by implementing some of the proposed security mechanisms.
I. INTRODUCTION
Session Initiation Protocol (SIP) [4][5] is a standardized Internet Engineering Task Force (IETF) signalling
/controlling protocol, for initiating, manipulating, managing and terminating a session. SIP is use to setup IPbased multimedia services such as audio and video streaming, instant messaging, and other real-time
communication across commonly used packet networks [1]. SIP is a text based client-server protocol like HTTP
and due to its simpler nature and flexible design; this protocol is becoming more popular than the H.323 family
of protocols and will likely emerge as the dominant standard in coming years. The text-based nature of SIP
messages however opens many opportunities for several attacks such as registration hijacking, impersonating a
proxy and denial of services (Dos). SIP is a signalling protocol, and during the signalling phase several
parameters are exchanged between the end users. These parameters contain the sensitive information like the
user name and the location of the user. These parameters should be kept secret. Security issues of SIP are
becoming a serious problem due to rapid development and wide adoption of SIP based VoIP system. The
security services desire for SIP based VoIP systems are as follows:
• Confidentiality: SIP needs confidentiality and integrity of messages.
• Authentication: SIP needs authentication and privacy for the participant in a session.
• Availability: SIP needs availability of secured voice resources [2].
II. METHODOLOGY
The methodology of this study involves both theoretical and practical implementation. First, the SIP
functionality is discussed, which gives a clear picture to find out why SIP system is vulnerable for different
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attacks and what steps are necessary to secure it, so at the beginning, the project work discusses the general SIP
architecture which includes; SIP components, SIP behaviour and how SIP performs different tasks during the
communication process. Secondly, after understanding the SIP functionality, a SIP system is designed, which
contain different security parameters such as firewall configuration and implementation of Demilitarize Zone
(DMZ), IPSec and also TLS. To check the performance of proposed security solutions, different tests have been
taken and the results are conducted into two scenarios. In the 1st scenario, the SIP system is tested before
implementing the security measurements. In the 2nd scenario, the system is tested after configuring the
proposed security measurements. The test results are also compared at the end. The implementation of this
thesis consists of routers, switches, IP-soft phones and also including the attacker system.
III. HISTORY OF SIP
SIP emerged in the mid-1990s from the research of Henning Schulzrinne. He was an associate Professor of
Department of Computer Science at Columbia University along with his research team. He was also the coauthor of Real Time Streaming Protocol (RTSP) [9] for controlling streaming audio-video content over the web.
In 1996, he submitted a proposal to IETF (Internet Engineering Task force) that actually contained the key
elements of SIP. The IETF started working on SIP and issued its final specification “RFC 3261” in 2001.
Several additional RFC’s were issued after that but no fundamental work was done for security and
authentication. Earlier SIP based services were introduced by the specific vendors but today’s SIP based
services are commonly used by different vendors. Organizations such as Sun Microsystems’ Java are defining
application program interfaces (APIs). The developers are able to build components and applications that
support SIP for service providers and enterprises. SIP received huge publicity with 3GPP’s endorsement and
publication of Microsoft’s Windows messenger. Mass deployments began to appear in 2004 when the consumer
prize of SIP terminals sank below $100[3] and open source SIP servers became available. The SIP is defined
only at the root level and there is no network specification. SIP is viewed as a large Gateway that translates
millions of SIP calls into the Public Switched Network. The most interesting part is that the SIP equipment does
not specify how to integrate SIP equipment into a consistent network but the users of the SIP find it easy to add
functionalities of network architecture according to their open-source SIP server’s usage [3].
IV. SIP COMPONENTS
The session initiation protocol has two fundamental components, although it works in conjunction with other
protocols and technologies. The main components are as follows:
• User Agents: the end points that make a call (the devices that participate in a call)
• SIP Server: provides different services such as requests from the clients and sends back the responses
to the clients
V. SIP SERVERS
SIP Servers are basically used to resolve the username to an IP address so that the request can be directed
properly from one user agent to other. Firstly the user registers himself with the SIP server (with username and
current IP address), and then establishes their current location on the network. They also verify his online status
before starting the session. If the user is available then they send the invitation. If the user is on other domain
then they use a different SIP server for communication (pass on the request to another server).
• SIP servers are intermediary nodes which process can SIP request. They handle the signalling,
associated with multiple calls, providing name resolution and user location. They are called SIP
Network Servers.
• There are three types of SIP network servers that perform several different functions which are as
follows: [12]
• Proxy server – it is a central element residing in the network which handles incoming invitations and
performs routing. A SIP proxy between the UA, handles routes requests (from UAC to UAS) and
responds back to these requests [3]. When a user places a call to a recipient Uniform Resource
Identifier (URI), the caller UA initiates the SIP Invitation messages to a proxy server and this server
send routes to receiving User Agent. Commonly there are two types of SIP proxy servers: stateful
proxy server (stateful proxy server keeps track of all requests and saves previous routing information)
and stateless proxy server (stateless proxy server forwards incoming requests without maintaining any
state). A Proxy server is a single physical entity in the SIP network that assumes the properties of both,
a UAC and a UAS.
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fig: UAC and UAS in a single network
Redirect Server – A Redirect server is another specialized instance of a UA. It does a very simple job, to
answer the incoming request with a suggestion for UAC to try again for some other destination. In contrast to an
SIP proxy server, it does not forward user requests [3]. It performs a lookup of a receiving message and replies
with a location of its destination URI. The caller UA then sends an invitation request to the target URI. This can
be very useful, for example if someone leaves a company and he requests that all incoming calls are redirected
to his new address.[13]
Registrar Server - There is a major problem with the simplest-possible two-party call flow. The caller must
know the IP of address destination equipment. It is very hard to remember the IP address of a caller, because
they are temporary and frequently change. In SIP the solution to this problem is the concept of SIP permanent
addresses that are known as Address of Record (AoR) [3]. The main purpose of the registrar is to process the
register requests sent by a user to update his location address, which temporarily bind the user SIP URI to the
current location and then the registrar stores the binding information into a location service [13].
VI. SIP SECURITY ISSUES
There are several security issues concern to SIP based VoIP system.
• SIP Vulnerabilities
• SIP was designed with simplicity just like many other Internet protocols for voice, but without built-in
security. In SIP, different vulnerabilities are inherent, but most of the vulnerabilities were introduced
by different developers during developing the SIP protocol into the product. [33]
• SIP Protocol Vulnerabilities
• As we mentioned earlier, the SIP protocol resides in an application layer. It is a text based client-server
protocol within the UDP or TCP Transport that exchanges plain-text messages. It is easy to modify and
readable to any malicious efforts that compromise with VoIP. However, SIP does not use any
encryption mechanism, so it is very easy to access the sensitive information contained in the SIP
protocol like:
• Information of sensitive IP address
• Address of the contact
• Information of Port address
• SIP compliance capabilities
• Username
• Media steam attribute
• Type of MIME Content
In SIP there are limited built-in security labels ( RFC 3261), which have security-related item as “Should”
rather than “Must”, and some other items are labelled as “Recommended”. SIP also supports different vendors,
which are also interoperability and can be an issue from a security point of view, because all components should
support the common security standard. For implementation and transporting, SIP messages use connection-less
User Datagram Protocol (UDP), which is an unreliable form of packet transfers and also does not use retransmissions or sequence numbers. It opens the gates for an attacker to spoof the UDP packets. Whereas TCP is
guaranteed-delivery transport protocol because it is connection-oriented and more secure than UDP [16].
VII.
NEED ADDITIONAL SECURITY IN A SIP SESSION
SIP sessions are used by network elements for modifying, terminating a session, and resource discovering.
Therefore SIP security such as authentication, Confidentiality and authorization is an essential element.
Different attacks like Denial of the
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SIP Attacks
A SIP based system is vulnerable to common IP and VoIP attacks. The lists of attacks that are unique
to SIP are as follows:
Registration Hijacking
This attack occurs when an intruder in the network impersonates a valid UA into a registrar and replaces his
address as a legitimate user. Then all of the incoming calls send to the attacker legitimate address

fig: Registration hijacking
The Registration process normally uses UDP protocol that provides a weak security mechanism. It is easier to
spoof the request, as mentioned earlier, because it only requires username and password. In RFC 3261 standard,
there is only challenge registration that is known as “Recommended” messages. Most of the registrar just
requires a simple username and password. It can easily be defeated by generating dictionary-style attacks. In
dictionary-style attacks, an attacker needs just to know the username and then he steps through a list of builtbase passwords like enterprise name, office branch name or organization name. Some organizations use a shared
mechanically generated weak password such as an extension with additional word, so this way an attacker may
learn one of enterprise’s passwords and then he may be able to learn all of its passwords. [16].
VIII.
PRINCIPLE AND SECURITY REQUIREMENTS TO AVOID ATTACKS
There are different requirements for SIP applications security, for example if the call is being established
between expected trusted parties, then the conversation between the parties should be protected by applying
different security parameters. One party should be able to discard or reject any unwanted call. It means that in
the system a different option should be available for the user to manage or limit the incoming calls. Lastly the
information should not be revealed to an outsider, during the communication between the parties. [13]
8.1. Privacy
Privacy is defined by the VOIP alliance as “The Concept about the Privacy is the privilege to have their
communication systems and content free from unauthorized access, interruption, delay or modification.”[24]. In
other words, users should know what kind of information is delivering, and it should be encrypted and finally it
should successfully reach the intended party. Privacy issues between the parties present many threats to the
applications such as message tampering, and message eavesdropping [13]. Privacy requires an implementation
of a set of secure interfaces, which provide authentication, authorization and integrity
8.1.1. Confidentiality
In overlay storage we can provide confidentiality for each record and value. SIP URI can reveal party calling
information. As mentioned earlier, a hash record key with a shared secret is used between the parties to prevent
malicious users from call monitoring. These value-records contain the information such as caller presence status,
buddy list and contact address. Then the system would be vulnerable to many attacks like message tampering,
and eavesdropping without confidentiality.
To achieve confidentiality, there are different encryptions techniques, which provide user authentication, are
as follows: Symmetric encryption. Asymmetric encryption.[13]
Integrity
To protect the source of data we use Integrity that provides user authentication. It is used for origin integrity,
and without integrity control, any non-trusted system has the ability to modify the different contents without any
notice.
Availability
The ability to access desired information or services on demand referred to as “Availability”. When a user
requires or requests any services, a system should ensure the user can access the required service without any
problem. Sometimes it is called services on demand. Sometimes it is not possible due to various attacks such as
DoS attacks or DDoS attacks. [14]
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SIP Security Mechanism
There are different numbers of security protocols or schemes that should be integrated with the SIP protocol
or used together with the SIP, to improve the security. These protocols and schemes are suggested and
recommended by IETF, but most of them originated from communications communities. [26].
IX. FIREWALL
Firewall is a real mainstay of enterprise security and most of the private networks are widely adopting this
technology. Firewall is a first defensive line against the unauthorized access and malicious traffic. Firewall is
usually placed between the private network and outside Internet, in such a way that all incoming and outgoing
packets pass through the firewall. The main function of the firewall is to examine all of the incoming and
outgoing packets and then decide whether to accept these packets or discard them. These functions are called
“Policies”. Policies basically specify the sequence of rules [27]
• The polices rules are formed by two functions that are as follows
• Predicate
• Decision
Predicate of the rules are Boolean expressions, which represent the source and destination IP address along
with source and destination port number. They also represent the Protocol type of the network. A packet
matches a rule in such a way that the packet satisfies the predicate of roles that ensure that every packet matches
at least one rule in the firewall. [27]. Decision of the rules decides whether the traffic can be accepted or discard.
Sometime, the decisions can be combined with other options such as logging options. In the firewall these rules
often conflict with each other for example if they overlap or if they have different decisions. Sometime, the rules
are also conflicts, if one packet matches more than two rules.
X. HOW A FIREWALL WORKS
On the WAN (internet) each machine is assigned a unique address that refers to an IP address. These IP
addresses contain 32-bit numbers that are expressed in dotted decimal numbers such as 4-octect
209.165.100.1/24 [28]. In domain names IP addresses are represented as human readable text name, such as
www.staffwork.com. It is a very easy way to remember the name of the domain instead of an IP address. A
Firewall in the company may block all access to this domain or allow access only to a certain domain. Protocols
are pre-defined way of service. Protocols are texts, which define how the conversation starts between the clients
and servers. There is a set of different protocols that the company firewall sets for filter such as IP (Internet
protocol), UDP (User Datagram Protocol), FTP (File Transfer Protocol), ICMP (Internet Control Message
Protocol), and many other protocols. Firewall searches through each information packet for an exact match of
the text that is listed in the filter list of the firewall [28].
XI. CONCLUSIONS
The SIP is such a protocol, which does not have any built-in security. This makes it more vulnerable to
common VoIP attacks. In this implementation of the SIP security threats and countermeasures, the SIP secure
model is designed to provide security mechanisms by following the best practices for securing a SIP based
VOIP system. It offers standards-based security for all of the SIP system components. The implementation of
the firewall and IPSec features are used to achieve the maximum security level against various SIP related
attacks such as packet sniffing, call hijacking, message tempering and the DoS attack. The firewall
implementation consists of different policies which have been configured in such a way that it monitors both the
inbound and the outbound traffics. To provide security services at the network layer, the IPSec protocol is used
to encrypt the SIP traffics. To enhance security, the IETF-standard Transport Layer Security (TLS), which is
based on the Secure Socket Layer (SSL), is deployed into the designed model. Most of the SIP-based end points
used the SIP-TLS to provide an added level of the security.
Finally, in this whole SIP system is inside a Demilitarized Zone (DMZ), which is a neutral zone between the
private and public network and protects the system against all kinds of DoS attacks. The SIP server has also
been prepared in such a way that it can protect itself from various attacks by acting as a firewall.
On behalf of security, the firewall and the IPSec VPNs can be the best solutions for real time traffic, but the
solutions which provides best security, may not provide best performance. It may affect the QoS of the call by
packet losing, jitter and synchronization etc. During the implementation of the firewall and the IPSec, the delay
and low performance has also been observed. The IPSec imposes high CPU overhead on the SIP gateways (due
to encryption process and voice traffic load). To overcome this problem there are two solutions. The first
solution is to use a new VoIP over VPN security protocol [30], which supports IPSec tunnelling protocol in the
combination with cRTP (compressed Real Time Protocol) and IPHC (IP header compression). Secondly, as
encryption mechanism requires a great amount of CPU and bandwidth, the separate installation of VPN
accelerator card [31] is a good technique in such a way that it is exclusively dedicated to the data
encryption/decryption mechanism. In this way the router is only involved in routing information, which also
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increases the routing performance. High internet connection may be a good solution for reliable and high
performance voice communication. For the remote user, remote VPN configuration can be used to protect
sensitive information between the trusty parties.
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