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Abstract— In Mobile Adhoc Networks (MANETs), routing attacks are considered as a serious issue.
However, in the presence of malicious nodes, the networks are affected by various kinds of attacks. The
malicious node(s) can attack a MANET in different ways, such as sending fake messages several times; fake
routing information and advertising fake links to disrupt routing operations. Black hole attacks are
significant attacks that need to be addressed in MANETs. Although, significant research has been done to
combat black hole attacks, this work successfully attempted to detect and prevent the black hole attacks. The
proposed work utilizes sequence number associated with every route to identify and prevent black hole
attacks. This work is implemented in NS2 simulator. Simulation results show that the proposed algorithm
improves the performance of the network after identifying malicious nodes.
Keywords—Mobile adhoc networks, black hole attacks, routing protocols, malicious node
I. INTRODUCTION

Ad-hoc networking can be applied anywhere where there is little or no communication
infrastructure or the existing infrastructure is expensive or inconvenient to use. It allows the
devices to maintain connections to the network as well as easily adding and removing devices
to and from the network. With the increase of portable devices as well as progress in wireless
communication, MANETs are gaining importance with the increasing number of widespread
applications. The set of applications for MANET is diverse, ranging from large-scale, mobile,
highly dynamic networks, to small, static networks that are constrained by power sources [1,
13].
MANETs do not have a centralized management and control. The absence of
management makes the detection of attacks difficult because it is not easy to monitor the
traffic in highly dynamic and large scale adhoc networks [3, 5, 13]. Routing algorithm for
MANETs usually assumes that nodes are cooperative and non-malicious. As a result, a
malicious attacker can become an important routing agent and disrupt network operation by
disobeying the protocol specifications. Vulnerability is a weakness in security system [16]. A
particular system may be vulnerable to unauthorized data manipulation because the system
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does not verify a user’s identity before allowing data access. MANETs are more vulnerable
than wired networks [9].
MANETs are accessible by both legitimate network users and malicious attackers. Since
every node actively participates in the operation of the network, malicious nodes are difficult
to detect. However, many researchers are trying to remove main weaknesses of MANET
such as limited bandwidth, battery power, computational power, and security [4, 6]. Most of
the attacks are focused on the on-demand protocols such as AODV (Adhoc OnDemand
Vector) [12], DSR, (Dynamic Source Routing) etc. This article discussed the current routing
attacks and preventive measures against AODV routing protocol.
The rest of this paper is organized as follows. The next section discusses existing routing
attacks as well as countermeasures against such attacks in MANETs. Section 3 describes the
proposed work. Section 4 analyses the experimental results. Finally, in section 5, the paper is
concluded.
II.

RELATED WORK

Most of the related work focused mainly on providing preventive schemes to protect the
routing protocol in a MANET. In flooding attack [10], attacker exhausts the network
resources, such as bandwidth and to consume a node’s resources, such as computational and
battery power or to disrupt the routing operation to cause severe degradation in network
performance. In this approach, each node monitors and calculates the rate of its neighbors’
RREQ (Route REQuest). If the RREQ rate of any neighbor exceeds the predefined threshold,
the node records the ID of this neighbor in a blacklist. Then, the node drops any future
RREQs from nodes that are listed in the blacklist. The limitation of this approach is that it
cannot prevent against the flooding attack in which the flooding rate is below the threshold.
In a blackhole attack, a malicious node sends fake routing information, claiming that it
has an optimum route and causes other good nodes to route data packets through the
malicious one. The route Confirmation REQuest (CREQ) and route Confirmation REPly
(CREP) is introduced in [11,9] to avoid the blackhole attack. As a special case of a black hole
[16], an attacker could create a gray hole, in which it selectively drops some packets but not
others, for example, forwarding routing packets but not data packets.
In a link spoofing attack, a malicious node advertises fake links with non-neighbors to
disrupt routing operations. A location information-based detection method is proposed [15] to
detect link spoofing attack by using cryptography with a GPS (Glopal Positioning System)
and a time stamp. In a replay attack [2], a node records another node’s valid control messages
and resends them later. This causes other nodes to record their routing table with stale routes.
Replay attack can be misused to impersonate a specific node or simply to disturb the routing
operation in MANETs.
In wormhole attack [7], a pair of colluding attackers record packets at one location and
replay them at another location using a private high speed network. The key advantage of this
approach is that it can detect the attack at low cost without introducing extra routing traffic,
and it does not require modification of the existing protocol. However, false positives are the
main drawback of this approach due to the nature of anomaly detection. Such an attack can
be prevented by using packet leashes which authenticate the timing information in the packet
to detect fake packets in the network [14].
In colluding misrelay attack, multiple attackers work in collusion to modify or drop
routing packets to disrupt routing operation in a MANET. This attack is difficult to detect. A
conventional acknowledgment-based approach might detect this type of attack in a MANET,
especially in a proactive MANET, but because routing packets destined to all nodes in the
network require all nodes to return an ACK, this could lead to a large overhead, which is
considered to be inefficient [8].
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Among these, black hole attack is a common and serious problem that should be
addressed. Black hole attack may occur due to a malicious node which is deliberately
misbehaving, as well as a damaged node interface. In this case, nodes in the network will
constantly try to find a route for the destination, which makes the node consume its battery in
addition to losing packets.
III. PROPOSED WORK

When a source node wants to communicate with destination node, it first checks for a
fresh route to the destination in the routing table. Otherwise, source node initiates route
discovery procedure by broadcasting RREQ control message to all its neighbors. Then the
source waits for RREPs (Route Reply) to be received from the destination. Source node
selects the RREP which has highest destination sequence number. Destination sequence
number is a 32 bit integer associated with every route and used to determine the freshness of
a route. Malicious nodes make use of this sequence number and send a false RREP with a
very high sequence number. Malicious node now acts as a destination. Hence, source would
start sending data packets to this malicious node.
In order to overcome this issue, destination sequence number is compared with threshold.
If it is higher, an alert message is broadcasted to all its neighbors and routing table for that
node is not maintained. Threshold value is calculated as the average of difference in sequence
numbers between routing table and RREP in each time slot. In normal state, each node’s
sequence number is changed depending on its traffic conditions. When a node receives RREP
for the first time, it updates the value of threshold. It is then updated dynamically in regular
time intervals.
Figure 1 shows an example of an attack, where attacker F sends a fake RREP to the
source node S, claiming that it has a sufficiently fresher route than other nodes. Since the
attacker’s advertised sequence number is higher than other nodes’ sequence numbers, the
source node S will choose the route that passes through node E. This work identifies the fake
route and searches alternate path to destination.
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Figure 1: Attack on QoS-AODV Protocol
An example of updating sequence numbers in RREQ and RREP are explained as follows.
IP_addr indicates the node which generates RREQ or RREP. Destination sequence number
for S is 10. Source node S sets its RREQ and broadcasts. It is forwarded through A, E and C
until the destination is reached. Destination D increments the sequence number by one and
sends RREP back to source S. But the malicious node F increases its sequence number
rapidly as 425210. As a result, route from S to D is deprived by node F.
IV. RESULTS AND ANALYSIS

A network is modeled as set V of nodes that are interconnected by a set E of
communication links. V and E change over time when nodes move. Nodes have the
maximum transmission range. Each node is equipped with an omni directional antenna. Two
nodes are immediate neighbors and an undirected link connecting them exits if they are in the
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transmission range of each other. There are several paths between two nodes. The choice of
route could be based on the available bandwidth. The simulation results of the proposed
method are analyzed.
The simulation time is set as 200 secs for 125 nodes with a grid size of 1000×1000 m.
The values chosen for CWmin and CWmax are 31 and 1023 respectively. These simulation
parameters are set as per IEEE 802.11 standard [17]. Figure 2 shows that the number of
packets received at 5 nodes. Packets are routed through these five nodes before attack. At the
end of 40 secs, 450 bytes are received approximately. Figure 3 shows packets received under
attack. Few nodes receive packets abnormally. Those are identified as malicious nodes.
Hence this path is blocked and alternate path is selected to transmit the packets.

Figure 2: Packets Received Before Attack

Figure 3: Packets Received During Attack
In order to reduce packet loss and delay, these malicious nodes are identified by checking
the abnormal increase in sequence number of RREP control packet. Figure 4 shows packets
received after preventing black hole attacks. Identifying and controlling malicious nodes
during route discovery procedure itself reduces packet loss.
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Figure 4: Packets Received After Implementing Attack Algorithm
Malicious attackers exhaust the network resources, such as bandwidth and consume the
node’s resources, such as computational and battery power and disrupt the routing operation
causing severe degradation in the network performance. These attackers are identified and are
blocked.
V. CONCLUSIONS

The unique characteristics of MANETs make routing a challenging task. Mobility of
nodes cause frequent route failure. As a result of these, an effective routing protocol has to
adapt to dynamic topology and designed to be bandwidth constrained. Wireless channel is
bandwidth constrained and shared among multiple networking entities. Since MANET has no
clear line of defense, it is accessible to both legitimate users and malicious attackers. In order
to address this issue, various types of attacks are analyzed. Malicious nodes attack the
network which causes packet loss and consume considerable amount of bandwidth. These
types of nodes are identified and blocked to improve the available bandwidth. However,
adhoc networks present unique advanced challenges, including the design of protocols for
mobility management, effective routing, data transport, security, power management, and
QoS provisioning. Once these problems are solved, the practical use of MANETs will be
realizable.
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