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Abstract— Security is a major performance factor for reliable communication in MANET. The inherent features of 

MANET make it susceptible to many security attacks which may completely or partially destroys and changes the 

information contents and networks. This will demands secure routing protocols to provide a very high level of security in 

MANET. Different techniques are used in secure protocols to achieve the goal of security [6-10]. Secure routing 

protocols conceal the identities about the route, source and destination to provide security and privacy from intruder’s 

attacks. Both active and passive attackers can affect the performance of the routing protocols and may leads to fatal 

effects in the communication. There are so many secure routing protocols are used to prevent the disastrous 

consequences by these attackers. This paper displays a novel security structure for MANETs, SUPERMAN.  

SUPERMAN ensures the system and correspondence in MANETs. This approach gives a VCN, in which the 

establishment bit of security is given by checking focus focuses with the structure. This connects additionally benefits, for 

example, the security partnership referral and system solidifying.  Preoccupation happens separating SUPERMAN and 

IPsec, SAODV and SOLSR are given to exhibit the proposed systems fittingness for remote correspondence security. 
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I. INTRODUCTION 

     Wireless network technology enables computing devices to communicate with each other 

without any physical medium. Compared with wired networks, wireless communication 

provides better connectivity and mobility, which allows mobile devices to access other local 

area networks or the Internet at anytime and anywhere. The benefits of flexible routing, 

global connectivity and a highly adaptive potential make mobile ad-hoc networks (MANET) 

suitable for a wide range of applications in both military and commercial environments, such 

as battlefields, disaster relief operations, mobile device/personal networking, mobile 

information sharing and vehicular networks  

 

As wireless networking develops nearly universal, safety has become one of the important 

issues in the exploration field of mobile ad hoc networks (MANETs). In a MANET, mobile 
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nodes can separately organize and interconnect with each other over bandwidth 

uncomfortable wireless relatives. A wireless mobile node can purpose both as a network 

router for routing packets from the other nodes and as a network host for conveying and 

receiving data. The topology of the MANET changes vigorously and randomly because of 

nodes mobility. Many dispersed procedures have been studied to control the networking 

organization, routing, and link scheduling. On the other hand, the unique characteristics of 

MANETs present some new challenges to sanctuary design due to the lack of any central 

authority and shared wireless. There are various security threats that exist in MANETs, such 

as denial of service, black hole, resource consumption, location disclosure, wormhole, host 

impersonation, information disclosure, and interference [1], [2]. 

 

A number of investigators have investigated the safety issues in MANETs. Essentially, 

there are two balancing classes of approaches to secure a MANET: deterrence based 

approaches, such as verification, and discovery based approaches, such as intrusion discovery 

systems (IDSs) [3]. Zhang and Lee in [4] not only presented the basic supplies for IDS that 

works in the MANETs environment, but also proposed a general intrusion detection and 

response mechanism for MANETs. In their proposed scheme, each IDS manager is involved 

in the intrusion detection and response tasks autonomously. 

 

II. RELATED WORK 

     Wired Equivalent Privacy, or WEP, is an encryption protocol designed by the IEEE 

802.11 and Home RF group [5] in an attempt to protect link-level data over radio signals for 

wireless networks, included both Base Station (BS)-oriented and mobile adhoc networks, to 

the security level closer to wired one. The WEP key used to encrypt data sent over wireless 

networks consists of two parts: the Initialization Vector (IV) and user pre-shared secret key 

(PSK). The stream cipher, RC4 used in WEP, expands the IV (40 or 104 bits) and PSK into 

an arbitrary long "key stream" of pseudorandom bits then XOR with the plaintext to obtain 

the ciphertext. To decrypt it, the receiver side takes the same steps in the reverse order by the 

same key stream. In addition, a CRC-32 algorithm is applied to check the data integrity for 

each data packet in WEP encryption.  

 

     Many WEP vulnerabilities and security design issues has been discovered and reported 

by researchers since the IEEE released it as the standard encryption protocol for 802.11 

wireless networks [6]. Therefore, wide attention has been paid by many researchers to the 

design of new protocols to secure the mobile ad hoc network, such as ARIADNE, DSDV, 

SEAD, ARAN and SPR [7] to provide a solutions for the wireless ad-hoc networks. 

 

     Hu et al. developed a secure routing protocol called ARIADNE (Alliance of Remote 

Instructional Authoring and Distributed Networks for Europe) [7], which relies on Dynamic 

Source Routing protocol (DSR) and symmetric cryptography architecture for end-to-end 

authentication. On the other hand, based on DSDV (Destination-Sequenced Distance Vector 

Routing) and the proactive routing protocol SEND (Secure Efficient Ad-hoc Distance vector) 

[8], which runs under a trusted ad-hoc network environment. In order to lower the node’s 

CPU processing time and achieve better performance, SEND uses one-way public-key signed 

hash functions instead of asymmetric cryptography. Authenticated Routing for Ad-hoc 

Network (ARAN) by Sanzgiri et al. [9] detects and protects the ad hoc network against 

malicious actions with help from its parties’ or peers’ nodes by using pre-determined public 

key cryptography certificates. However, compared with SEND, ARAN requires a higher 

computational cost in each node to retain the hop-by-hop authentication.  
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III. PROPOSED WORK 

         This paper proposes a novel security tradition, Security Using Pre-Existing Routing for 

Mobile Ad hoc Networks (SUPERMAN). The tradition is relied upon to address focus point 

endorsement, create find the opportunity to control, and secure correspondence for MANETs 

utilizing existing organizing traditions. SUPERMAN joins controlling and correspondence 

security at the structure layer. This rises up out of existing methods of insight, which give 

essentially organizing or correspondence security, requiring diverse traditions to ensure the 

system.  

      SUPERMAN is a novel security structure that ensures the system and correspondence in 

MANETs. The principal obsession is to verify access to a for all reasons and Virtual Close 

Network (VCN) that licenses accommodating, dependable correspondence with insurance, 

reliability and validness associations. SUPERMAN gives a VCN, in which the establishment 

bit of security is given by checking focus focuses with the structure. This connects 

additionally benefits, for example, the security partnership referral and system solidifying. It 

besides gives a sensibly light-weight encapsulation group and variable length tag. 

 

      Access control has been distinguished as a security measurement that may address the 

issue of verifiable trust inside a MANET. By shutting the system to pariahs, the issue of 

expected co-task is dodged. Shutting the system requires methods for enabling hubs to join 

and leave the shut system. Confirmation gives methods by which a hub might be 

distinguished as reliable. By utilizing an endorsement to affirm that they share a put stock in 

specialist, two hubs may validate each other in view of their mutual Trusted Authority (TA).  

 

       Wormhole and Sybil assaults have been broke down and tended to by conventions, for 

example, SAODV and SOLSR. The assurance that these conventions offer is gone for the 

insurance of system directing administrations. These conventions don't ensure information 

sent over the secured courses. IPsec and the proposed MANET changes (MANIPsec) secure 

information sent over systems. They don't ensure the course, leaving the system powerless 

against assaults on the topology (e.g. MitM). SUPERMAN, the tradition proposed in this 

paper, addresses the issue of united MANET correspondence security. It executes a Virtual 

Closed Network designing to secure both framework and application data. This is strikingly 

with the approachs proposed in past work, which focus on guaranteeing specific 

correspondence based organizations. IPsec and the proposed MANET changes (MANIPsec) 

guarantee data sent over frameworks. They don't secure the course, leaving the framework 

powerless against ambushes on the topology (e.g. MitM). SUPERMAN is a structure that 

works at the system (layer 3) of the OSI demonstrate. It is intended to give a completely 

secured correspondence structure for MANETs, without requiring adjustment of the steering 

convention. Fig. 1 demonstrates the stream of information from transport, through the system 

layer (counting SUPERMAN) to the information interface layer. The dashed boxes speak to 

components of SUPERMAN that procedure bundles and give privacy and trustworthiness.  

SUPERMAN likewise gives hub validation. 
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Figure1. System Architecture 

 

 

IV. CONCLUSIONS 

    The adaptability and adaptability of Mobile Ad hoc Networks (MANETs) have made 

them becoming unquestionably comprehended in a broad variety of utilization cases. To 

ensure these structures, security traditions have been made to ensure planning and application 

information. In any case, these traditions basically ensure courses or correspondence, not 

both. Both secure controlling and correspondence security traditions must be acknowledged 

to give full insistence. The utilization of correspondence security traditions at first made for 

wire-line and WiFi systems can comparatively put a huge load on the constrained structure 

assets of a MANET. To address these issues, a novel secure structure (SUPERMAN) is 

proposed. The structure is intended to enable existing system and controlling traditions to 

play out their capacities, while giving focus point attestation, get the chance to control, and 

correspondence security instruments. 
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