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ABSTRACT: 
Visual cryptography scheme is a cryptographic technique which allows visual information (Printed text, handwritten 

notes, and picture) to be encrypted in such a way that the decryption can be performed by the human visual system, 

without the aid of computers. There are various measures on which performance of visual cryptography scheme 

depends, such as pixel expansion, contrast, security, accuracy, computational complexity, share generated is 

meaningful or meaningless, type of secret images( either binary or color) and number of secret images(either single 

or multiple) encrypted by the scheme. Intent of this paper is on study and performance analysis of the visual 

cryptography schemes on the basis of pixel expansion, number of secret images, image format and type of shares 

generated. 

 
Index Terms -- Visual Cryptography Scheme (VCS), pixel expansion, contrast, security, accuracy, computational 

complexity 
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1. INTRODUCTION 
 
This paper provides overview of various visual cryptography schemes. Taking limited 

bandwidth and storage into consideration two criteria pixel expansion and number of shares 

encoded is of significance. Smaller pixel expansion results in smaller size of the share. Encoding 

multiple secret images into the same share images requires less overhead while sharing multiple 

secrets. 

 
1.1 VISUAL CRYPTOGRAPHY: 

 
The basic principle of the visual cryptography scheme (VCS) was first introduced by Naor 

and Shamir. VCS is a kind of secret sharing scheme that focuses on sharing secret images. The 

idea of the visual cryptography model proposed in is to split a secret image into two random 

shares (printed on transparencies) which separately reveals no information about the secret image 

other than the size of the secret image. The secret image can be reconstructed by stacking the two 

shares. The underlying operation of this scheme is logical operation OR.  

    

Figure1: VCS 

 

1.2 Extended Visual Cryptographic Schemes (EVCS): 

. An extended visual cryptography scheme (EVCS) is a kind of VCS which consists of 

meaningful shares (compared to the random shares of traditional VCS). In this paper, we propose 

a construction of EVCS which is realized by embedding random shares into meaningful covering 

shares, and we call it the embedded EVCS. Experimental results compare some of the well-

known EVCSs proposed in recent years systematically, and show that the proposed embedded 
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EVCS has competitive visual quality compared with many of the well-known EVCSs in the 

literature. In addition, it has many specific advantages against these well-known EVCSs, 

respectively. EVCS can also be treated as a technique of steganography. One scenario of the 

applications of EVCS is to avoid the custom inspections, because the shares of EVCS are 

meaningful images, hence there are fewer chances for the shares to be suspected and detected. 

 

2. Visual Cryptographic Implementation 

 
2.1 ENCODING: 

  In VCS implementation the first step is to encode an image in to N no of shares. Suppose 

if an image is encoded in to two shares (share1 and share2) respectively, then each pixel in the 

image is divided in to two sub pixels and two shares are formed respectively. The encoding of a 

black and white pixel is given in the diagram below. 

 

 
FIGURE2: PIXEL ENCODING 

 
2.1.1 CREATING TRANSPARENCES: 

This scheme provides theoretically perfect secrecy. An attacker who obtains either the 

transparency image or the screen image obtains no information at all about the encoded image 

since a black-white square on either image is equally likely to encode a clear or dark square in 

the original image. Another valuable property of visual cryptography is that we can create the 

second layer after distributing the first layer to produce any image we want. Given a known 

transparency image, we can select a screen image by choosing the appropriate squares to produce 

the desired image. One of the most obvious limitations of using visual cryptography in the past 

was the problem of the decoded image containing an overall gray effect due to the leftover black 

sub pixel from encoding. This occurred because the decoded image is not an exact preproduction, 
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but an expansion of the original, with extra black pixel. Black pixel in the original document remains 

black pixel in the decoded version, but White pixel becomes gray. This resulted in a lot of contrast to the 

entire image. The extra black sub pixel in the image causes the image to become distorted. 

 

Figure3: Transparencies 

 

2.1.2 Decoding: 

The process of decoding a in visual cryptography is much simple when compared to any other 

cryptographic methods. To decode the secret image we just need to overlay all the shares 

(Transparences) on each other or to perform OR operation between the shares.   

 

 
Figure4: Decoding process 

 
 
 

2.1.2.1VISUAL CRYPTOGRAPHY SCHEMES: 

2.1.2.2 VISUAL CRYPTOGRAPHY FOR GENERAL ACCESS STRUCTURE BY 

MULTI-PIXEL ENCODING WITH VARIABLE BLOCK SIZE: 

Multi-pixel encoding is an emerging method in visual cryptography for that it can encode 

more than one pixel for each run. However, in fact its encoding efficiency is still low. This paper 
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presents a novel multi-pixel encoding which can encode variable number of pixels for each run. 

The length of encoding at one run is equal to the number of the consecutive same pixels met 

during scanning the secret image. The proposed scheme can work well for general access 

structure and chromatic images without pixel expansion. The experimental results also show that it 

can achieve high efficiency for encoding and good quality for overlapped images. 

2.1.2.3 HALFTONE VISUAL CRYPTOGRAPHY: 

Visual cryptography encodes a secret binary image (SI) into shares of random binary 

patterns. If the shares are xeroxed onto transparencies, the secret image can be visually decoded 

by superimposing a qualified subset of transparencies, but no secret information can be obtained 

from the superposition of a forbidden subset. The binary patterns of the shares, however, have no 

visual meaning and hinder the objectives of visual cryptography. Extended visual cryptography 

[1] was proposed recently to construct meaningful binary images as shares using hyper graph 

colorings, but the visual quality is poor. In this paper, a novel technique named halftone visual 

cryptography is proposed to achieve visual cryptography via halftoning. Based on the blue-noise 

dithering principles, the proposed method utilizes the void and cluster algorithm [2] to encode a 

secret binary image into halftone shares (images) carrying significant visual information. The 

simulation shows that the visual quality of the obtained halftone shares is observably better than 

that attained by any available visual cryptography method known to date. 

2.1.2.4 VISUAL CRYPTOGRAPHY FOR PRINT AND SCAN APPLICATIONS: 

Visual cryptography is not much in use in spite of possessing several advantages. One of 

the reasons for this is the difficulty of use in practice. The shares of visual cryptography are 

printed on transparencies which need to be superimposed. However, it is not very easy to do 

precise superposition due to the fine resolution as well as printing noise. Furthermore, many 

visual cryptography applications need to print shares on paper in which case scanning of the 

share is necessary. The print and scan process can introduce noise as well which can make the 

alignment difficult. In this paper, we consider the problem of precise alignment of printed and 

scanned visual cryptography shares. Due to the vulnerabilities in the spatial domain, we have 

developed a frequency domain alignment scheme. We employ the Walsh transform to embed 

marks in both of the shares so as to find the alignment position of these shares. Our experimental 

results show that our technique can be useful in print and scan applications. 
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2.2 Dynamic Visual Cryptography: 

The core idea behind dynamic visual cryptography is increasing the overall capacity of a 

visual cryptography scheme. This means that using a set of two or more shares, we can 

potentially hide two or more secrets. Multiple secret sharing is very useful when it comes to 

hiding more than one piece of information within a set of shares. 

 
2.2.1MOTIVATION: 

The schemes previously discussed deal with sharing just one secret. So the natural 

extension of that is trying to hide Multiple secrets within two shares. Multiple secret sharing has 

the main advantage of being able to hide more than one secret within a set of shares. This 

increases the capacity for secret sharing and in some cases, the size of the shares remain 

relatively optimal in terms of data storage and dimensions 

 

2.2.2 BASIC MULTIPLE SECRET SHARING: 

The multiple secret sharing problems was initially examined by Wu and Chen [120]. 

They concealed two secrets within two sets of shares S1 and S2. The rst secret is revealed when 

S1 and S2 are superimposed. The second becomes available when S1 is rotated anti-clockwise 

90 and superimposed on S2. Due to the nature of the angles required for revealing the secrets 

(900 180 or 270) and the fact that this scheme can only share, at most, two secrets, it becomes 

apparent that it is quite limited in its use. 

It is also worth noting that another extended form of secret sharing was proposed [66] 

that is quite similar to the one discussed which involves stacking the transparencies to reveal a 

different secret each time a new layer is stacked. An improvement on this extended scheme is 

achieved by reducing the number of sub pixels required [134]. Multiple secret sharing was 

developed further [122] by designing circular shares so that the limitations of the angle(θ = 900 

1800, 2700) would no longer be an issue. The secrets can be revealed when S1 is superimposed 

on S2 and rotated clockwise by a certain angle between 00 and 3600 

A further extension of this was implemented [53] which denes another scheme to hide 

two secret images in two shares with arbitrary rotating angles. This scheme rolls the share 

images into rings to allow easy rotation of the shares and thus does away with the angle 

limitation of Wu and Chen's scheme. The recovered secrets are also of better quality when 
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compared to [122], this is due to larger difference between the black and white stacked blocks. 

More recently [100] a novel secret sharing scheme was proposed that encodes a set of x ≥ 2 

secrets into two circle shares where x is the number of secrets to be shared. This is one of the rst 

set of results presented that is capable of sharing more than two secrets using traditional visual 

cryptography methods. The algorithms presented can also be extended to work with grayscale 

images by using halftone techniques.  

2.3 Color Visual Cryptography: 

  Until the year 1997 visual cryptography schemes were applied to only black and white 

images. First colored visual cryptography scheme was developed by Verheul and Van Tilborg 

[17]. 

Colored secret images can be shared with the concept of arcs to construct a colored visual 

cryptography scheme. In c-colorful visual cryptography scheme one pixel is transformed into m 

sub pixels, and each sub pixel is divided into c color regions. In each sub pixel, there is exactly 

one color region colored, and all the other color regions are black. The color of one pixel 

depends on the interrelations between the stacked sub pixels. For a colored visual cryptography 

scheme with c colors, the pixel expansion m is c× 3. Yang and Laih [18] improved the pixel 

expansion to c × 2 of Verheul and Van Tilborg [17]. But in both of these schemes share 

generated were meaningless. 

    For sharing a secret color image and also to generate the meaningful share to transmit 

secret color image Chang and Tsai [19] anticipated color visual cryptography scheme. For a 

secret color image two significant color images are selected as cover images which are the same 

size as the secret color image. Then according to a predefined Color Index Table, the secret color 

image will be hidden into two camouflage images. One disadvantage of this scheme is that extra 

space is required to accumulate the Color Index Table. In this scheme also number of sub pixels 

is in proportional to the number of colors in the secret image as in Verheul and Van Tilborg [17] 

Yang and Laih [18] schemes. When more colors are there in the secret image the larger the size 

of shares will become. To overcome this limitation Chin- Chen Chang et al [20] developed a 

secret color image sharing scheme based on modified visual cryptography. This scheme provides 

a more efficient way to hide a gray image in different shares. In this scheme size of the shares is 

fixed; it does not vary when the number of colors appearing in the secret image differs. Scheme 

does not require any predefined Color Index Table. Though pixel expansion is a fixed in [20] this 
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scheme is not suitable for true- color secret image. To share true-color image Lukac and 

Plataniotis [21] introduced bit-level based scheme by operating directly on S-bit planes of a 

secret image. 

 
2.3.1 JOINT VISUAL CRYPTOGRAPHY: 

The idea of a joint sharing scheme allows a user to generate two shares based on the 

original visual cryptography scheme, like the disjoint example plus the secure key. Outlined 

below are three different techniques used to accomplish this. Contrast Based Joint combination 

of Shares Contrast based joint combination of shares is built on the idea that we can create 

multiple shares and one master key. Overlapping the shares to give one final share and by 

superimposing the key, the first share is revealed. Shifting the key horizontally or vertically will 

reveal the other secrets. Given the first secret and the master key, we write the pixels from the 

corresponding patterns of black pixels of the secret onto a blank image as a combined share 

using visual cryptography. For the second secret, we write the similar pixels on the blank region 

of the combined share. For the remaining regions on the combined share, we ll them up using the 

sharing patterns of white pixels 

 
2.4: APPLICATIONS: 

One of the major applications of visual cryptography is Biometrics’. In biometrics system 

visual cryptographic schemes are used to secure the input data. The original biometric data 

image converted into two shares, So we store the shares in the database instead of the original 

image. These shares are overlapped and matched whenever user entering, and matching with the 

biometric data generated by the system. 

 

 

2.4.1 BIOMETRICS 

Biometric system is more security and convenient than password authentication system. 

A biometric system operates by acquiring raw biometric data from a subject, extracting a feature 

set from the data and comparing the feature set against the template stored in a database in order 

to identify person. At the same time there is a possible to intruder can access the database which 

e to their issues like fake biometric, override matcher and etc. 
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2.4.2 MODULES IN BIOMETRICS SYSTEM: 

There are basically two phases in the biometric system, Enrollment phase and 

Authentication phase. In these two phases there are four modules. 

 

 Sensor module: 

In this module we extract biometric data, which may be an image, audio or video. 

 Feature extraction module: 

This module is used in obtaining the template that is generated from the biometric data. 

 Matching module: 

This is an authentication module. Where the template data is compared with data which 

is obtained from the user and that it estimates the similarity between these data. 

 Decision taking module: 

The similar data which is obtained in the previous module is used for identifying the 

individual 

 
2.4.3 VULNERABILITIES IN BIOMETRIC SYSTEM: 

The biometric system failures are classified into two types, intrinsic system and adversary 

attack. Intrinsic attack is due to the incorrectness in the decision making of biometric system 

which may lead to false accept and false reject. In adversary attack the hacker will try to 

circumvent the biometric system for personal gains. These are classified into three types 

administrator attack, Non-secure Infrastructure and Biometric Covertness’ [1]. 

2.4.4 RELATED WORKS: 

Neha Agrawal and Marios Savvides Carnegie Mellon University Pittsburgh, they 

presented the steganography technique for biometric template security. The main objective of 

steganography is to securely communicate in a way that is not detectable by intruder. The covers 

used in steganography method is digital images, audio, video and other computer files that 

contain perceptually redundant or irrelevant 

2.4.5 Problem Statement: 

The results demonstrate the difficulty of exposing the identity of secrete image by using 

only one of the sheet. Further individual sheets cannot be used to perform the cross matching 



G.Tejeswar Reddy et al, International Journal of Computer Science and Mobile Computing, Vol.3 Issue.2, February- 2014, pg. 235-247 

© 2014, IJCSMC All Rights Reserved                                                                                                        244 
 

between different applications. Increasing in the pixel expansion factor can lead to an increase in 

the storage requirements of the sheets. In the recent literature there have been some efforts to 

develop a VCS without the pixel expansion. But no such scheme is currently exists for 

generating sheets that are not noisy random images 

2.5. PROPOSED SYSTEM: 

In the proposed system the modules are 

 Biometric data input. 
 Converting in to two shares. 
 Overlapping the two shares. 
 Decrypting the original image. 
 Comparing the biometric data. 

2.5.1 BIOMETRIC INPUT DATA: 

For irises and fingerprints, the biometric image is decomposed by the visual cryptography 

scheme and two noise-like images known as sheets are produced. In the case of securing an iris 

template, the iris code is encrypted instead of the iris image..Here the finger print image is used. 

2.5.2 CONVERTING IN TO TWO SHARES: 

Black and white image: each pixel divided in 2 sub-pixels. Randomly choose between 

black and white. If white, then randomly choose one of the two rows for white. If black, then 

randomly choose between one of the two rows for black. The two sub pixels per pixel variant can 

distort the aspect ratio of the original image. 

2.5.3 OVERLAPPING THE TWO SHARES: 

The sticking operation executes logic ‘‘OR” operation between the separated subset and 

the share images during the sticking process depicted. The goal is to build the patterns of two 

blocks for share images S1 and S2. The sticking results are generated according to the decrypting 

function. By the defined decrypting process in our proposed scheme, secret image SE1 is 

revealed by directly stacking share images S1 and S2. But, it needs to rotate the share image S2 

with 180_ angle and stack with S1. 

2.5.4 DECRYPTING THE ORIGINAL IMAGE: 

According to the rule of the decrypting process, the two subsets, C1 and C3, separated 

from DSP for secret images SE1 and SE2, respectively, can be stuck together to build one 

corresponding block for share image S1. In order to build the corresponding block of share 
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image S2, the whole matrix, with C4 separated from share image S2 by DSP, must be rotated 

180 degree and stuck with the corresponding block of C2, which is another separated subset of 

S1, to generate share image S2. It was obvious that every pixel was moved from one position to 

another related position by the 180 degree rotation angle. For example, the pixel on the right-

bottom position was moved to the left-top position, and vice versa.   

2.5.5 COMPARING THE BIOMETRIC DATA: 

The Biometric data which is saved before was secured with the above visual 

cryptography scheme. To compare another biometric data with the saved biometric data a 

separate module is generated in that we can compare the biometric data. When the new biometric 

data is given as the input the module searches for the matching biometric data and displays the 

result as to which biometric data is matched with the input biometric data. 

 
Figure5: Biometrics with VCS. 

 

3. CONCLUSION 

In this book, we present one of these data security methods known as visual cryptography 

(VC). Specially, visual Cryptography allows us to effectively and evidently share secrets 

between a numbers of trusted parties. As with many Cryptographic schemes, trust is the most 

difficult part. Visual cryptography provides a very powerful technique by which one secret can 

be distributed into two or more shares. When the shares on transparencies are superimposed 

exactly together, the original secret can be discovered without computer participation. In this 
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book, many types of visual cryptography are examined. From the very rst type of traditional 

visual cryptography right up to the latest developments. Traditional VC specially deals with 

sharing a single binary secret between a numbers of participants. Extended VC attempts to take 

this a step further by introducing shares that have sign cant visual meaning. This detracts from 

the suspicious looking encrypted shares that are generated using traditional methods. Dynamic, 

color, progressive and image hatching VC schemes are also discussed. Practical VC applications 

are also discussed. These applications involve the use of Moiré patterns and watermarking 

techniques. Detailed analysis of the watermarking domain is presented along with various 

techniques and schemes that can incorporate VC successfully within the watermarking domain. 

The foundations of these techniques are reviewed along with examples. 

 
REFERENCES 

[1] A. Shamir, “How to share a secret,” Commun. ACM, vol. 22, no. 11, pp. 612–613, 1979. 

[2] G. R. Blakley, “Safeguarding cryptographic keys,” in Proc. National Computer Conf., 1979, 

vol. 48, pp. 313–317. 

[3] M. Naor and A. Shamir, “Visual cryptography,” in Proc. EUROCRYPT’ 94, Berlin, 

Germany, 1995, vol. 950, pp. 1–12, Springer-Verlag, LNCS. 

[4] M. Naor and B. Pinkas, “Visual authentication and identification,” in Proc. CRYPTO’97, 

1997, vol. 1294, pp. 322–336, Springer-Verlag LNCS. 

[5] T. H. Chen and D. S. Tsai, “Owner-customer right protection mechanism using a 

watermarking scheme and a watermarking protocol,” Pattern Recognit., vol. 39, pp. 1530–1541, 

2006. 

[6] P. Tuyls, T. Kevenaar, G. J. Schrijen, T. Staring, and M. Van Dijk, “Security displays 

enabling secure communications,” in Proc. First Int. Conf. Pervasive Computing, Boppard 

Germany, Springer-Verlag Berlin LNCS, 2004, vol. 2802, pp. 271–284. 

[7] C. Blundo, A. De Bonis, and A. De Santis, “Improved schemes for visual cryptography,” 

Designs, Codes and Cryptography, vol. 24, pp. 255–278, 2001. 



G.Tejeswar Reddy et al, International Journal of Computer Science and Mobile Computing, Vol.3 Issue.2, February- 2014, pg. 235-247 

© 2014, IJCSMC All Rights Reserved                                                                                                        247 
 

[8] G. Ateniese, C. Blundo, A. De Santis, and D. R. Stinson, “Visual cryptography for general 

access structures,” Inf. Computat., vol. 129, pp. 86–106, 1996. 

[9] N. K. Prakash and S. Govindaraju, “Visual secret sharing schemes for color images using 

halftoning,” in Proc. Int. Conf. Computational Intelligence and Multimedia Applications 

(ICCIMA 2007), 2007, vol. 3, pp. 174–178. 

[10] H. Luo, F.X.Yu, J. S. Pan, and Z. M. Lu, “Robust and progressive color image visual secret 

sharing cooperated with data hiding,” in Proc. 2008 Eighth Int. Conf. Intelligent Systems Design 

and Applications, 2008, vol. 3, pp. 431–436. 

[2] Ateniese.G, Blundo.C, Santis.A, and Stinson.D,    “Extended capabilities for visual 

cryptography,” Theor.Comput. Sci., vol. 250, no. 1–2, pp. 143–161, 2001. 

[3] Bitouk.D, Kumar.N, Dhillon.S, Belhumeur.B, and    Nayar.S.K, “Face swapping: 

Automatically replacing faces in photographs,” ACMTrans. Graph., vol. 27, no. 3, pp. 1–8, 2008. 

[4] Chen.Y, Chan.Y, Huang.C, Tsai.M, and Chu.Y, “A    multiple-level visual secret-sharing 

scheme without image size expansion,” Inf. Sci.,vol. 177, no. 21, pp.   4696–4710, 2007. 

[5] Cootes.T et al., “Active appearance models,” IEEE    Trans. Pattern Anal. Mach. Intell., vol. 

23, no. 6, pp.681–685, Jun. 2001. 

[6] Davida G.I, Frankel.Y, and Matt.B.J, “On enabling    secure applications through off-line 

biometric  identification,” in Proc. IEEE Symp. Security and Privacy, 1998, pp. 148–157. 

[7] Dong.J and Tan.T, “Effects of watermarking on iris    recognition performance,” in Proc. 

10th Int. Conf. Control, Automation, Robotics and Vision, 2008 (ICARCV 2008), 2008, pp. 

1156–1161. 

[8] Feng.Y, Yuen.P, and Jain.A, “A hybrid approach for    face template protection,” in Proc. 

SPIE Conf. Biometric Technology for Human Identification, Orlando, FL, 2008, vol. 6944. 

[9] Gross.R, Sweeney.L, De la Torre.F, and Baker.S,    “Model-based face de-identification,” in 

IEEE Workshop  on Privacy Research in Vision, Los Alamitos, CA, 2006. 

[10] Jain.A and Uludag.U, “Hiding biometric data,” IEEE  Trans. Pattern Anal. Mach. Intell., 

vol. 25, no. 11, pp. 1494–1498, Nov. 2003. 

[11] Jain.A, Nandakumar.K, and Nagar.A, “Biometric  template security,” EURASIP J. 

Advances Signal Process., pp. 1–17, 2008. 


