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Abstract - Phishing is web-based attack that uses social engineering techniques to exploit internet users and
acquire sensitive data. Most phishing attacks work by creating fake version of the real site's web interface to gain
user's trust. Despite the fact that these phishing sites look identical or nearly identical to real sites they imitate,
user studies have shown that they ignore browser-based indicators and often use the appearance of site to judge
the authenticity of sites, just as they use the appearance of physical sites to judge their authenticity. To protect
users against phishing, various anti-phishing techniques have been proposed that follows different strategies. We
applied different methods for detecting phishing using known as well as new features. In this paper we used the
different approaches for detecting phishing websites such as heuristic approach, Blacklist-Whitelist based
approach, Fuzzy rule based approaches, Machine learning approaches, CANTINA based approaches, Image
based approaches, etc.
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I. INTRODUCTION
Phishing is a new word produced from 'fishing', it refers to the act that attacker allure users to visit a faked Web
site by sending them faked e-mails (or instant messages), and stealthily get victim's personal information such as
user name, password, and national security ID,etc. Phishing is a form of identity theft that occurs when malicious
Website impersonates a legitimate one in order to acquire sensitive information such as passwords, account details,
or credit card numbers [1]. Though there are several antiphishing software and techniques for detecting potential
phishing attempts in emails and detecting phishing contents on websites, phishers come up with new and hybrid
techniques to circumvent the available software and techniques.
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The internet is not only important for individual users but also for organizations doing business online [2].
Many of the organizations offer online trading and online sales of services and goods. Nevertheless, internet-users
may be vulnerable to different types of online threats that may cause financial damages, identity theft, and loss of
private information [3],[4]. Therefore, the internet suitability as channel for commercial exchanges comes into
question. Phishing is considered a form of online threat that is defined as the art of impersonating website of an
honest firm aiming to acquire user‟s private information such as usernames, passwords and social security numbers.
Phishing websites are created by dishonest individuals to imitate genuine websites [5]. These websites have high
level of visual similarities to the legitimate ones in an attempt to defraud honest internet- users.
In general, phishing attacks are performed with the following four steps
1) A fake web site which looks exactly like the legitimate Web site is set up by phisher.
2) Phisher then send link to fake web site in large amount of spoofed e-mails to target users in the name of
legitimate companies and organizations, trying to convince the potential victims to visit their websites
3) Victims visit the fake web site by clicking on link and input its useful information there.
4) Phishers then steal personal information and perform their fraud such as transferring money from the victims'
account.

Fig 1: Process of phishing
Below, we explain the two most popular approaches in designing technical anti-phishing solutions
1) Blacklist approach: where the requested URL is compared with predefined phishing URLs. The drawback of this
approach is that the blacklist usually cannot cover all phishing websites since newly created fraudulent website takes
considerable time before it can be added to the list.
2) Heuristic Search approach: the second approach is based on search/heuristic methods, where several website
features are collected and used to identify type of the website. In contrast to blacklist approach, the heuristic-based
approach can recognize newly created fake websites in real-time.

II. LITERATURE REVIEW
Phishing website is a recent problem, nevertheless due to its huge impact on the financial and on-line
retailing sectors and since preventing such attacks is an important step towards defending against website phishing
attacks, there are several promising approaches to this problem and a comprehensive collection of related works. In
this section, we briefly survey existing anti-phishing solutions and list of the related works [7].
There are various techniques which defend against phishing. Some techniques give e-mail level protection
and some provide security toolbars embedded with anti-phishing tools.
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III. DIFFERENT APPROACHES FOR PHISHING DETECTION
1. Heuristic approach
In this approach, researchers try to understand the anatomy of phished web sites and detect attacks based on
several features. Features used in this approach include url, domain name, age of domain, spelling error, source of
the images, links, etc [6],[7]. For example, Spoof Guard first checks the current domain name, then the full URL is
analyzed to detect obfuscation as well as non-standard port numbers, then spoof guard analyzes the contents, making
note of any password fields, embedded links and images.
2. Blacklist approach
Blacklists hold URLs (or parts thereof) that refer to sites that are considered malicious. Whenever a
browser loads page, it queries blacklist to determine whether currently visited URL is on this list. If so, appropriate
countermeasures can be taken. Otherwise, the page is considered legitimate [8]. The blacklist can be stored locally at
the client or hosted at central server. Obviously, an important factor for the effectiveness of blacklist is its coverage.
The coverage indicates how many phishing pages on the Internet are included in the list [13]. Another factor is the
quality of the list. The quality indicates how many non-phishing sites are incorrectly included into the list. For each
incorrect entry, the user experiences a false warning when she visits a legitimate site, undermining her trust in the
usefulness and correctness of the solution. Finally, the last factor that determines the effectiveness of blacklist-based
solution is the time it takes until a phishing site is included [9]. This is because many phishing pages are short-lived
and most of the damage is done in the time span between going online and vanishing. Even when a blacklist
contains many entries, it is not effective when it takes too long until new information is included or reaches the
clients. Whitelisting approaches seek to detect known good sites but the user must remember to check the interface
every time they visit the site.
3. Fuzzy rule based approach
One approach is based on experimentally contrasting few rule based classification algorithms after
collecting dissimilar features from a range of websites as revealed [10] .Those features varied amongst three
uncertain values „„Legitimate & Genuine‟‟ and „„Doubtful‟‟.
4. Machine learning approach
The majority of methods developed to deal with the phishing problem are based on support vector machine
(SVM ). SVM is known machine learning technique that has been used effectively to solve classification
problems[10]. Its popularity comes from the accurate results it produced particularly from unstructured problems
like text categorization. An SVM in general can be seen as a hyper-plane that splits the objects (points) belonging to
a class (positive objects) from those that do not belong to that class (negative objects). This split is implemented by
the SVM algorithm during the learning step where the hyperplan is obtained to divide positive and negative objects
with maximal margins. The margin denotes the space from hyper-plane to the closest positive and negative object.
5. CANTINA based approach
CANTINA makes use of TF-IDF for detecting phishing sites. TFIDF is well-known information retrieval
algorithm that can be used for comparing and classifying documents, as well as retrieving documents from a large
corpus. In this section, we first review how TF-IDF works [11],[12]. We then introduce an application of TF-IDF
called Robust Hyperlinks. Finally, we describe how we adapted Robust Hyperlinks for detecting phishing web sites.
Roughly, CANTINA works as follows:
· Given a web page, calculate the TF-IDF scores of each term on that web page.
· Generate a lexical signature by taking the five terms with highest TF-IDF weights.
· Feed this lexical signature to a search engine, which in our case is Google.
· If the domain name of the current web page matches the domain name of the N top search results, we consider it to
be a legitimate web site. Otherwise, we consider it a phishing site.
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6. Image based approach
This approach detected the type of websites by comparing phishy sites with the non-phishy sites based on
visual similarity. This technique breaks down the webpage into block regions depending on „„visual cues.‟‟ The
visual similarity between a phishy webpage and non- phishy one is evaluated using three metrics: block level
similarity, layout similarity, and style similarity [14]. A webpage is considered phishy if any metric has a value
higher than a predefined threshold.
IV. CONCLUSION
Phishing has becoming a serious network security problem, causing finical lose of billions of dollars to both
consumer send e-commerce companies. Detecting the phishing websites is one of the crucial problems facing the
internet community because of its high impact on the daily online transactions performed. In this paper we observed
the different approaches for phishing detection, the Heuristic approach is better than the other approaches.
As a future work on phishing we can do more work on server side security. In the server side security
policy we use dual level of authentication for user by which only authentic user can get the access of his account,
and to educate the user about this policy will results in avoiding user to give his sensitive information to phished
website.
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