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Abstract— The significance of the DDOS problem and the increased occurrence, sophistication and strength 
of attacks has led to the dawn of numerous prevention algorithms. Each proposed prevention algorithms has 
some unique advantages and dis advantages over the others. In this paper, we present a classification of 
available algorithms that are proposed in literature on preventing internet services from possible DDOS 
attacks and discuss the strengths and weaknesses of each algorithm. This    paper provides better 
understanding of the problem and enables a security administrator to effectively equip his arsenal with 
proper prevention algorithms for fighting against DDOS threat. 
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I. INTRODUCTION 
A Distributed denial of service (DDOS) attack is a DOS attack utilizing multiple distributed attack sources. 

Typically, the attackers use a large number of controlled bots distributed in different locations to launch a large 
number of DOS attacks against a single target or multiple targets. With the rapid development of bot nets in 
recent years, the attack traffic scale caused by DDOS attacks has been increasing, with the targets including not 
only business servers, but also internet infrastructures such as firewalls, routers and DNS system as well as 
network bandwidth, the attack influence sphere has also become broader. The remainder of this paper is 
organized as follows. Section II contains types of DDOS attacks. Section III describes variety of available 
DDOS algorithms. Section IV describes variety of available DDOS attack tools in the details. Finally, section V 
conclusion the paper and presents further research. 
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II.  DISTRIBUTED DENIAL OF SERVICE 
Most common DOS attacks use thousands of   computers sometimes hundreds of thousands. Various types of 

DDOS attacks are given in fig.1 

 
 

Figure: 1-Types of DDOS attacks 
 

1. UDP Flood 
User Datagram Protocol is a session less networking protocol. One common DDOS attack method is referred 

to as a UDP flood. Random ports on the target machine are flooded with packets that cause it to listen for 
applications on that those ports and report back with a ICMP packet. 

2. SYN Flood 
A “three-way handshake”, which is a reference to how TCP connections work, is the basis for this form of 

attack. The SYN-ACK communication process works like this: 
• First, a “synchronize”, or SYN message, is sent to the host machine to start the conversation. 
• Next, the request is “acknowledged” by the server. It sends an ACK flag to the machine that started the 

“handshake” process and a waits for the connection to be closed. 
• The connection is completed when the requesting machine closes the connection. 

A SYN flood attack will send repeated spoofed requests from a variety of sources at a target server. The 
server will respond with an ACK packet to complete the TCP connection, but instead of closing the connection 
the connection is allowed to timeout. Eventually, and with a strong enough attack, the host resources will be 
exhausted and the server will go offline. 

3. Ping of Death 
Ping of death (”POD”) is a denial of service attack that manipulates IP protocol by sending packets larger 

than the maximum byte allowance, which under IPv4 is 65,535 bytes. Large packets are divided across multiple 
IP packets – called fragments – and once reassembled create a packet larger than 65,535 bytes. The resulting 
behemoth packet causes servers to reboot or crash. 

4. Reflected Attack 
A reflected attack is where an attacker creates forged packets that will be sent out to as many computers as 

possible. When these computers receive the packets they will reply, but the reply will be a spoofed address that 
actually routes to the target. All of the computers will attempt to communicate at once and this will cause the 
site to be bogged down with requests until the server resources are exhausted. 

5. Peer-to-Peer Attacks 
Peer-to-Peer servers present an opportunity for attackers. What happens is instead of using a botnet to siphon 

traffic towards the target, a peer-to-peer server is exploited to route traffic to the target website. When done 
successfully, people using the file-sharing hub are instead sent to the target website until the website is 
overwhelmed and sent offline. 
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DDOS Advantages Disadvantages 

UDP Broadcast and multicast connection 
available 

There are no guaranties with UDP It is 
possible that a packet may not be delivered or 
delivered twice or delivered in time 

SYN Repeated server Can’t repeated server 

POD Maximum byte Minimum byte 

RA Possible Is not possible 

P2P P2P networks client provide resources. 
Like bandwidth, storage space, and 
computing power 

P2P networks related to the topic of data 
backup recovery and availability 

 
Figure: 2-Advantages and Disadvantages of DDOS types 

 

III.   DISTRIBUTED DENIAL OF SERVICE ALGORITHMS 
The following are the various types of DDOS Algorithms available. 
 
1) ASA: 
It is hypothesized that mimicking natures principles, and is not its epiphenomena, leads to better algorithms. 

The so called adaptive sampling framework is used for analyzing the 3-SAT problem, which led to one neural 
method and five mixed methods, that mix elements of EC and of NC in different ways. These methods have 
been tested against the best currently know incomplete 3-SAT algorithm. The basic principle behind these 
algorithms is to sample isolated features from the problem and from candidate solutions, which are adapted 
iteratively. Evolutionary and neural computations are the two main subfields of this class. This class of 
algorithms has been dubbed adaptive sampling, and it is described by the adaptive sampling framework. 

2) CA:  
Cluster algorithm or clustering is the task of grouping a set of objects in such a way that objects in the same 

group called cluster are more similar in some sense or another to each other than to those in other groups 
clusters. The appropriate clustering algorithm and parameter settings including values such as the distance 
function to use, a density threshold or the number of expected clusters depend on the individual data set and 
intended use of the results. Clustering algorithms can be categorized based on their cluster model, there is no 
objectively “correct” clustering algorithm, but as it was noted, “clustering is in the eye of the beholder”. The 
most appropriate clustering algorithm for a particular problem often needs to be chosen experimentally, unless 
there is a mathematical reason to prefer one cluster model over another. It should be noted that an algorithm that 
is designed for one kind of models has no chance on a data set that contains a radically different kind of models. 
Example: k-means cannot find non-convex clusters [2]. 

3) TCM-KNN: 
Transductive confidence machines for K-Nearest Neighbors algorithm to fulfill DDOS attacks detection task 

towards ensuring the Qos of wed server. The method is good at detecting network anomalies with high detection 
rate, high confidence and low false positives than traditional methods, because it combines “strangeness” with 
“p-values” measures to evaluate the network traffic compared to the conventional ad-hoc thresholds based 
detection and particular definition based detection. The input feature spaces of TCM-KNN to effectively detect 
DDOS attack against web server. Finally, we introduce genetic algorithm(GA) based instance selection method 
to boost the real time detection performance of TCM-KNN and thus make it be an effective and lightweight 
mechanism for DDOS detection for web servers[3].  

4) CA: 
Congestion algorithms to detect upsurges in traffic that can give rise to DOS but this approach may apply 

only simplistic signatures and also requires state information to be held on the nodes which is not a feasible 
solution in sensors because of limited memory [4]. 
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5) DSA: 
In computer science, streaming algorithms are algorithms for processing data streams in which. The input is 

presented as a sequence of items and can be examined in only a few passes typically just one. These algorithms 
have limited memory available to them much less than the input size and also limited processing time per item. 
These constraints may mean that an algorithm produces an approximate answer based on a summary or “sketch” 
of the data stream in memory. Streaming algorithms have several applications in networking such as monitoring 
network links for elephant flows, counting the number of distinct flows, estimating the distribution of flow sizes 
[5]. 

 
6) MLA:     
A branch of artificial intelligence is about the construction and study of systems that can learn from data. For 

example, a machine learning system could be trained on email messages to learn to distinguish between spam 
and non-spam messages. After learning, it can then be used to classify new email messages into spam and non-
spam folders. The core of machine learning deals with representation and generalization. Representation of data 
instances and functions evaluated on these instances are part of all machine learning systems. Generalization is 
the property that the system will perform well on unseen data instances; the conditions under which this can be 
guaranteed are a key object of study in the subfield of computational learning theory. There is a wide variety of 
machine learning tasks and successful applications. Optical character recognition, in which printed characters 
are recognized automatically based on previous examples, is a classic example of machine learning.  

7) RA:  
As mentioned above, the shortest paths are calculated using suitable algorithms on the graph representations 

of the networks. Let the network be represented by graph G (V, E) and let the number of nodes be 'N'. For all the 
algorithms discussed below, the costs associated with the links are assumed to be positive. A node has zero cost 
itself. Further, all the links are assumed to be symmetric, i.e. if di,j = cost of link from node i to node j, then d i,j = 
d j,i. The graph is assumed to be complete. If there exists no edge between two nodes, then a link of infinite cost 
is assumed. The algorithms given below find costs of the paths from all nodes to a particular node. The problem 
is equivalent to finding the cost of paths from a source to all destinations. 

8) RSA:  
A node will initiate a distributed lookup according to the specific p2p routing substrate algorithm. A query 

message or object key lookup takes O (log N) application layer hops from source to destination. Each node has a 
routing table with O (log N) entries where each node entry maps a node identifier to an IP address and port 
number. Using routing table, each intermediate node along the routing path will forward the message to the best 
node in its routing table among all the candidate nodes stored as routing table entries. Here the best node in the 
routing table is specific to the particular routing algorithm [6].  

9) TTA: 
To trace back the source of the DDOS attacks in the internet is extremely hard. It is one of the extraordinary 

challenge to trackback the DDOS attacks, that attackers generate huge amount of requests to victims through 
compromised computers zombies in order to denying normal services or degrading the quality of services. IP 
trace back means the capability of identifying the actual source of any packet across the internet; with the help 
of IP trace back schemes identify the zombies from which the DDOS attack packets entered the internet. 

10) NCA: 
Due to increase in number of users on internet, many people want to attack other system resources. 

Competitors also want to make their web site more popular than others. So they want to attack the service of 
other’s web site. They keep on logon to a particular web site more times, and then service provided by the web 
server performance keeps degraded. To avoid that one, this application maintains a status table. In that it keeps 
the IP addresses of current users and their status. If the particular IP address has been signed on for a first time, 
it makes the status as genuine user. For 2, 3, 4 it marks as Normal user. For the fifth time it makes the particular 
IP address status as Attacker. In the time calculations we are only consider 5 times. User wish to server increase 
the time depends up on the application. After that, the user cannot allow get the service of that particular web 
site. The service is denied to that particular IP address. 
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Figure: 3-Advantages and Disadvantages of DDOS Algorithms 

 
 



S. Chithra et al, International Journal of Computer Science and Mobile Computing  Vol.2 Issue. 7, July- 2013, pg. 207-213 

© 2013, IJCSMC All Rights Reserved                                                                                                        212 
 

IV.   DDOS ATTACK TOOLS 
There are a variety of different DDOS attack tools. On the internet that allow attackers to  execute attacks   on 

the target system. Some of the most common tools are 
1. Trinoo [8, 9] can be used to launch a coordinated UDP flooding attack against target system. That used 

to master/slave architecture and attacker controls a number of trinoo master machines. Communication 
between attacker and master. 

2. Ten [9] communication between the attacker and the control master program but no encryption. 
Communication between the control masters and slaves is done ICMP echo reply packet. It can 
implement SYN Flood, UDP Flood, and ICMP Flood attacks. 

3. Ten 2k [10] we can use encrypted and ICMP flooding and TCP is flooding and UDP flooding smurf 
Mix flood. Master to slave can be mixture of encrypted TCP UDP and ICMP slave to master. 

4. Stacheldraht[11] communication between the attacker and the control master but encryption. It is used 
to ICMP flooding and TCP flooding and UDP flooding smurf to attacker to master encrypted TCP 
master to slave-TCP and ICMP slave to master. 

5. Shaft [12] Not encrypted it is used to ICMP flooding and TCP flooding and UDP flooding to attacker 
to master –unencrypted TCP master to slave –unencrypted UDP. 

6. Mstream [13] Not encrypted it is used to TCP flooding that can be attacker to master –unencrypted 
TCP master to slave –Unencrypted UDP slave to master –Unencrypted UDP. 

7. Knight [14] Not encrypted it is used to TCP flooding and UDP flooding an urgent pointer flooder. Uses 
IRC as its communication method. 

8. Trinity [15, 16] not encrypted used to TCP flooding and UDP flooding it is IRC as its communication 
method. 

 

V. CONCLUSION 
In this paper, we covered an overview of the DDOS problem, available DDOS attack tools, defense 

challenges and principles, and a classification of available DDOS prevention algorithms. This provides better 
understanding of the problem and enables a security administrator to effectively equip his arsenal with proper 
prevention algorithms for fighting against threat. The current prevention algorithms reviewed in this paper are 
clearly far from adequate to protect internet from DDOS attack. The main problem is that there are still many 
insecure algorithms over the internet that can be compromised to launch large scale coordinated DDOS attack. 
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