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Abstract— This paper presents a review on the two important aspects of Social Network, namely Link
Analysis and Informal Network. Both of these characteristic plays a vital role in analysis of direction of
information flow and reliability of the information passed or received. They can be easily visualized or can be
studied using the concepts of graph theory. We have deliberately omitted discussing about general definitions
of social network and representing the relationship between actors as a graph with nodes and edges. This
paper starts with a formal definition of Informal Network and continues with some of its major aspects.
Moreover its application is explained with a real life example of a college scenario. In the later part of the
paper, some aspects of Informal Network have been presented. The similar kind of real life scenario is also
being drawn out here to represent application of informal network. Lastly, this paper ends with a general
conclusion on these two topics.
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I. INTRODUCTION
Link analysis is a data-analysis technique used to evaluate relationships (connections) between nodes.
Relationships may be identified among various types of nodes (objects), including organizations, people and
transactions. Link analysis has been used for investigation of criminal activity (fraud detection, counterterrorism,
and intelligence), computer security analysis, search engine optimization, market research and medical research.
Link analysis is one of many factors considered by web search engines in computing a composite score for a
web page on any given query. Link analysis is in many ways similar to social network analysis (SNA)—both
talk about relationships in terms of nodes and edges and both try to derive the idea of who is more important in a
network by analyzing the whole network, not individual events.
Informal networks by is the part of social network, where there exist no defined or formal structure between
nodes (people belonging to the network). It’s more like creating an ad-hoc relationship. People responding to
new work directives may act instantly to update their procedures, or may take days to organize themselves in
line with company policy. Informal network has its own importance. Informal networks by definition have no
structure. People responding to new work directives may act instantly to update their procedures, or may take
days to organize themselves in line with company policy.

© 2013, IJCSMC All Rights Reserved

371

Subrata Paul, International Journal of Computer Science and Mobile Computing Vol.2 Issue. 7, July- 2013, pg. 371-377

II. COMPONENTS OF LINK ANALYSIS
Link analysis can be broken down into two components — link generation and utilization of the resulting
linkage graph.
A. Link Generation
Link generation is the process of computing the links, link attributes and node attributes. There are several
different ways to define links. The different approaches yield very different linkage graphs. A key aspect in
defining a link analysis is deciding which representation to use.
B. Explicit Links
A link may be created between the nodes corresponding to each pair of entities in a transaction. For example,
with a call detail record, a link is created between the originating telephone number and the destination
telephone number. This is referred to as an explicit link.
C. Aggregate Links
A single link may be created from multiple transactions. For example, a single link could represent all
telephone calls between two parties, and a link attribute might be the number of calls represented. Thus, several
explicit links may be collapsed into a single aggregate link.
D. Inferred Relationships
Links may also be created between pairs of nodes based on inferred strengths of relationships between them.
These are sometimes referred to as soft links, association links, or co-occurrence links. Classes of algorithms for
these computations include association rules, Bayesian belief networks and context vectors. For example, a link
may be created between any pair of nodes whose context vectors lie within a certain radius of one another.
Typically, one attribute of such a link is the strength of the relationship it represents. Time is a key feature that
offers an opportunity to uncover linkages that might be missed by more typical data analysis approaches. For
example, suppose a temporal analysis of wire transfer records indicates that a transfer from account A to person
X at one bank is temporally proximate to a transfer from account B to person Y at another bank. This yields an
inferred link between accounts A and B. If other aspects of the accounts or transactions are also suspicious, they
may be flagged for additional scrutiny for possible money laundering activity.
A specific instance of inferred relationships is identifying two nodes that may actually correspond to the same
physical entity, such as a person or an account. Link analysis includes mechanisms for collapsing these to a
single node. Typically, the analyst creates rules or selects parameters specifying in which instances to merge
nodes in this fashion [28] [23] [6].
E. Utilization
Once a linkage graph, including the link and node attributes, has been defined, it can be browsed, searched or
used to create variables as inputs to a decision system.
III. ISSUES WITH LINK ANALYSIS
Link analysis often makes information accessible that is not apparent from any single data record, which is an
advantage. However, it has its own weakness. Link analysis is as much an art as a science, and just configuring
a link analysis can be a major endeavour. One of the major issues of link analysis is information overload. This
issue is discussed in the next sections.
Information Overload
With the vast amounts of data and information that are stored electronically, users are confronted with
multiple unrelated sources of information available for analysis. Data analysis techniques are required to make
effective and efficient use of the data. We studied on the classification made by Palshikar. He had classifies data
analysis techniques into two categories – statistical (models, time-series analysis, clustering and classification,
matching algorithms to detect anomalies) and artificial intelligence (AI) techniques (data mining, expert systems,
pattern recognition, machine learning techniques, neural networks).
Bolton & Hand define statistical data analysis as either supervised or unsupervised methods. Supervised
learning methods require that rules are defined within the system to establish what is expected or unexpected
behavior. Unsupervised learning methods review data in comparison to the norm and detect statistical outliers.
Supervised learning methods are limited in the scenarios that can be handled as this method requires that
training rules are established based on previous patterns. Unsupervised learning methods can provide detection
of broader issues, however, may result in a higher false-positive ratio if the behavioral norm is not well
established or understood.
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Data itself has inherent issues including integrity (or lack of) and continuous changes. Data may contain
“errors of omission and commission because of faulty collection or handling, and when entities are actively
attempting to deceive and/or conceal their actions highlights incompleteness (inevitability of missing data or
links), fuzzy boundaries (subjectivity in deciding what to include) and dynamic changes (recognition that data is
ever-changing) as the three primary problems with data analysis.
Once data is transformed into a usable format, open texture and cross referencing issues may arise. Open
texture was defined by Waismann as the unavoidable uncertainty in meaning when empirical terms are used in
different contexts. Uncertainty in meaning of terms presents problems when attempting to search and cross
reference data from multiple sources [18].
IV. A REAL LIFE EXAMPLE OF LINK ANALYSIS
We have already discussed about link analysis and literature related to it in earlier section. Link analysis is a
data-analysis technique used to evaluate relationships (connections) between nodes. Relationships may be
identified among various types of nodes (objects), including organizations, people and transactions. Link
analysis has been used for investigation of criminal activity (fraud detection, counterterrorism, and intelligence),
computer security analysis, search engine optimization, market research and medical research. Let us assume the
case of an educational institution where 4 levels of entities are described as Director in the first, HOD’s in the
second, faculties in the third and students in the last level. Let us also assume the case where a particular
instruction such as the deadline of project submission of the final year M.Tech students and some general
instructions regarding the project are to be conveyed to the students from the highest level. The Director does
not have a direct link with the students. So the instruction is to be conveyed step by step from one level to
another so that it finally reaches the students.
The director has a direct link with the HOD’s of all the departments of the institution and so he can easily
convey the set of instructions to the HOD’s of all departments. This forms the first level of relationship where
the information is passed from one level to another. In the next level, the HOD has a direct link with faculties of
his concerned department under him. So now he can easily convey the information that he has received from the
Director to his subordinate faculties. During the process of passing the information any new additions or
deletions to the original set of instructions can be made. The faculty has a direct link with the students and so he
conveys the instruction to the students in order to guide them for submitting the project at an appropriate date.
This forms the final level of the relationship and there lies the possibility that the instructions can be added,
deleted or modified before it finally reaches the students. Thus we visualize that even though the Director has no
direct link with the students, the set of instructions generated by him is conveyed to the students through an
orderly manner in a stepwise process.
Let us consider a different case where a particular student feels that a specific instruction with regards to
project submission is too hard to follow and needs to be immediately modified. Except for some exceptional
instances, the student can’t go directly to the Director to speak regarding his concerned problem. He has to
inform the faculty since he has a direct link with him only. The faculty may convey the matter to the HOD, if he
feels so or may resolve the matter by him also. The similar situation may arise with the HOD also.
Thus, in our example for Link Analysis, we had observer about the connections between highest entities (i.e.
director) to the lowest entity (i.e. students). It allows us to study on direction of flow of information and if the
information is modified, at which link. Even, the same can be observed for the information flow in reverse
direction.
V. THE CONTENTS OF INFORMAL NETWORK
All The types of links between nodes in a social network can be described and analysed in a variety of ways.
In the following section, a synthesis and categorization of the different approaches will be presented: This
categorization will be based somewhat on the division proposed by Tichy & Tushman (1979) [27]: (1) The
transactional content, (2) the nature of the links, and (3) the structural characteristics.
The transactional content
The connection between two nodes can have very different contents and implications. By having different
focal points, it is possible to identify several alternative but overlapping approaches to defining the content
typologies. Again it is paramount to specify that the same two actors in a social network can have several
different transactional contents at different times and simultaneously. Monge & Eisenberg (1987) propose a
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grouping of the contents in social networks into the following self-explaining typology [22]: Expression of
affect, influence attempt, exchange of information, and exchange of goods and services.
Farace et al. (in Monge & Eisenberg, 1987) have chosen a somewhat different approach in that they identified
the following three types of messages: Production-related messages stem from the need to get things done in a
work context. Innovation messages are more proactive and are centred on solving organizational problems and
improving the ways things are done. Maintenance messages revolve around the socio psychological needs of the
individual as described previously [22].
A taxonomy directly linking to the division between formal and informal networks together with the
corporate culture is proposed by Tichy & Tushman (1979) [27]. The Technical approach deals with workrelated issues; the Political approach relates to individual and group goals, whereas the Cultural approach
reaches into the implicit, tacit and deeper meanings and shared values in the organization. For more information
on the interactions between these three levels see Culture and Informal Networks.
The advice network can be used to determine who has the technical or professional power in an organization.
The trust relations reveal ties of friendship and affection, whereas the communication network is a strong
indicator of the overall information flow in the organization.
Finally Torenvlied (1998) has proposed the following divisions, based on Ibarra (1992): Instrumental
relations used in daily interactions based on short-term goals, authority relations based on power and influence
and finally intimate relations [11].
As stated in the beginning of this section, those divisions are overlapping and – not surprisingly – rather alike.
Table 1 is an attempt to classify most of the above terms into a unifying division.

TABLE I
Four main contents of Informal networks
Affect
Friendships, trust and intimate relations
Production
Advice, exchange of
technical/instrumental knowledge and
innovation

Political
Influence, power, authority
Cultural
Communication and flow of information

VI. PROPERTIES OF THE LINKS
In order to take into account the different ways in which individuals enter relations, a measure of
symmetricality is introduced. In a situation where two colleagues chat together during lunch, there is a
symmetrical relation, whereas the supervisor-subordinate relationship is inherently asymmetrical.
This leads to the issue of power in a social relation and organizational politics, which is a matter deserving a
whole section, and will not be covered as such in this paper.
Related to that is the measure of reciprocity which determines not the definition of the link but the degree to
which individuals report the same intensities with each other for a content area (Tichy & Tushman, 1979) [27] .
Unrelated to the degree of symmetry, a link between nodes can be reciprocal or not. If both supervisor and
subordinate report that the supervisor “gives instruction to” the subordinate once or twice a week, the relation is
reciprocal but not symmetrical.
The term multiplexity refers to the extent to which each individual has different roles and different networks
within the organization. Those different networks are closely related to the contents described in the previous
section, and it is important to keep in mind that the same two individuals can easily have more than one relation
to each other. When describing and dealing with social networks, this is a fact that is often a major source of
difficulty.
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Clarity of expectations is the general measure of whether or not the two parties in a relation agree on the
appropriate behaviour between them. Seen together with the multiplexity of many relations, it follows that the
appropriate behaviour between two people in one situation is not necessarily appropriate in another situation.
VII.
A COMPARATIVE STUDY ON FORMAL AND INFORMAL NETWORKS
The following table briefly describes about our review, observations and finding on contrast between formal
and informal networks.
TABLE III
some contrast between Formal and Informal Organizations

Elements
Salient Goals
Structural Units
Basis for communication
Basis of power

Control mechanisms
Type of Hierarchy
Belonging of Individuals
Communications
Origin
Changes over time
Group leadership

Organization
Formal
Informal
Organization’s
Individual’s
Offices/positions
Individual roles
Offices formally related
Proximity: Physical,
professional task, social, formal
Legitimate authority
Capacity to satisfy individuals
(often through expert or
reference power)
Rules
Norms
Vertical
Lateral
Specific
Ambiguous
Structured
Unstructured
Planned
Spontaneous
Shifts
Incremental
Explicit
Implicit

VIII.
NEED FOR EXISTENCE OF INFORMAL NETWORKS
Affiliation needs: To satisfy the need for belonging to a group, individuals will tend to join networks of
friendship and support. As a result, a part of one’s individuality is sacrificed in order to conform to the group
norms.
Identity and self-esteem: Conversely, belonging to a group or informal network can develop, enhance and
confirm an individual’s sense of identity as a result of the personal interaction.
Social reality: Since traditional formal organizations offer little room for emotions, feelings or sharing of
personal thought, informal networks serve as an agent for structuring and supporting a shared social reality. By
relying on this social reality, individuals can reduce uncertainty and stress.
Defence mechanism: In the face of a perceived threat or general uncertainty, group
cohesion can act as a
defence mechanism to reduce (perceived) uncertainty and strengthen each individual’s ability to respond to that
threat.
Risk reduction: Through diluting blame and aggregating praise, a group of individuals have a lesser perceived
risk than they would have as individuals. Thus the unconscious efforts of individuals to control the conditions of
their existence will lead to the creation of informal groups (Farris, 1979; Likert, 1961) [5][17] . Apart from those
reasons, more practical and often conscious reasons for the creation and development of informal networks also
exist:
Need to know: One of the primary characteristics of the informal structures in organizations is their
communication network, often referred to as the grapevine6. Studies have shown grapevine communication to
be both fast and surprisingly accurate (Crampton & Hodge, 1998) [3] , and in situations when information is
critically needed by an individual to perform the task at hand, the grapevine can prove an efficient vehicle for
news and information, thus bypassing the formal channels of communication (Mintzberg, 1975) [19].
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Greasing the rusty wheels: Based on the same principles as the ‘need to know’-factor, individuals in
organizations will tend to seek help from others and exchange favours to get things done, even when it entails
stepping outside of the formal boundaries of the working units.
Political manoeuvring: One of the more conscious reasons for using informal networks, individuals might
want to use the informal channels of communications to influence colleagues or superiors in order to gain an
advantage in the organizational politics (Cobb, 1986; Pfeffer, 1981) [2] [24].
IX. A REAL LIFE EXAMPLE OF INFORMAL NETWORKS
We have already discussed about link analysis and literature related to it in earlier section. Informal networks
is the situation, where there exist no defined or formal structure between nodes (people belonging to the
network). It’s more like creating an ad-hoc relationship.
Further considering the same scenario of institute environment and the example of director to student
relationship as was discussed in previous section. There is no formal network exists between mentioned entities.
As there is no existence of a formal network between the Director and the student and vice-versa the
information can’t be exchanged between them. The information needs to be delivered through the formal
network which exists between the Director and HOD and then from HOD to the faculties to finally reach the
students through the faculties. Similarly a student with any queries needs to go through the formal network in
the reverse order as mentioned in order to reach the director. There is no formal network. But, still through link,
the information flows, and it flows in both direction (i.e. from director to student and from student to director).
Thus this is the case of Informal network and its application.
X. CONCLUSION
This paper starts with a formal introduction. We have divided this paper into two broad sections – namely,
Link Analysis and Informal Network. Both are important part of social network analysis. The discussion on
Link Analysis starts with an overview followed by its components. A real life example and major issues of Link
Analysis have been discussed here. During our study of Informal Network we have studied its contents and the
properties of the links in Informal Networks. A comparative analysis between Formal and Informal Network is
mentioned here. Lastly, the literature of this paper concludes mentioning the need for existence of informal
network and propositions concerning Informal Networks.
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