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Abstract - Cloud computing reaches enormous growth in an Internet-Based development and so privacy and 

security are the most important issues. In this paper, we propose a new decentralized access control scheme 

with multiple KDC’s for securing data stored in cloud. In proposed scheme, the cloud provides the 

anonymous authenticity of the user through Third party auditor. Moreover, we implemented safe storage and 

access for creating a new file, modify the file and read the file in a cloud environment, a suitable encryption 

technique with key management is applied before outsourcing the data. We also secure access control by 

providing access to files with the policy-based access control using Attribute-Based Encryption (ABE) 

scheme. Multiple KDC’s for key management is provided to achieve the decentralized architecture. Private 

Key is the combination of the user’s credentials, so that high security will be achieved. The protocol supports 

multiple read and writes on the data stored in the cloud. 

Keywords—Multiple KDC’s, access control, decentralized, security, key management 

 

I. INTRODUCTION 

Cloud computing is a collection of scalable resources and computing infrastructure which provides 

services to users with the “pay only for use” strategy. Research in cloud computing is receiving a lot of attention 

from both academic and industrial worlds. In cloud computing, users can outsource their computation and 

storage to servers (also called clouds) using Internet[11]. This kind of technology helps users in handling 

resources effectively on-site. Though the advantages are clear, the critical factor in the present data outsourcing 

scenario is the enforcement of strong security mechanisms for data storage, transfer and processing in the cloud. 

The data that are stored in the cloud are often sensitive in nature. Remote backup system is the advanced 

concept which reduces the cost for implementing more memory in an organization[9]. For example, medical 

records and user-driven data generated in social networks are often stored in public or private clouds. Ensuring 

privacy and security of such data is important for users to trust the service providers. For achieving that, 

adequate authentication and access control techniques must be employed. A high level security system also 

ensures that only verified and valid services are provided to authorized users. Indeed, the process of 

authentication must be initiated for all valid transactions that are performed through the cloud. The first goal of 

our work is to implement anonymous authentication of users. The privacy settings of users must be followed in 

such a manner that the identity of the user should not become evident to either the cloud service providers or to 

other users. Thus, the anonymity of users is preserved. To provide secure data storage, the cloud data needs to 

be encrypted. The second goal of our work is to ensure data privacy and security. Many homomorphic 
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techniques have been discussed. This kind of encryption ensures during the time that computations are 

performed on the data by a cloud’s computing resources, they are not able to read the data. For this, the data 

must be suitably encoded before being encrypted. a decentralized architecture is proposed with  several KDCs 

for key management. The main aim of paper is to design a scheme for distributed access control of data stored in 

cloud so that only authorized users with valid attributes can access them. 

 

 

II. RELATED WORK 

V. Goyal, et.al.,[2], worked on “Attribute-Based Encryption for Fine-Grained Access Control of Encrypted Data 

“.In this paper, the sender has an authorization to encrypt information. A revoked attributes and keys of users 

cannot write again to stale information. The attribute authority receives attributes and secret keys from the 

receiver and he/she is able to decrypt information if it has matching attributes.  There is a Distribution of audit-

log information and screen out encryption. 

 

In [3],J. Bethencourt, et.al., described that “Cipher text-Policy Attribute-Based Encryption”. By using this 

approach the receiver has the access policy in the form of a tree. The tree contain attributes as leaves and 

monotonic access structure with AND, OR and other threshold gates. The main advantage is Encrypted 

information can be kept confidential even if the storage server is untrusted; Secure against collusion attacks. 

 

In [5] M. Green, S. Hohenberger, and  B. Waters, focuses on “Outsourcing the Decryption of ABE 

Ciphertexts,”. This paper subcontract the decryption task to a proxy Server, so that the user made computation 

on minimum resources like hand held devices. Advantage is the user significantly saves bandwidth, without 

raising the number of transmission. 

 

In [7] H.K. Maji,et.al., propose “Attribute-Based Signatures: Achieving Attribute-Privacy and Collusion-

Resistance”. In this paper, to ensure anonymous user authentication ABSs were introduced. This was also a 

centralized approach.  The advantages of this is user significantly saves decryption time, without raising the 

number of transmissions. 

 

III. SYSTEM MODEL 

Firstly, the user  get authenticated by registering user details in trustee and the trustee provide the token to 

authorize the verified user.  After registration, the user can perform file operations such as writing a file, 

modifying the file and reading the file in cloud depends on their access policies. The user can get the key for 

encryption and decryption of files for file upload and downloading from any one of the Key Distribution Centre 

(KDC), which is presented in decentralized way. 

 

 
 

    Fig. 1 Decentralized Access Mechanism 
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IV. PROPOSED WORK 

A user gets authorisation by registering their details in cloud server and the trustee will generate token for 

authentication. By using the access control policy the user can perform specific operations. A user can upload a 

new file in cloud server, modify the file and read the file depends on their access rights. User files are stored in 

encrypted format using some encryption techniques with the help of Key Distribution Centre (KDC). 

Steps involved in this system are described as follows: 

 

A. User Registration 

 

The users get registered to a particular KDCs by creating individual accounts by giving necessary 

details like user name, user id, password, email id and phone number. A successful registration is possible only 

if the details given by the user match with the KDC details. 

 

 

B. Token Generation for anonymous authentication 

 

All users initially register with their KDCs with their own unique identity UID. The KDC draws at 

random, key KBASE ∈ G, where a generator g generates random group of cyclic keys G.  Now the token is 

generated typically as a combination of above parameters i.e. the user’s UID, key and user’s signature. The 

output token is γ = (UID, KBASE, K0, ρ), where ρ is the signature of the token generated using the 

authentication algorithm Digital Signature Standards with Secure Hash Algorithm (SHA-1). Hence the user 

details are hidden from cloud. In this way, an anonymous authentication is achieved. 

 

C. Trustee and User Accessibility 

 

 After the registration process, users can log into their individual accounts with their credentials. Once 

the user logs in, specific operations such as file upload, file download, listing of files, revocation list and key 

details associated with that user can be performed. Third party authentication is done by a trustee where the user 

needs to get a token from the trustee for carrying out further operations. The contents of the token are again a 

typical combinations of user’s user id, key and user signature. The hash function used for generating the user 

signature is Secure Hash Algorithm (SHA-1). Digital signatures are of great use in identifying the users 

uniquely and for checking the integrity of the content in case of tampering. In the proposed system, the signature 

is generated by taking the user’s UID as input and finally the signature is obtained in a condensed format called 

message digest. This is obtained as a result of applying the hash function, and is computationally difficult to 

interpret at any point of time. 

 

D. File Encryption and Upload 

 

After the trustee’s issuance of tokens to users, the users send their tokens to their respective KDC’s for 

getting the keys for encryption and decryption of the files. The Paillier cryptosystem is implemented for 

generating keys. The users now encrypt their files with the received keys. They also set their own access 

policies, i.e. privileges to the file. The access policies set by individual users for their files that are hidden from 

other users by implementing a query driven approach. The user details are stored in encrypted format; therefore 

the attributes and privileges of users are hidden from the cloud. 

 

E. File Decryption and Download 

 

In this phase, the users can download the files from the cloud according to the access policies defined by the 

owners of the concerned files. The users satisfying access policy conditions can download a file and decrypt it 

using his private keys obtained from the corresponding KDC. This process is similar to file encryption and 

upload.  

 

V. RESULTS AND DISCUSSION 

The proposed scheme in the system uses strong authentication mechanism, where the users claim is 

validated at three levels. Initially, the users need to get themselves authenticated with KDC. For keys 

generation, a trusted third party verifies the user’s credentials and gives back the secure token. Finally a message 

digest of the UID is generated using SHA-1 and the file to be uploaded is encrypted using Paillier cryptosystem. 

In this manner, a three way authentication is achieved. In this paper made key distribution is done in a 

decentralized way and verifies the trusted authority gives original token to user. The file access policy can be 
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implemented with Multi Authority based Attribute based Encryption. This decentralized scheme provides user 

revocation and prevents replay attacks. Even though the cloud does not know the identity of the user who stores 

information, but it verifies the user’s credentials. Using the technique we can avoid the number of wrong hits 

during authentication. Create a random delay for authentication, so the hacker can confuse to identify the 

algorithm. 

 

VI. CONCLUSION 

In this paper, we addressed the security and storage issues simultaneously based on the type of architecture, 

access control methods and the authentication techniques. The key distribution is done in a distributed way by 

implementing multiple KDC structure. The users are anonymously authenticated and their attributes are hidden 

from the cloud by implementing digital signature algorithm. The access policies associated with individual files 

are hidden from other users by implementing a Query based approach. Further, storage related security issues 

are enhanced by implementing a Homomorphic encryption technique to encrypting the outsourced data. Also, 

the cloud servers are prone to various types of attacks that can cause data loss or leakage. This issue is addressed 

by implementing a string matching algorithm that detects deviations and automatically retrieves the lost data 

using backed-up data.  
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