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Abstract— Internet users need to store, send oreaige the secret data. The common way to do thifois
transform the secret data into another form by tipeocess called encryption. Here, the main drawbaskf
enough time is given the enemy is allowed to ingggtand modify the messages. In order to avoid thesuse
the technique called steganography. Steganographyhie method of storing information in a way thatdes
that information’s existence and it can be used ¢arry out hidden exchanges. Reversible data hidisga
techniqgue to embed additional message into someodisn-unacceptable cover media, in a reversible
manner so that the original cover content can berfeetly restored after extraction of the hidden nsage.
This technique is commonly used for ensuring theceecy of medical images, military images etc tranged
through the internet.

Key Terms: - Least Significant Bit (LSB) steganogiay; Hiding Behind Corners (HBC); Pixel-Value
Differencing; security; steganalysis; statisticattacks

. INTRODUCTION

Steganography is the art of embedding data by gitlat information’s existence. The main purpose of
steganography is to send secret or confidentialsages under the cover of a carrier signal. It isegaly
accepted that any steganographic technique musteg®stwo main properties: good imperceptibility and
sufficient data capacity. The first property ensuttgat the embedded messages are difficult to gletad the
second implies efficiency in hidden communicati®eganography and cryptography aims at secubity,
both are different. The goal of cryptography i€tanmunicate securely by changing the data intora that an
eavesdropper cannot understand. Steganographyidaesnon the other hand, tend to hide the presehtie
message and make it difficult for an observer gorfe out the possibility of occurrence of the mgesalere a
novel scheme is proposed which combines encryptimhsteganography in a single step. Thus the féjabf
the image as well as the data to be transmittedissired. This technique embeds data in an impébte=ptay
and restores the image with lesser distortions dfita extraction. The method of embedding se@tt ithto an
image has gained importance in military as wellsasveillance applications. The success of this gssc
requires the development of robust steganograggirithm in order to embed the data in an imperibégpt
manner as well as to extract the secret data witloss. Thus a new steganographic method has veserped,
which can securely embed data and efficiently extiata by preserving the secrecy and confidetytiali
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Il. EXISTING METHODS

Many techniques have been proposed to perform insigganography. The main design criterion for
steganographic algorithms includes the level ofsibility, robustness against various attacks, impptibility,
payload capacity etc. The novel scheme incorporttespositive aspects from the existing technigaed
introduces an efficient and highly secure version.

Reversible data hiding method was introduced aspgnoach for data hiding. J.Tiahal. proposed a hiding
method called difference expansion technique fithat method, one bit can be embedded into tweemrtive
pixels. So the maximum embedding capacity is 0.p. lbfowever, the difference expansion based reversib
data hiding methods have to double the differefisd®een pixels. So larger distortion occurs and matybe
suitable for applications where high quality imagese demanded. K. Hempsta¢k al. proposed another
technique, Hiding Behind Corners (HBC) [2] whictedsa technique called Filter First that eliminates need
to provide any extra information such as origimaage, yet ensures that the same pixels are uséitifiog and
retrieval. FilterFirst [3] used an edge-detectiiigeff, such as the Laplace formula [4], to find #reas of the
image where there are pixels that are the leasttlikir neighbours. The weaknesses of Filter Hese that it
was not secure, as an attacker can repeat thenfijitprocess. Net al. later introduced a novel histogram-
shifting [5] reversible data hiding technique. hat method, pixel values were modified one greyswvalue at
most and thus, a high quality stego image coulddbéeved. However, the payload of the method wasively
low. The analysis based on several parameters shéves the payload in smooth regions is not onlycimu
higher than that of complex regions, but the digiarcaused by data embedding is also smaller tthanof the
complex regions.

K. M. Singhet al. introduced a technique called Hiding Secret Mgssa Edges of the Image [6Here a
new least significant bit embedding algorithm fadihg secret messages in non-adjacent pixel locatiaf
edges of images was proposed. Here the messaghglden in regions which are least like their hbmuring
pixels i.e, regions that contain edges, corneis, lthes etc so that an attacker will have lespmisn of the
presence of message bits in edges. One commonvdigade of LSB embedding was that it created an
imbalance between the neighbouring pixels. It dilsits the length of the secret message to be eddzbd
Moreover the embedding capacity was relatively ld. M. Wanget al. [7] proposed a high quality
steganographic method with PVD and Modulus functi8h Here, the difference value between two
consecutive pixels was computed and then their ireleawas calculated by the modulus operation. Sdwet
data was embedded into the two pixels by modifythgir remainder. The hiding capacity of the two
consecutive pixels depends upon the differenceeviien. However unusual steps in the histogramixe
differences reveal the presence of a secret mes8agmalyst can even estimate the length of hiddtnfrom
the histogram. C. H. Yang al. introduced the technique, Adaptive Data Hiding=iflge areas of image with
Spatial LSB Domain Systems (AE-LSB) [9The difference value of two consecutive pixelsrmeates how
many secret bits could be embedded into the twelfixd he readjusting phase ensures that the twsecotive
pixels belong to the same level both before andrafmbedding. AE-LSB provides better capacity Isut i
vulnerable to attack by RS steganalysis. It alsoahaharacteristic of imperceptibility. But here thss smooth
regions would get contaminated due to its lessedification rate. Luoet al. proposed a new reversible data
hiding method based on interpolation technique (Bich concealed data into interpolation errorstéad of
using the nearest neighbour interpolation technidgoey offered a feasible image interpolation alfon to
obtain the interpolation errors. The pixels withgker prediction errors not only provide no paylohdt also
cause distortion since they have to be shiftedLM¢.et al. proposed an adaptive scheme Edge adaptive image
steganography based on LSB Matching Revisited (L8BfL1] where one can select the embedding regions
according to the size of secret message and tferatite between two consecutive pixels in the cawege.
For lower embedding rates, only sharper edge regioa used while keeping the other smoother regisrikey
are. The new scheme can enhance the securityisatly compared with typical LSB-based approadie$
as well as their edge adaptive ones.

Ill. PROPOSED SYSTEM

Existing systems like LSBMR embeds data in an imagesecure manner. The hidden data is securasigai
all type of attacks. Here the data is completelfie.sBut the image itself is not protected. Applioatlike
medical imaging highly demands the security of im@g well as data. Surveillance and military apyian
demands the same. So in order to provide securithiet data as well as the image the novel scheithéinst
embed data into image using LSBMR, and then enétrysting AES. At the receiver side the receiverstrfust
decrypt image using the key and finally the data lsa extracted using the data hiding key. Hencéntlage as
well as the secret data will be successfully tratiesthand extracted.
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Fig. 1 System Architecture

A. Data Hiding

First step in data hiding will suitably selectg ttover image to embed the data and second stepeldtt
appropriate region in the cover image for secusghpbedding secret data. The selection of input imagen
important design criterion as it contributes muehiata hiding. The second step divides the covagerof size
mxn into non-overlapping blocks of,R B; pixels. The resulting image is rearranged as adpti by using
raster scanning. And then the vector is divided inbn-overlapping embedding units with every two
consecutive pixels (xx.1) where i= 1,2,3,...mn-1. Two benefits can be olki@iby this approach. First, it can
prevent the detector from getting the correct erdbegunits without the key keyl, thus improving gezurity.
Furthermore, both horizontal and vertical edgesiwithe cover image can be used for data embedding.

The data embedding is performed according to theerse of LSBMR [10] where secret bits can be
embedded into each embedding unit by manipulatiegSB of the cover image. Therefore, for a giveorst
message M and a password P the threshold T foorregilection can be determined as follows. Thetkenf
the secret message and password are used for iegjamtion. Based on these lengths the RGB comp®ién
the input image are modified. If any region is fffisient to occupy the data, another region will $edected
which satisfies the design criterion. The data etdbey will consider the ratio of RGB componentghe cover
image and hence the quality is completely ensuvkieover the secret data is password protectechande
cannot be extracted by any means without corregtvledge of the password as well as the length efdgta
and password. After data hiding, the post proogssperations are done as final step. Here thdtirggimage
is divided into non-overlapping A Bz blocks. By proper knowledge of the requirements $hcret message
can be recovered fully and the image can be redunithout any distortions.

Cover image
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Stego Y N
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or not?

Fig. 2 Data embedding
B. Image Reordering
The use of computer networks for data transmisdhassincreased the need of security. The data efirizpd
process is common. So steganalysis also has gamexh popularity. The data hiding techniques are
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continuously manipulated to extract the hidden d8w@ here we are introducing an additional featunéch
reorders the cover image in such a way an attasiiémot be able to detect the hidden data by simpl
manipulating the image. The image reordering phaskides two sub processes: image splitting andy@na
reshuffling.

Image splitting will divide the input image into Mixsized chunks. The image chunks can be of same or
different dimensions. The smaller the size of ctayrtke higher is the level of security. The chunilt be
reordered in the second phase. The reshufflingepiilsreorders the chunks in a random manner. Mereise
a pseudo random number generator to generate thlermaseries. The generated series will line upirtiege
chunks in a desired manner. The final output wélib the form of a shuffled image. The main advgetaf
image shuffling is that an attacker will not beeatid exploit the statistical features of the imémextract data.
The hidden data will not be visible manually ottistically. Thus the data will be highly secure €Tdhata hiding
algorithm usually embeds the secret data in the bSfBe cover image. So the shuffling phase wiliroge the
LSB of the output image. So the attacker will netdble to guess the existence of data in the imdgesover,
the image can also be made secure than exposasgsiich unlike the previous approaches. The steipsaige
reordering include image pre-processing, imagetswi image ordering etc as shown in fig 3.

Psendo-random
number generator

l

Image with Image pre- Image Image
embedded data processing splitting Ordering
» — »
v
Re-
combined
Image

Fig. 3 Image Reordering

C. Image Reshuffling

The shuffled image containing embedded data issinitted to the receiver. As the data and image are
protected the reliability of data as well as imageguaranteed. The received image should be rdlstiub
extract data successfully. The reshuffling phaderadrder the image and will combine the imagamorderly
manner. Thus the transmitted image could be comlgleecovered. The data extraction process shoald b
performed to recover the image as such. The imate secret data can be transmitted to desired itmtado
extract data if required

Sthﬂ ed Image PDSt‘ Image re- Image re- Image with
mmage processing ordering combinming embedded data
B ———EEE » > —_—

Fig. 4 Image Reshuffling

D. Data Extraction

The decrypted image with embedded data is subjdotddature extraction phase. The receiver must fir
enter the password to start extraction procedurst we divide the stego image is divided intp»BB;, blocks.
The resulting image is rearranged as a row vectoFially, we get the embedding units by dividiwginto
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non-overlapping blocks with two consecutive pixdlhe image must be reshuffled to start extracticcgss.
We travel the embedding units in the reverse maandrextract the embedded data by right shiftiegRiGB
components. The secret message embedded into tmge imill be extracted successfully if the password
matches. The length of the message will be extiaitst from the left most bit. The extraction lowjll iterate
until the complete message is extracted. The didraprocess depends on the length of the secresage
embedded. For each qualified embedding unit, say,

(X, %+1) Where,

[ % X | <=T,

We extract the secret bits by right shifting. Thine extraction phase will retain the quality of tréginal

image as such after data extraction. If the passwuatches and the extraction were successful thedded
message will be retrieved. Thus the secrecy oéthbedded data is ensured.

}

Parameter Preprocess Region
Stego — K I —| . i i
extraction identification

'

Data extraction

Fig. 5 Data Extraction

IV. EXPERIMENTAL RESULTS

In existing method the level of security was lowngared to the proposed method. The existing teciesiq
were slow compared to the algorithms used in ouhate The proposed method completely hides the idata
the image and reorders the image before transmis§te security of the data as well as the imagassired in
our method. The input image and the output image exactly similar with lesser distortions compated
existing techniques as shown in the figure below.

Fig. 6 a) Cover image |g. ) ofo
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Fig. 6 c) Final version after data extraction
The existing system data hiding algorithms takesemnexecution time. Here we use fast effective dtlgors
for data hiding as well as encryption. So we caffuce the execution time for the encryption procdse
security of the existing system is comparativelghhthan the existing techniques. The level of dgcus
enhanced in our proposed system compared to tkéreximethods. The comparison graph is shown below.
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Fig. 8 Security levels for existing and proposesteym

V. CONCLUSIONS

Steganography is the art of hiding the fact thabwmnication is taking place, by hiding informationother
information. For embedding secret information inagms, there exists variety of steganographic tectesi
Some of them are more complex than others and #fleon have their own respective strong and weaktpo
Some applications may require absolute invisibitifythe secret information, while others may regurlarger
secret message to be hidden into an image. Ush&lig exist some smooth regions in all natural isagvhich
may cause the LSB of cover images not to be coelgletndom or even to contain some texture inforonat
just like those in higher bit planes. If we are ewnhling a message in these regions, the LSB of siegges
becomes more random, and according to our anaysiextensive experiments, it is easier to deferprotect
the image along with data, the novel scheme finsbeds the secret message into the sharper edgmsegi
adaptively according to a threshold determinedheysize of the secret message and the gradiettie abntent
edges. The embedded image is reordered to remewetiendencies between pixels in cover image aug st
image. Thus the confidentiality of the message dath is assured. This mechanism highly improve the
confidentiality and reliability of the image andrfoe widely used for medical imaging and militarypggations.
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