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Abstract— Cryptography is essential for protectimgformation as the importance of security is incrsiag
day by day with the advent of online transactioropessing and e commerce. Now a day the securigigifal
images are major area of concern, especially whea geal with digital images where it may be storex
send through the communication channel. Geneticgatithms are a class of optimization algorithms.
Genetic algorithms can be used to solve differenbidems through modeling a simplified version of igetic
processes. This paper proposed a method based oret@®@eAlgorithm which is used to generate key byeth
help of random number generator to make the key giex. Key generation will go through a number of
process and main criteria for key selection will ke fithess value of the population. AES which &
symmetric key encryption algorithm is used to engtryhe image.
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I.  INTRODUCTION

Now a day unauthorized access of data and, withgteater demand in digital signal transmissionadat
secrecy has become a vital issue in multimedia Wlatsmission applications. To protect valuabl®iimfation
from unauthorized access or against illegal reprtido and modifications, various types of cryptquvia
schemes are needed. Cryptography is used to chhegeiginal data in to unreadable format with tiedp of
key. Greater complexity involved in the key genieratprocess make it difficult for the cryptanalystattack
the key. There are two types of cryptographic sa@ebased on the key used

A. Symmetric Cryptography

Here same key is used for encryption and decrypt®mmetric key cryptography is one of the most
important types of cryptography where key is shdretdveen both the communicating parties. Symmésic
cryptography is used for private encryption of datachieve high performance. For e.g. AES, IDEES)etc.

B. Asymmetric Key Cryptography
Two different keys are used in Asymmetric cryptgima where key for encryption is known as the public
key, and the other for decryption, known as thegte key. For e.g. RSA, Diffie - Hellman.

Il. SECURITY OF KEY

In the literature review, it was observed that ¢haracteristics feature that determine the streafythe key
are not quantifiable but matrices might be usedefeluating and comparing cryptographic algoritiirhe,
characteristics that are considered are Type: Syrigv@ Asymmetric; Functions: Integrity and autlieation
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of message; Key size and rounds; and the complekitye algorithm. The attacks that can be caroietto test
the strength of the algorithm are brute force &ttaed differential cryptanalysis. The parameteesdu® judge
the effect of these attacks are based on the keytHeand complexity of the algorithm from which kisy
generated. Key can be made complex by increasiagctimplexity involved in generation process. Itlwil
become very difficult for a cryptanalyst to attatle key. In this paper random number generatoséd to
generate key and genetic algorithm is used to rniakéey more complex. Which key should be seleeti#ld
entirely depends on the fitness value of the diffiesstrings generated by random number.

A Random Number Generator (RNG)

A random number is a number generated such tleanitot be predicted, and which is difficult to reguce
sequentially and reliably. Pseudo random numbeemggors are used to generate a sequence of nutmdier t
approximates the properties of random numbers.desandom numbers are practiced for their speedinber
generation. Random numbers are numbers that ate@uséquence such that two conditions are met:

(1) The distribution of values are uniform acrosteéined set interval or, and

(2) Prediction of future values on the basis ot pagpresent ones is impossible.

Ill. GENETIC ALGORITHM

Genetic algorithm [5] is a randomized search antihopation technique guided by the principle of urat
selection systems. Three basic operators used net@ealgorithms contain: selection, crossover amdation.
The GA goes through the following cycle: Selectiompssover, and mutate until some stopping critar&a
reached. Reproduction and crossover together gmet algorithms most of their searching power.

A. Section
It is quantitative approach where the chromosomes fpopulations are chosen to reproduce based on
fitness value of chromosomes.

B. Crossover

In crossover operation two chromosomes are takdreamew is generated by taking some featuregsf fi
Chromosome and the rest over from the anotheraamskechromosome. For example, the strings 11118640
01001111 could be crossed over after the thirddocueach to produce the two offspring 11110111 and
01001010. There are three type of crossover oper&ingle Point Crossover, Two Point Crossover fagmi
Crossover. Figure 2 showed the working of crossmperator. Fig (a) illustrates the bits containediiio
strings. Fig (b) both the strings are detached ftbgir third locus. Fig (c) new population aftelogsover
operation.
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Fig 1. Working of Crossover Operator

C. Mutation
Mutation is used to maintain genetic diversity frome generation to the next generation of populatiois
similar to biological mutation. GAs involves stribbigsed modifications to the elements of a candigalition.
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These include bit-reversal in a string of bits GHsese operators randomly interchange two bitsroply flip
the bit in a chromosome. For example, the strin§00Q11 might be mutated in its fifth position tceld
00001111. The basic GA Cycle has been showed 1n fig

Fig 2. Basic Model of Genetic Algorithm

In the above figure the process starts with inpigbulation. From the initial population the indluals which
in having maximum fitness value are selected ferfthither process. Fitness value is calculated fitmfitness
function. The selected population is the mateshgisiross over operation and mutated to generatebesiv
individuals.

IV. ADVANCE ENCRYPTION STANDARD

AES is a symmetric block cipher. It means thatsiesithe same key or a single key for both encnymiad
decryption. The algorithm is based on Rijndael ggle which allows a variety of block and key sizébe
block and key can be chosen independently from 188, 192, 224, 256 bits and need not be the s@he.
AES standard states that the algorithm can onlggica block size of 128 bits and a choice of tikees - 128,
192, 256 bits. A number of AES parameters depentherkey length. For example, if the key size usetl8
then the number of rounds is 10 whereas it is I Jahfor 192 and 256 bits respectively. At pregaetmost
common key size likely to be used is the 128 hjt ke

The algorithm begins with an Add round key stage¥eed by 9 rounds of four stages and a tenth rooind
three stages. This applies for both encryption dextyption with the exception that each stage wiumd the
decryption algorithm is the inverse of its coungetpn the encryption algorithm. The four stagesas follows:

1. Substitute bytes

2. Shift rows

3. Mix Columns

4. Add Round Key

The tenth round simply eliminates the Mix Columteps

V. RELATED WORK

Only few genetic algorithms based cryptographicesoh have been proposed. A. Kumar [6] describes
encryption by the use of crossover operator anddmmandom sequence generator by NLFFSR (Non- Linear
Feed Forward Shift Register). Pseudorandom sequigtides the crossover point and the fully enciyjolata
are achieved. A. Kumar et al [7] further extendeslwork and used mutation after encryption. Ena@gpiata is
than hidden by masking with the steno-image. Aghea[8, 9], described a new symmetrical block cijtge
approach named ICIGA (Improved Cryptography Ingpitey Genetic Algorithms) where session key is
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generated in a random process. ICIGA is an enhagceof the system (GIG-Genetic algorithms Inspired
Cryptography [9]. Ankita [4] applied GA in the egption algorithm using secret key for encryptiongess.

Soniya Goyat [1] stated that if the randomnessityuaf the numbers produced by the method is gdweoh t
the generated key will always be strong. The autised a threshold value for selection. The randesoéthe
sample was checked by the coefficient of correfatiaiyaz Ahamad [3] proposed a model which malsesafi
GA to generate Pseudo random numbers. The encnyptiocess follows the working of the crossover and
mutation operator. It uses the concept of memdtiordhms and pseudorandom binary sequence. In key
generation procedure nine parameters of linearrcemgial generators are used. Nitin [2] uses thecept of
brain Mu waves, genetic algorithms and pseudorantorary sequence. This methodology of scurrying the
confidential data is highly safe and reliable.

VI. METHODOLOGY

The generation of initial population of chromosone& hexadecimal number using random functiorisTh
initial population is 128 bit long. Here ‘n’ numbef population is generated. All this individuale aent to a
fitness function. This fitness function is a maairfunction which means that the individual whichheving
maximum fitness value is selected for the furthecpss. After this process we select two best iddals. On
the selected individuals one point crossover isopered and the point of crossover is decided orbtes of a
random number. After performing crossover we betdffspring of the selected individuals. Now aditimess
function is applied on the children and if thetnéiss value is better than the parent, then paseatseplaced by
the children otherwise not. Now the output of poend step will work as input of mutation operatioAfter
mutation we will get the final key which will be e for encryption process. The key generation m®cEom
the Genetic Population has the following steps:

A. Initial Population Generation:
128 bit long initial populations of chromosomes gemerated using a random number generator in @éécim

number.

B. Conversion:
The decimal number is converted in to hexadecimatlver.

C. Fitness Calculation:
The fitness value of each individual is calculafEide fithess value is calculated on the basis ofigy} which

is repeated maximum. The fithess function can lpeessed as:

F=n+(€/m)
Where F = Fitness Function.
n = Total number of symbols used in key foriomti
m = Percentage of maximum appeared symbol.
€ = Ideal Percentage of each symbol.
D. Crossover:

On the randomly selected two chromosomes one poiss over is performed on the basis of a randdoeva
After crossover operation we get two new offspringénerated from their parent chromosome.

E. Fitness Check:
Now again the fitness checking is done on the nieild chromosome and if they are found better then t

previous one are replaced by their child otherwise

F. Mutation:
Now mutation is performed on a randomly selectadmrivsome and its new fitness value is calculated.

G. Fitness Check

Again Fitness value of whole population of thattipattar run is checked and maximum one is taketoin
account.
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The whole process is performed hundreds of timealh iteration population having maximum fitheakig
is recorded. After the stopping condition is met gopulation with maximum fitness value is seleadsd key
for encryption. Figure 3 illustrate the key GenenatProcess.

Initial Population Generation

vy

\ 4

Conversion into Hexadecimal Number

\ 4
Fitness CalculationFit(i) = ( n + (€ /m))

Number of
Samples>N

Cross over on randomly selected chromosorTes

!

Fitness Check

Fitness Calculation

A 4
New Population

v

Population with maximum fitness value is recorded.

Stopping
Condition Met"’

Population having maximum fitness value is selketekey.

Fig 3. Key Gen@atProcess Using Genetic Algorithm
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For encryption, Advanced Encryption Standard (ABE&3 been used. Symmetric key algorithm is proposed

due to its computation speed and less overheaeyinmanagement.

The work has been implemented and analyzed .Thiemgntation has been done in Mat lab. The Mean of
the maximum fitness value collected at differemsrihnas been calculated. Standard deviation iscaleolated.

VII. RESULT

Graph has been plot against mean and standardtidavidhe work has been tested for 500 iteratiothwi0

population and 15 runs each. The various grapteiradat are as follows.
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Fig 4. Mean
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Encryption and decryption has also been carriedusirig AES algorithm. Encryption was carried out on

Fig 5. Standard Deviation

more than 10 images but here only 2 images arershene. One is colored and another is gray scagem
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d) e) f)

Fig 6. a) In image b) Encrypted Image c) Decrydtadge d) Aish Image e) Encrypted Image c) Decrypted
Image

In Fig 6. @) 'in” is the original coloured image) is the encrypted “in” image and fig 6.c) is thecrypted
image. Fif 6. d) Aishwarya gray scale image, erisrypted image and f) is the decrypted image.
It can be seen in the encrypted figure that thgirai image is not at all predictable.

VIII. CONCLUSION

The work has been carried out for hundreds of sanfpach population varies greatly from another. Key
length for which test is carried out is 128 bitdohonger key sequence will also work but time ¢@ist does
not permit to check. The time taken to generatefeyg00 iteration with 10 new population each tirmaed 10
crossover and mutation operations each iterati@.882 seconds. Encryption and decryption is péstormed
but in decryption some data are lost. In futureait be implemented using different algorithm withdata loss.

REFERENCES

[1] Sonia Goyat, Genetic Key Generation For Public Kayptography, International Journal of Soft
Computing and Engineering (IJSCE) ISSN: 2231-23@ume-2, Issue-3, July 2012 231.

[2] Nitin kumar, Rajendra Bedi, Rajneesh kaur, A Newpfoach for Data Encryption Using Genetic
Algorithms and Brain Mu Waves, International JoliofaScientific and Engineering Research Volume
2, Issue 5, May-2011 ISSN 2229-5518.

[8] Faiyaz Ahamad, Saba Khalid, Mohd. Shahid Hussameyypting Data Using The Features of Memetic
Algorithm and Cryptography at International JouraBEngineering Research and Applications, Vol. 2,
Issue 3, May-Jun 2012, pp.3049-3051.

[4] Ankita Agarwal, Secret Key Encryption Algorithm Wgi Genetic Algorithm at IJARCSSE, 2012.

[5] Anil Kumar and M. K. Ghose, Overview of Informati@ecurity Using Genetic Algorithm and Chaos,
Information Security Journal: A Global Perspecti¥®;306-315, 2009.

[6] A Kumar, N Rajpal, Application of Genetic Algorithin the Field of Steganography, in Journal of
Information Technology, Vol. 2, No.1, Jul-Dec.20@4-12-15.

[71 A Kumar, N Rajpal, A. Tayal, ,New Signal Securitysgem for Multimedia Data Transmission Using
Genetic Algorithms, NCC,05 Held in the [IT Kharagppp-579-583, 28-20 Jan 2005.

© 2013, IJICSMC All Rights Reserved 382



Aarti Soniet al, International Journal of Computer Science and MoBidbmputing Vol.2 Issue. 6, June- 2013, pg. 378-38

[8] A. Tragha, F. Omary, A. Kriouile, ,Genetic Algonitis Inspired Cryptography A.M.S.E Association for
the Advancement of Modeling & Simulation TechniquesEnterprises, Series D : Computer Science
and Statistics, November 2005.

[9] A. Tragha, F. Omary, A. Mouloudi, Improved Cryptaghy Inspired by Genetic Algorithms, ICIGA,
2006 International Conference on Hybrid Informaticechnology (ICHIT'06).

© 2013, IJICSMC All Rights Reserved 383



