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Abstract: Transferring the data in the form of multimedia has increasing day by day. So there is a need for 

better security and protection of proprietary rights. To cover up this, blind watermarking scheme is a well-

established authentication technique. The scheme is based on DWT-SVD, where DWT has multi resolution 

property for copyright protection. In this a novel algorithm is used for watermarking videos. The concept uses 

SD-BPSO for adaptive frame selection of the video to ensure watermark has minimum damaging effects on 

the video as a complete. Copyright protection, copy control, broadcast monitoring and video authentication 

are applications of the blind video watermarking. 

PSNR is used to validate the integrity of the video. The robustness of the algorithm is tested by subjecting the 

videos to various attacks such as image sharpening, cropping, histogram equalization, rotation, image shift. 

The efficiency of the system is determined by using BER in retaining the watermark. 
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I. Introduction 

In present world, safety is a huge concern for global society. Whether landing a plane, 

closing the main door, or beginning your future generation circuit design, security has 

become a significant matter. In our homes, we try to build in the exact amount of security to 

protect ourselves from theft. Safety is becoming a necessity in the electronic industry as well. 

Similarly in the field of data communication also security is important, so to provide security 

there are many different methods of encryption that have been used. 

In the last years, due to the advancement in technologies and the increase rapidly of 

data transmission, most people prefers to use the internet as the essential medium to transfer 
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the data. However, the protection and enforcement of intellectual property copyrights has 

developed an essential issue in the digital world. The data transmission is made very simple, 

accurate and fast using the internet. There are several approaches, techniques and methods 

have been developed to protect our information during transfer data from source to 

destination like cryptography, steganography and digital image watermarking. 

Fundamentally, watermarking can be described as a method for embedding information into 

another signal. In case of digital images, the embedded information can be either visible or 

hidden from the user. A host image used to hide the secret data is called the host image or the 

carrier image. After embedding the secret data into the host image, the resultant image is 

called the watermarked image. 

In this paper designed the concept of blind video watermarking technique based on a 

new variant of the Binary Particle Swarm Optimization called the SD-BPSO. The watermark 

thus embedded cannot be easily removed, without a significant degradation of the video 

sequence, from the watermarked signal even after being subjected to a number attacks, both 

intentional and unintentional. In the blind video watermarking process to extract the 

watermark original video is not required.  

 

II. Literature Survey 

W.Kong, B.Yang and X.Niu [1] proposed a novel invisible video watermarking 

algorithm based on SVD. The watermarks can be identified without the cover video and the 

experiment showed that the desired algorithm robust to most attacks like MPEG-2 

compression, small rescaling, median filtering and rotation, shifting etc. 

Chetan K.R and Raghavendra K.[2] proposed that a based on scene changes, a robust 

DWT based digital video blind watermarking scheme with random watermarks based on 

picture changes has been proposed for certification of digital video, which embeds the diverse 

parts of the only watermark into different parts of a video. The watermarking algorithm of the 

video is robust against the attacks of frame averaging, and dropping which are considered as 

some of the types of attacks, since by using of the DWT it can fight against geometrical 

attacks making the watermark perceptually invisible. 

Dipalee Gupta and Siddhartha Choubey [6] presented the comparison of the discrete 

wavelets like Haar and Daubechies wavelet for implementation in a still image compression 

system. This paper describes the comparison of various transforms based image compression 

method. The main objective is to investigate the still image compression of a gray scale 

image using wavelet theory. Using MATLAB wavelet toolbox and 2D-DWT this is 

implemented. 

V. Santhi and Dr. Arunkumar Thangavelu [7] proposed a DWT-SVD based technique 

to hide watermark in full frequency band of images (DSFW).In this paper they combined the 

multi-resolutional property of DWT with SVD in order to make it robust. DSFW algorithm is 

highly robust against many serious attacks such as histogram equalization, addition of noise, 

and cropping. This algorithm is highly robust against attacks since the watermark is 

embedded in full band of YUV channel. 

Anuradha and Rudresh Prathap Singh [8] proposed a proper method of watermarking 

because the watermark guards the copyright of digital content and the integrity of 

certification. The proposed paper by them shows that the embedded watermark is transparent 
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and pretty robust in face of several watermark images at high compression ratios offers good 

outcome in terms of imperceptibility. 

 

 

III. Block Diagram 

 

 

Watermark Embedding Stage 

 

                                                        SD-BPSO                        RGB to YCbCr 

 
 

Fig: watermark embedding stage 

 

SD-BPSO based frame isolation 

   PSO is an evolutionary computational model developed in 1995 by J.Kennedy and 

R.Eberhart. It has been used as a optimising function. It is inspired by the social behaviour of 

bird flocking and fish schooling. 

 Suppose a group of birds  is searching food in an area. Only one piece of food is 

available for birds but they do not have any knowledge about the location of the food. But 

they know from their present location how far the food is. So the best strategy is to follow the 

bird, nearest to the food. Here the group of particles considered as particles. 
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     The normal goal of the PSO algorithm is to solve an unconstrained continuous 

minimization problem. 

     Find x* such that f(x*)<=f(x) for all n-dimensional real vectors x. The objective 

function f: Rn -> R is called the fitness function.  

History of PSO:  

    The PSO has been proposed by Eberhart and Kennedy in 1995, subsequently 

developed in thousands of scientific papers, and applied to many diverse problems, for 

instance neural networks training, data mining, signal processing, and optimal design of 

experiments.  

 

 

Basic description of PSO : 

PSO is a swarm intelligence meta-heuristic inspired by the group behavior of animals, 

for example bird flocks or fish schools. Similarly to genetic algorithms (GAs), it is a 

population-based method, that is, it represents the state of the algorithm by a population, 

which is iteratively modified until a termination criterion is satisfied. In PSO algorithms, the 

population P={p1,…,pn} of the feasible solutions is often called a swarm. The feasible 

solutions p1,…,pn are called particles. The PSO method views the set Rn of feasible 

solutions as a space, where the particles move. For solving practical problems, the number of 

particles is usually chosen between 10 and 50.  

 

Swarm topology  

   Each particle i has its neighbourhood Ni (a subset of P). The structure of the 

neighbourhood‟s is called the swarm topology, which can be represented by a graph. Usual 

topologies are: fully connected topology and circle topology.  

           Characteristics of particle i at iteration t:  

• xi(t) … the position  

• pi(t) … the historically best position  

• gi(t) … the best position of the neighbouring particles, for the fully connected                                      

topology it is the  historically best known position of the entire swarm 

• vi(t) … the speed  

At the beginning of the algorithm, the particle positions are randomly initialized, and 

the velocities are set to 0, or to small random values. 

Parameters of the algorithm:  

• w(t) … inertia weight; a damping factor, usually decreasing from around 0.9      

to around 0.4 during the computation  

• φ1, φ2 … acceleration coefficients, usually between 0 and 4.  

 

Update of the speed and the positions of the particles : 

                Many versions of the particle speed update exist i.e.vi(t+1) = w(t) vi(t) + φ1 u1 

(pi(t) - xi(t) ) +  φ2 u2 (gi(t) - xi(t) ).  

    The symbols u1 and u2 represent random variables with the U(0,1) distribution. 

The first part of the velocity formula is called inertia, the second one the cognitive (personal) 

component, the third one is the social (neighbourhood) component. Position of particle i 
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changes according to xi (t+1) = xi + vi (t+1). For i = 1 to P, where P is the number of 

particles. 

 

 

Stopping rule  

    The algorithm is terminated after a given number of iterations, or once the fitness 

values of the particles (or the particles themselves) are close enough in some sense.  

 

PSO variants  

     There is a plethora of different versions of PSOs, which usually modify the 

formula for the change of velocity (e.g., instead of u1 and u2 they use diagonal matrices U1 

and U2, in other variants they use no inertia, but enforce an upper limit on the particle speed, 

there is the so-called fully informed PSO, and there is also a popular modification using a 

constriction coefficient). There exist versions of the PSO for constrained optimization, for 

discrete optimization, and for multi-objective optimization. 

 

Used in Blind Video Watermarking: 

                 It is used in blind video watermarking since the SD-BPSO algorithm is a novel 

technique which selects potential frames from the original images where the watermark may 

be embedded in order to achieve maximum PSNR. It also generates a unique key which can 

then be used to extract and evaluate the watermark. 

 

                       Initial frame estimate of each of the particle is purely random. A measure to 

evaluate the solutions of each of the particle is required. We propose the use of standard 

deviation as a fitness evaluator, playing a crucial role in the algorithm. The Standard 

Deviation is obtained for every frame of the video sequence.  

                The net standard deviation is computed by adding the standard deviations of only 

those frames that were chosen by a particle. 

3$ 0 8 3$&  

Where, N is the total number of frames, SD(.) is the standard deviation, Fi is the ith frame, 

and Pi is the particle‟s value corresponding to the ith frame, which can be written as 

 

0  
ρ  ÉÆ ÆÒÁÍÅ &É ÉÓ ÔÏ ÂÅ ×ÁÔÅÒÍÁÒËÅÄ
π   ÉÆ ÆÒÁÍÅ &É ÉÓ ÔÏ ÂÅ ÓËÉÐÐÅÄ

 

 

This value is then normalized over the total standard deviation of all frames inclusive. This 

will be the fitness function and it can be mathematically expressed as 

                               Fitness =  

Where, ὛὈ  is the sum of standard deviations of all frames. This process is repeated for 

frames suggested by each of the „Q‟ particles. At the end of the BPSO algorithm, the particle 

with the highest fitness value is chosen and those frames are watermarked. Best particle‟s 
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array can also be used as the „KEY‟ which will then be used by the receiver in order to 

extract the watermark. 

 

 

Conversion from RGB to YCbCr 

                   The obtained frame from the SD-BPSO is in RGB format,convert that to YCbCr. 

Since pixel values are highly correlated and any changes in this system leads to loss of 

imperceptibility. So the information can be hidden in the YCbCr form. The YCbCr spaces 

consists of luminance and chrominance. The energy content of Y component is higher than 

the chrominance component of Cb and Cr. 

                                              Y = 0.299 (R) + 0.587 (G) + 0.114 (B) 

                                           Cr = 0.5 (R) + 0.41869 (G) - 0.08131 (B) + 128 

                                           Cb = -0.16874 (R) - 0.33126 (G) + 0.5 (B) + 128 

 

Frequency domain translation (DWT-SVD)  

                     DWT technique is applied to the luma component from the selected frame, 

leading to 4 bands, LL,LH,HL,HH. In this technique we convert the watermark into a 1D 

array and embed pre-determined number of bits of watermark into every frame till all the bits 

of the watermark are exhausted. The low frequency band (LL) is not used because any 

changes in this band will be reflected directly. Thus other 3 bands are used for watermarking. 

We embed a third of the bits into LH, HL and HH bands each of every frame. We use a 

technique called Singular Value Decomposition to put in these bits. 

                 The first step in embedding is the application of SVD transform to each wavelet 

(except to the LL wavelet) individually. This produces 3 matrices U, S and V. Then if A were 

to be the wavelet, we may express it as 

ὃ ὟὛὠ  

                     Here, if s1 and s2 are the SV‟s present in the S matrix then columns of V and U 

are respectively, right and left singular vectors for the equivalent SV‟s. The singular values in 

S matrix are modified to maintain the visibility and robustness of wavelet and among the S 

matrix only middle singular values are chosen. The watermarking of each bit is modeled 

using the following equation 

Ὓ
ρ

ς
 Ὓ  Ὓ   ‌  ὡ Ὓ  Ὓ  

Here, ╢░ is individual element in the S matrix; α is the watermark intensity and ὡ  is the bit to 

be embedded. The new matrix after embedding may be denoted as Ὓ.  

            Once all the bits have been embedded, inverse SVD is then used to obtain the 

modified wavelets. The inverse SVD is given by 

ὃ ὟὛὠ  

Ὓ ὨὭὥὫίȟίȣȢί  

            After the modified wavelets are obtained inverse DWT is applied, the image thus 

obtained is the modified luma component of the original image. This is then concatenated 

with the unchanged Cb and Cr components to obtain the watermarked image in YCbCr 

domain, this is converted to RBG domain and is now watermarked. 
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            This process is repeated for all the selected frames until the bits of watermark have 

been successfully embedded. After all frames have been watermarked, the video sequence is 

reconstructed to obtain the watermarked video. 

 

 

Block diagram for watermark extraction stage 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                           Fig: Watermark extraction 

 

In the extraction process the watermarked video is broken down into frames .The only 

parameter that is required at the receiver end is the content of the best particle‟s array (the 

KEY). This is used to select the watermarked frames among all the frames that are present. 

The selected frames are in RGB domain, these are converted to YCbCr color domain and 

only the Y component is considered because the watermarked bits are embedded in 

component.  

                         DWT transform is applied to the luma component, this gives rise to four sub-

bands. Except the LL component, the other wavelet components are considered. Let one of 

the sub-band be denoted as A'. Then the SVD transform is applied to obtain the modified 

matrix S'.This modified matrix contains the bits that are embedded. These bits are extracted 

using 

ὡ  
π ὭὪ ί πȢυ ὼ ί  ί

ρ ὭὪ ί πȢυ ὼ ί  ί
 

 

                   

Watermarked Video 
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IV. Flow Chart 
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          Fig: Flowchart of the proposed SD-BPSO algorithm 
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V. Result and Analysis 

………..                   

Fig:1  video frames 

Consider the Video and obtain the frames of the video and to watermark to consider any logo. 

              

Fig:2  Logo for watermarking 

Fitness function of all the frames are calculated with the help of standard deviation. Select the 

best frames from the video which is having potential to embed the wateramrk using the 

technique SD-BPSO algorithm. 

 

            

Fig:3 Calculating fitness function 
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                                                      Fig:4 Fitness function details 

After the calculation of the fitness function,consider someof the best frames with the help of 

fitnessfunction and then embed the watermark logo into the video frames. 

                     

Fig:5 One of the watermarked frame 
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After embedding the watermark calculate the PSNR value of the watermarked video when 

there is no attack. Here obtained the maximium PSNR so even after embedding it is showing 

good PSNR. 

 Fig:6 PSNR and BER of watermarked video when no attack. 

When the watermarked video is opened for a attacks such as image croppig,image 

resize,image shfit it shows the negligible BER because of the use of SD-BPSO algorithm. 

Image cropping                                                                                                                                                                                                     

 

      Fig:7  watermarked and attacked video                                          Fig:8 Extracted watermark 
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Fig:9 PSNR and BER of image cropping video attack. 

Image Rotation 

    

Fig:10 watermarked and attacked video                                            Fig:11 Extracted watermark 
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                                       Fig:12 PSNR and BER of image rotation video attack. 

  Image Resize 

              

Fig:13 watermarked and attacked video                                          Fig:14 Extracted watermark 
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                                          Fig:15 PSNR and BER of image resize video attack. 

From the above fig windows it is clearly showed that using SD-BPSO even after the attack it 

maintains a good PSNR and shows negligible BER. 

 

VI. Conclusion 

The proposed algorithm is frame adaptive due to the use of particle swarm 

optimization for selection of frames, it is also a blind watermarking technique in that a 

measure (BER) is used to compare and find out the strength of the watermark. The PSNR 

values of watermark embedded frame, clearly shows that the proposed algorithm will serve as 

a good watermarking agent. It can be observed that the proposed watermarking algorithm can 

be extended to larger vector lengths. 

From the Fig windows shown even when the attack occurs it shows the better efficiency, it 

can be seen that the number of bits that in error are negligible in case of cropping and image 

resize. Thus the SD-BPSO is a novel algorithm which serves as an effective optimizer by 

selecting suitable frames for better imperceptibility. 

 

 

VII. Future Work 

In the future work the concept can be enhanced for one more level of security to the 

watermark image that is by converting the watermark image into random image and 

recovering back to original data by De-randomizing it at the receiver end. 
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