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Abstract- Organizations consists of a large amount of data which is been collected for the data mining tasks. The data will 

consist of two types of information such as sensitive information and non-sensitive information. The data when released to the 

miner the privacy preserving is an important issue. In order to overcome this issue the efficient combined technique of various 

data mining algorithms have been proposed for providing privacy for sensitive data in different types of data sets. The combined 

techniques of the algorithms called randomization and k-anonymization (R-Ka) which aims to protect the sensitive data with less 

information loss and hence maximize the data usage which will prevent from various types of attacks and also helps to 

reconstructs the data. The second combined technique called as blocking based cryptographic technique (BBCT) which will 

replace the known values with the unknown values and encrypt and suppress the sensitive attributes. The third combined 

technique called as randomization cryptographic technique (RCT) which helps in building the random decision tree (RDT) 

which provides improved efficiency and security for various decision tree based tasks. 
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I. INTRODUCTION 

Many organizations like hospitals, weather forecast, criminal reduction will collects and hold the huge amount of data. This data 

will be used by miner for mining and analysis purpose. In medical datasets the sensitive information of each and every individual 

patient is very important. Here the miners collect the data for the analysis of global health statistics so the privacy becomes an 

important issue. To solve this issue combined technique of data mining algorithm called as R-ka is emerged. There is a tradeoff 

between the privacy and information loss which will be solved by the proposed method. Here initially the randomization is applied 

on real data sets categorize the sensitive data and secondly the k-anonymization is applied on the attributes which belong to high 

sensitive class. The proposed method will increases the data usability and reduces the information loss and also makes difficult for 

the attacker to attack on database.  
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The second method called Blocking based cryptographic technique aims to protect the sensitive data and also protects the mining 

results. Here our main goal is on privacy preserving approaches which will prohibit the disclosure of any sensitive knowledge 

patterns which will modify the original dataset such that certain knowledge patterns are hidden. Then the cryptographic technique 

which will include the keys and encrypt, decrypt the sensitive attributes which will aim to protect the highly sensitive data and 

encrypt the attributes which will aim to protect highly sensitive data and encrypt the attributes which will provide confidentiality on 

each individual record and hence reduces the attacker to attack on the database and provide security for each individual records. The 

RSA cryptosystem will be used in order to encrypt and decrypt the data and provide privacy for the sensitive data in datasets. 

The third method called as Randomization cryptographic technique which will helps in developing the random decision trees. 

The privacy and security will be concerned on sharing the data. The proposed technique will provide improved efficiency and 

security for several decision tree based learning tasks. It will also provide an order of magnitude improvement in efficiency and 

helps to provide more security. This is an effective solution for the big data challenge. This is based on random decision trees (RDT) 

developed by fan et al. 

II. Research In Data Mining Techniques 

The survey includes different methods which are implemented earlier. It also contains the advantages and disadvantages of each 

method. 

A. “Formal method of k-anonymity” [1] by Sweeny, this paper describes an algorithm which is applied on the micro data. When 

the micro data is released for the miner for the research purpose one needs to limit disclosure risk which will maximize the 

utility of data. This technique is been proposed to limit the disclosure risk. The k-anonymity requirement says that a dataset is k-

anonymous (k>=1) if each record in the data set is indistinguishable from at least (k-1) other records which belongs to the same 

dataset. This requirement is generally achieved by using generalization and suppression. K-anonymous table will contain three 

types of attributes such as key attribute which defines the name, SSS No, ID etc which will be used to identify the person 

uniquely. Second is the quasi identifier attribute which are generally linked with the publically available database in order to re-

identify the individuals. 

B.  “Formal Blocking Based Method” [2] b. This paper describes blocking technique which id been applied to the applications 

where the unknown values can be stored for some attributes, when the actual values are not available or it is confidential. This 

method replaces 1’s or 0’s by unknowns (“?”) in selected transactions. The objective of this algorithm is  to obscure a given set 

of sensitive rule by replacing known values with unknown ones it will scans the original database and finds out the transaction 

supporting sensitive rules. The transaction supports any rule when left side of the rule pair is a subset of attribute values the pair 

supporting the transaction and the right hand side of the rule is same as the class attribute of the transaction. Then each 

transaction that supports sensitive rule the algorithm places “?” which indicated it is unknown. This procedure will continue until 

all the sensitive rules are hidden. 

C. “Formal Cryptographic Technique” [3] by B Pikas, this paper describes two main aspects. Firstly, it provides a well defined 

model for privacy. Secondly there exist a vast toolset of cryptographic algorithm and techniques to implement the privacy 

preserving data mining algorithm. It shows that this technique does not protect the output of a computation and it only prevents 

the privacy leak in the process of computation. As it does not provide the complete solution for PPDM. When  more number of 

parties are involved this technique is difficult to scale. 

D. COMPARISION TABLE 

 
EXISTING 

SYSTEM 
ADVANTAGES DISADVANTAGES 

Formal method of k-

anonymity 

-Protects the data with less information loss and increases 

the data usability. 

 
-It prevents from attacks. 

-Suffers from homogeneity attack and background 

knowledge attack. 

 
-It leads to attribute disclosure. 

 

 
Formal Blocking 

Based Method 

-It protects the important valuable data itself in the mining 

process. 
 

-It provide protection to mining results. 

 
-The sensitive classification will be successfully hidden. 

 

 
-It will gives information loss. 
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Formal Cryptographic 
Technique 

-It provides well defined model for privacy. 

 
-There also exists vast toolset of cryptographic algorithms 

and techniques for privacy preserving in data mining. 

-It does not protect the output of computation. 

 
-It does not provide complete solution. 

 

III. PROPOSED FRAMEWORK 

 

                                                                     System Design of R-Ka Technique 

The proposed R-Ka approach is a combination technique of Randomization and K-anonymization algorithms which will have 

the following advantages 

 It protects the sensitive data. 

 Reduces the information loss. 

 Helps in reconstruction of data. 

 

Fig 1: Flow Chart of R-Ka Combined Technique 



Ashwini M et al, International Journal of Computer Science and Mobile Computing, Vol.4 Issue.6, June- 2015, pg. 637-647 

© 2015, IJCSMC All Rights Reserved                                                                                                        640 
 
 

The first algorithm called as the randomization will be applied on the datasets using the attribute traditional matrix and secondly 

the k-anonymity is performed on the randomized datasets which is obtained as the output of the first algorithm. Initially the 

quasi identifier, sensitive attributes and key attribute is selected. The key attribute uniquely identify the individuals so it will be 

removed. Then the probability matrix maps to generated matrix where the elements in the table are arranged based on the highest 

value of the location. Then finally the combined converted table is obtained and the k-anonymity is applied which will divide the 

data into highly sensitive and low sensitive class. The highly sensitive class attributes are categorized and low sensitive class 

remains as it is.  

 

 

Table I: Patient Records Mapped with Probability Matrix 

 

                
 

 
 

The probability matrix will be mapped with randomly generated matrix M = [2, 3, and 1]. It means P2 to T1, P3 to T2, P1 to T3.  

For ex: In P3 we see the highest value location in first line is 2. In second line the highest value location is 1. In third line the 

highest value location is 6. In fourth line the highest value location is repeated twice which is 4 and 6 in such case the left most 

value will be chosen as the highest value location which is 4. Similarly it will be applied for all the lines and finds the highest 

value locations. The highest value for each location is as follows 2, 1, 6, 4, 7, 5 and 3. Once it finds the highest value location it 
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will rearrange the table based on the value location which is high and finally the converted table will be obtained based on the 

highest values. 

 

Table II: Medical Datasets 

 
 

In medical dataset disease will act as the highly sensitive class data which has to be protected and maintain confidentiality of 

each individual record. In the above table there are four attributes under the sensitive attribute such as Cancer, HIV+, Bronchitis, 

and Gastritis. Here these diseases will fall under high sensitive class and low sensitive class. So the cancer and HIV+ falls under 

the high sensitive class and Bronchitis and Gastritis falls under low sensitive class. The proposed approach will be applied on the 

high sensitive class and suppress the sensitive attributes where as the low sensitive class remains as it is. The final derived table 

will be obtained as shown below which shows the categorization of high and low sensitive class. 

 

Table III: Final Derived Table 

 

 
 

Combined Technique II: Design of Blocking Based Cryptographic Technique 

 

This technique is applied to the applications where the unknown values can be applied to some attributes when it is confidential. 

To hide the sensitive rules proposed algorithm replaces 1’s or 0’s by unknown (“?”) in the selected transactions. For each of the 

sensitive rules it will scans the original database and find outs the transaction supporting sensitive rules. The transaction supports 

any rule when the left side of the rule pair is a subset of attribute values pair of the transaction and the right hand side of the rule 

is same as the class attribute of the transaction. Once it is done the algorithm places “?” values in place of attribute value. This 

method continues till all the sensitive rules are hidden. 

 

The below table is a weather dataset as a sample transaction database. Now suppose Rule No.2 is considered as sensitive. 

Then we have to find the transactions that satisfies rule 2. In the weather dataset table no. 6 and 14 are the supporting 

transactions of the rule 2. In order to hide the rule 2, we will place the unknown “?” in these transaction.  
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Table IV: Weather Dataset 

 
 

1. (Humidity = High) and (Outlook = Sunny) => Play = No. 

2. (Outlook = Rainy) and (Windy = True) => Play = No. 

 

Table V: Sanitized Dataset 

 

The combined technique of blocking based cryptographic can also be applied to the medical datasets. In which it scans each and 

every row and checks for the transactions which are repeated accordingly and it will block that transaction supporting attribute in 
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order to provide privacy for the sensitive data in the medical datasets. The cryptographic technique uses the RSA cryptosystem 

which will have the public key and the secret key. Here each key is piece of information. In this technique it will randomly selects 

the sensitive data. In medical data set the key attribute will be uniquely identified so it will be encrypted and the sensitive attribute 

will be suppressed and provides privacy on the sensitive data which maintains confidentiality on individual record. 

 

 

 

Fig 2: Encryption-Decryption Data Transfer 

 

So the combined blocking based cryptographic technique will provide privacy for sensitive data in different data sets in different 

way. Which will replace the unknown values and it blocks the confidential data which will not be revealed for the miner for the 

mining process. It will also encrypt the sensitive data and suppress the sensitive data in order to provide privacy for such data. 

So finally it achieves the privacy preserving with minimum information loss which in turn increases the data usability and also 

helps in reconstructing the data. 

 

Combined Technique III: Randomization Cryptographic Technique (RCT) 

 

This combined technique is a combination of randomization and cryptographic approach. This combined technique is based on 

the random decision tree (RDT). One of the important property of this approach is the same code can be used for the various 

multiple data mining tasks such as classification, regression, ranking, and multiple classification. This approach is an efficient 

implementation of the Bayes Optimal Classifier (BOC). The main aim of using RDT in various learning tasks will offers many 

benefits when compared to other techniques as its structure and progression leads to modification for the distributed parallel 

tasks. RDT provides an convenient solution to its structural properties. As the nodes in the classification tree needs to be 

encrypted or decrypted. The secure token passing will prevents attackers from the issue of utilizing counting technique in order 

to decipher the classifications. 

  

 The RDT also has an additional security advantage as it can be easily made differentially private. The statistics of the node 

can be viewed as standard technique which can be used to return the private results without significant loss of accuracy. This 

technique will divide the data into two types such as horizontally partitioned data and vertically partitioned data. 
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Fig 3: Two Random Decision Tree For Weather Data Set 

 

 

Horizontally Partitioned Data 

 

When the data is partitioned horizontally, parties will collect the data for different entities, but they will have the data for all the 

attributes. Here we mainly concentrate on how the RDT’S can be constructed and how classification is performed. Since all the 

parties share the schema, a straight forward solution is for all the parties to independently create a few random trees. Together all 

of these will form ensemble of random trees. Here all the parties must co-operatively and securely compute the parameters 

which define the value of each node over the global dataset. Here there is no necessity to keep the class distribution at each non-

leaf node where in this information is only required at the leaf nodes. There are two possibilities such as : 

1) The structure of the tree is known to each participant. 

2) The structure of the tree is unknown to each participant.  

Algorithm 1: Building the random trees for horizontally partitioned data 

Require: Transaction set T partitioned horizontally between sites P1,……,Pk 

Require: ni, the number of random trees to be created by each participant, such that ni = m 

1: While every party does not agree to all of the random decision trees do 

2: {A secure electronic voting protocol can be used if no party should lean which party objects to any of the trees} 

3: Each party generates its random trees 

4: The structure of every tree is communicated to all the parties 

5: end while 

6: for each tree Tj do 
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7: Each party P locally computes the class distribution vectors for each leaf node in T j 

8: Each party Pi encrypt the class distribution vectors for all leaf nodes in Tj using the threshold additively homomorphic 

encryption system and send to all other parties. 

9: All parties then multiply the corresponding encrypted class distribution vector elements they receive for each leaf node to get 

the encrypted global value for that node. 

10: end for 

 

Fig 4: Horizontally Partitioned Data 

Vertically partitioned data 

In the vertical partitioning data, all the parties collect the data for the same set of entities. However each of the party collects data 

for a different set of attributes. Here now the parties cannot independently create even the structure of a random tree, unless they 

share the attribute information among each other parties. There are two possibilities such as: 

1) All parties will share the basic attribute information which is called as the metadata. Now they can independently create 

random trees at least the structure of the tree. 

2) Then there is no sharing of the information. The parties need to collaborate to create the random trees these trees could 

themselves exist in a distributed form. 

Unlike the horizontal partitioning case, the structure of the tree will not reveal the potentially sensitive information. All parties 

will not know attributes owned by other parties. Hence therefore we directly address the case of fully distributed trees. 
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Algorithm 2: Classify Instance Horiz (insID) 

 

Require: m, the number of random trees built (let node idj represents the root node of the jth tree) 

 

1: for i=1……p do 

 

2: Randomly choose r from the range of random numbers for the cryptographic system  

 

3: lvi <= Encrypt (0,r) {Random encryption of 0} 

 

4: end for 

 

5: for j=1….m do 

 

6: currstats <= encrypted class distribution vector for instance instID as per tree j 

 

7: for i=1….p do 

 

8: lvi => lvi * currstatsi 

 

9: end for 

 

10: end for 

 

11: Collaboratively decrypt each lvi and divide by m to get actual statistics. 

 

 

Fig: 6 Random Trees Built On Vertical Partitioning 
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IV. CONCLUSION 

The proposed hybrid approach employs randomization and k-anonymity method. By using this method attacker cannot 

identify a pattern of data. It has shortcoming of homogeneity and background attack. It protects the sensitive data with 

better accuracy and gives less information loss and increases the data usability and also reconstructs the data. The blocking 

based cryptographic technique places the unknown values in the place of known values that support the sensitive rules. The 

randomization cryptographic technique will consider the security and the privacy implications when dealing with the 

distributed data that is been partitioned either horizontally or vertically across multiple sites. Since RDT’S can be used to 

generate equivalent, accurate and sometimes better models with much smaller cost. The distribute privacy preserving 

RDT’S leverages the fact that randomness in structure can provide strong privacy with less computation. 
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