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Abstract— In today’s world, Internet is now ubiquitis. Most of Applications are based on Internet. bvaend
Internet technologies are becoming critical to margnterprises, and their huge potential in faciliiag
communication, decision making, and better busingsecesses makes security a major concern. Thedact
that most affects network security solutions is ttieange of computing model. Since a Web-based ajagilbn
typically spans multiple host machines, a solutiomust be user-centric instead of system-centric. t8ys
centric solutions such as login and password becosm&emely cumbersome to manage in the Web model. T
resolve these issues it is proposed to build a feamark which will streamline the process and alsdetgate
most of the activities to several of designatedksteolders from each group. The framework enable the
users/groups to do most of the work related to palvelease of the Websites/web portals and othetwoek
based services on their own with the interventioorh the systems administrators or network secueperts
coming in only towards the final steps. The framenkowill also support different roles. The framework
requires extensive scripting in either bash or pgthon Linux platform to handle several of the baake
tasks like implementing policy changes on the setyudevice.

Key Terms: - Vulnerability scan, security framewgnweb hosting.

I.  INTRODUCTION

In organization scanning is critical and importamcess. Vulnerability scanning can help to secataork
or it can be used by bad guys to Identify weakres®ur system to mount an attack against. A vidbgity
scanner is a computer program designed to accegsuters, network, or application for weaknesses [1]

There are number of vulnerability scanner availabl#gay. Every vulnerability tool come with their ow
monitoring interface it is so idea to create saoltivhich will use for distributed scanning, repgeneration,
scheduling and implementing the policies in larggaaization. Management interface will used by w@set the
administrator. Single point of management interfijefor users so it can easily view report andisti&s, do
scanning, implement policies, etc. And take actinrihe basis of statistics.
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II. VULNERABILITY SCANNING TOOL

There are lots of tools available in market fomarkbility scanning.

A. NESUS
In computer security, Nessus is a proprietary cem@nsive vulnerability scanning program. It is frde
charge for personal use in a non-enterprise enwieon. [3] Its goal is to detect potential vulneligieis on
the tested systems. According to surveys done loyosks.org, Nessus is the world's most popular
vulnerability scanner, taking first place in theDR02003, and 2006 security tools survey. Tenatlienates
that it is used by over 75,000 organizations woitliw Nessus allows scans for the following types of
vulnerabilities: [4]

-Vulnerabilities that allow a remote hacker to ¢ohbr access sensitive data on a system.

-Mis-configuration (e.g. open mail relay, missirafghes, etc.).

-Default passwords, a few common passwords, antkfabsent passwords on some system accounts.
Nessus can also call Hydra (an external tool) uoda a dictionary attack.

-Denials of service against the TCP/IP stack bpagisnangled packets

-Preparation for PCI DSS audits
On UNIX (including Mac OS X), it consists of nesdushe Nessus daemon, which does the scanning, and
nessus, the client, which controls scans and predes vulnerability results to the user.

B. Nikto
Nikto Web Scanner is a Web server scanner theg YWeb servers for dangerous files/CGls, outdated
server software and other problems [5]. It perfogaseric and server type specific checks. It atguwres
and prints any cookies received. The Nikto codelfiis Open Source (GPL), however the data filedu®s
drive it are not. [6]

C. NMAP

NMAP (Network Mapper) is a security Scanner. Rem06 detection is an important technique in the
network system security and becomes more and nualgr these days, because it has close connection
with the vulnerability just for an open port [7]CP/IP stack fingerprinting in the remote OS scagnin
presents how to simulate the fingerprints of OScihiill react to OS detection uses NMAP. In theagak
system security, especially in the network attackezurity assessment system, it is very impottanbllect
and analysis information of network. Learning whdB is running on a remote system in the network ca
be very valuable, because every different hole rolisg to different OS, and it is more purposivety
discover the vulnerability and more exactly to assthe security of the system or more easily tachtit
only after recognizing the kind of the remote CF. [

[ll. SECURITY MANAGEMENT PORTAL (SMP)

SMP introduce a central management for scanaimdy service provisioning of gateways, firewall, and
router. It features is intuitive, web-based useerfiace. [9]Management interface incorporate défferscan
policies. This web interface integrates with othackend module. This is single point of interfaceuser can
easily access different scanning tools in one r&aoi. example: Scanning, Reporting, Service prowisig
(Gateways, Router, DNS, DHCP), Schedule scanning et

A, User
User can do hosting of server, scan server, scatethserver, open port request. When user wanosb h
server in public domain he has to provide new I8@sk and domain name which is require for DNSe@ays,
router and firewall service provisioning.[10] Befohosting server it has to scan for vulnerabilitg aemove
vulnerability until all fix. Sometimes user have ¢pen ports on gateway, router or firewall as pere
requirement.

B. Administrator
Administrator can do hosting a server, scan alrdabfed server, policies, and open port requestygie of
work. When user request for hosting of server, aistiator check the scanning report if any vulngitghb
present, admin user to remove all vulnerabilitytildsdl vulnerability removed system not hosted1]/Admin
takes final call of hosting system. Admin can se&eady hosted machine. And he can do schedulensgan
Admin can add or remove policies which are appleederver. Mail is send to respective user whenegerer
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policies are changed. And whenever port requesedotake appropriate action apply rules in gatesyaguter
and firewall. Prohibited service scan may only kef@rmed by administrator. Access to machine isiwited
during scanning period.
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Figure 1 Security Framework

Figure 1 shows that user and administrator caniddg the framework and do scanning and hostingethe
server. They can do schedule scan. For hosting gewver they can update DNS, DHCP or firewallooter as
per there requirements.

IV. SURVEY FOR SECURITY FRAMEWORK

There is lots of security framework which can pdavihis type of interface to do vulnerability scargnand
fix it to avoid attack from bad guys.

A. |BM Unified Threat Management (UTM)

Keeping network operations safe and efficient iserahallenging than ever before, and network sgches
become one of the most critical issues facing t@d&yternet. Because of the increased sophisticatb
security threats, standalone security threats,datane security products are not affective. To dail good
protection against complex and blend threats, pleltsecurity features need to be integrated intdJI2].
UTM refers to a security appliance as a combinatibhardware, software, and networking technologiesse
primary function is to perform multiple securitynictions.

According to IDC [13]The official definition of UTMs “ Products that include multiple security faati
integrated into one box. To be included in thisegaty, an appliance must be able to perform network
firewalling, network intrusion detection and pretien, and gateway antivirus. Some of the key besnedf
UTM is Cost effectiveness, easy to use, and appicdevel gateway. The practical performance dJEM
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appliance is typically just the performance of firewall with the other security applications dited or
providing minimal functionality.
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Figure2UTM

Figure shows one [14] UTM for a system. Some sgcutévices are there like Firewalls(FWSs), Intrusion
Detection Systems(IDSs), Antivirus Software(AV), IWerability Scanners(VSs), etc. As you can sedgaré
there are four modules, the data collection modthie, correlation and analysis module, the managemen
module, and the database module.[15]

Protect your network from a wide variety of Intertl@eats with unified threat management (UTM) spst
from IBM Internet Security Systems (ISS). Thesetesys are designed to stop all types of Internedattsr
before they penetrate your network and impact ymsiness. The UTM Service is separated into twonmai
packages-Protection and Content-which correspontheoprotection capabilities available from mostNUT
appliances. [16] The Protection package suppodsma@mnages intrusion prevention systems (IPS) aad/dills
designed to block traditional attacks like wormgpjdns and intruders. The Content package provides
management and support for Web filtering, anti-s@gauth anti-virus technology (where available). Tranent
package helps organizations filter unsolicited étraad objectionable Web content, and protects reggai
phishing scams, spyware and viruses. [17]

B. OS3M (Open Source Security Information Management)

OSSIM [18](Open Source Security Information Manageth by AlienVault is an open source Security
Information and Event Management (SIEM), comprisiagcollection of tools designed to aid network
administrators in computer security, intrusion dégn and prevention. Some components of OSSIM is

- Arpwatch (used for MAC address anomaly detection)

- POf (used for passive OS detection and OS changlysis),

- Nessus (used for vulnerability assessment andriass correlation (Intrusion detection system (IDS
Vulnerability Scanner)),

- Snort, used as an Intrusion detection system)(IBx&] also used for cross correlation with Nessus.

- Ntop, which builds an impressive network inforinatdatabase for aberrant behavior anomaly detectio

- Nagios, used to monitor host and service avditglmformation based on a host asset database.

- Snare, a log collector for windows systems. [19]

- OSSEC, a Host-based intrusion detection systeld$MH Etc.

C. IBM Appscan

This is one another tool for vulnerability scanniftgs a leading suite of automated Web applicagecurity
and compliance assessment tools that scan for canamlication vulnerabilities, generate actionaiglports,
and help manage regulatory and standards complianmeline environments. These products are dedidoe
the broadest range of users-from non-security psid@als to advanced power users who can utilieetided
tools and extensions to create a customized scgnanvironment. IBM Security AppScan automates
vulnerability assessments and scans and testdlfooramon Web application vulnerabilities includiigQL-
injection, cross-site scripting, buffer overflowmdanew flash/flex application and Web 2.0 exposaans. [20]

IBM Security AppScan Standard is an industry-legdiWeb application security testing solution that
includes: 1) Dynamic application security testibgpAST) to test for all common web application vulaeitities,
2) Glass box testing for run-time analysis - a fafiintegrated application security testing (IAS@pd 3) Static
application security testing (SAST) [21] of Javaftcto identify client-side vulnerabilities.
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V. CONCLUSION

By using this framework we can do distributed sdéagrand vulnerability assessment with single paiht
management interface. An advantage of this framkwsrdistributed scanning, single point of intedac
schedule scanning, fast hosting server, integratiomultiple tools, easy communication between sisard
administrators.
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