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Abstract— Cloud computing offerings a distinctive way to share distributed resources, cloud computing is a type 

of Internet-based sharing of distributed assets through web. It is a model that empowerment prevalent, on-

demand access to a shared mutual pool of configurable processing property and computing resources.  

Consequently, security becomes a critical issue in cloud computing. Securing information is the key issue in the 

field of network security. Cryptography is stand out among the best method to improve data security. This paper 

discusses the role of cryptography in cloud computing to enhance the information and data security. 
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I. INTRODUCTION 

Cloud computing is a concept of evolving huge number of computers linked, virtualized and organized in terms of 

manageable workloads. It’s a service and an application that runs on a broadcasted network and utilizing virtual 

assets accessed by networking standards and common IP. As indicated by National Institute of Standard and 

Technology, it’s a paradigm for empowering on-demand and convenient network access to a shared pool of 

configurable computing resources that can be swiftly released and provided with slightest service provider alliance 

and management effort [1]. As seen in figure 1. Cloud computing schematic definition can be simple. 
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figure 1.  cloud computing Schematic definition [2] 

 

 

 Cloud computing distinguish by divers scientist [3],[4] by resource pooling, broad network access, immediate 

flexibility, on-demand self-service, and measured service are considered as fundamental characteristics of cloud 

computing, but another academics [5],[6] consider that multi-tenancy is a key characteristic of cloud computing.  

It’s deployment as one of the 4 models: the hybrid, private and public cloud.  

Private clouds are Clouds within society like a company, which provides cloud computing services to its consumers 

only.[7]. The Internet also is known by the name of external cloud is Public Clouds [7].  A mixture of several public 

and private clouds are hybrid clouds[7].The cloud services are delivered in various forms [8]:- Infrastructure-as-a-

Service , Platform-as-a-Service, and Software-as-a-Service 
Cloud storage products are launched by some master vendors and IT companies. Amazon has launched the EC2. 

IBM Corporation suggested "The Enterprise Intelligent Cloud Storage" strategic plan in 2009. There’s CloudEx that 

is cloud storage service computing platform, etc based in China. Microsoft Corp.'s Amazon Web Service', Office 

365 MSFT Azure and Google Drive are some examples of cloud computing products. companies like Yahoo, 
Salesforce, and Facebook are also transmitting a number of their services to cloud for their customers. 

 

Cloud computing serves storage resources, computation, data access, and software without exhausting users to 

perceive the location and alternative specifics of the computing framework. Users reach cloud-based applications via 

a network program or portable application during the business software and data are stored on servers at a remote 

site [9]. 

Cloud computing huge opportunities for businesses, but with these opening, there are many security disputes and 

challenges that should be addressed and viewed. 

Security is the number one challenge cloud computing as indicated by IDC. Experience proof that attacks may never 

be fully blocked or detected minutely and on time. 

There sits plenty security challenges for distributed computing as it controls a variety of technologies like databases, 

storage managing, resource distribution, and virtualization.  
 

II. CLOUD SECURITY ISSUES 

The various security concerns relating to cloud computing are given below:-  

3 vital properties of data are Confidentiality, Integrity, and Availability (CIA). 3 other properties for people who use 

the data are authorization, non-repudiation, and authentication, the confidentiality of the data has appertained to data 
privacy, where unauthorized parties are not able to see or get data for any reason. The guarantee information is 

absolute and valid is data integrity. It includes controlling the data and network devices from illegal access and 

preserves them accurately. The assurance of data being available to the customer whenever they request it is the 

availability of data, Data is stored in different locations in cloud so its availability is a big issue. In the public model 

of cloud deployment model three properties of data security are testified exceedingly. The person accessing their 

own particular data is authentication. The process of finding out if a  particular person has the permit to carry out an 

activity on data or not is Authorization. The declaration that an authentic user cannot retract after doing a job is 

nonrepudiation 

 

http://www.researchgate.net/publication/306353318_Security_guidance_for_critical_areas_of_focus_in_cloud_computing_v21
http://xueshu.baidu.com/s?wd=paperuri%3A%280b48657593db159a0d1364af8db56f8b%29&filter=sc_long_sign&tn=SE_xueshusource_2kduw22v&sc_vurl=http%3A%2F%2Fdl.acm.org%2Fcitation.cfm%3Fid%3D1695676&ie=utf-8&sc_us=2620637550791456763
http://xueshu.baidu.com/s?wd=paperuri%3A%280b48657593db159a0d1364af8db56f8b%29&filter=sc_long_sign&tn=SE_xueshusource_2kduw22v&sc_vurl=http%3A%2F%2Fdl.acm.org%2Fcitation.cfm%3Fid%3D1695676&ie=utf-8&sc_us=2620637550791456763
http://xueshu.baidu.com/s?wd=paperuri%3A%280b48657593db159a0d1364af8db56f8b%29&filter=sc_long_sign&tn=SE_xueshusource_2kduw22v&sc_vurl=http%3A%2F%2Fdl.acm.org%2Fcitation.cfm%3Fid%3D1695676&ie=utf-8&sc_us=2620637550791456763
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Cloud computing is adopted by a lot of organizations, hence the security dilemmas are rising as a result of the 

aggregations of digital resources [10]. It is unsurprising that cloud security has seen substantial research 

attentiveness recently [11][12],[13],  [14],[15] . The necessity to secure the cloud contents becomes the most 

important concern to the users since the data is vulnerable to intruder’s attack [16], [17], [18]. 

The merits of cloud computing over traditional computing include device independence, agility, scalability, lower 

entry cost, and location independence,  [53]. 
Cloud computing provides countless shared configurable resources to the user payable on demand according to the 

size of the resources consumed by the user [19], [20]. 

 In cloud computing, Classical security procedures won’t be efficient because the operating environments 

(virtualization, multi-tenant, heterogeneity, etc.) are absolutely dissimilar to common computing. There is a clear 

difference between outsiders and insiders In traditional computing, and the security administrator takes all 

accountability for the security methods, defense of assets and data. Cloud computing is literally prone to malware 

side attacks from outsiders and inside attackers as a result of multi-tenancy. 

Several researchers have provided several solutions and numerous are still working. In this paper, the vital goal is to 

seek an integrated framework/solution for accomplishing the cloud environment data security utilizing the 

cryptographic technique.  

In the presence of the third party, one of the major methods for confident communication is cryptography.    

 

Cryptography is the science of keeping message or information secure by altering the raw data into a configuration 

that is not easily readable [21]. A particularly promising method to accomplish privacy and security in cloud 

computing is through cryptography [22][23]. 
 The cryptographic system identified in [24] as " cryptographic algorithms with the key management procedure that 

strengthening the employ of the algorithms in a number of application context.” This explanation gives the entire 
mechanism that layout the core level of security composed of data encryption algorithms and network protocols. 

Data must constantly be encrypted when stored and transferred [25] If this is implemented properly, even if another 

occupant can access the data, all that will appear as gibberish.   

In[26], distinctive encryption types strategies are defined. One of the most capable encryption algorithms is utilized 

by Amazon S3, 256-bit AES [27]. 
 

. To maintain  authentication, non-repudiation from unauthenticated users, confidentiality and data integrity are the 

main requirements of cryptography 

The cryptography notion is based on two principle terms encryption and decryption. Encryption’s procedure of 

transformation of data known as plain text for an unreadable configuration known a ciphertext, ciphertext can’t be 

comprehended by unapproved individuals. Making the interpretation of encoded information or data again into its 

earlier form so it can be read by the people who are authorized or allowed to use that data is Decryption. There are 

different encryption algorithms widely employed for info security.  

III. TOWARD HOMOMORPHIC ENCRYPTION 

Three forms of cryptography algorithms (i) Hashing.  (ii) Symmetric algorithms (iii) Asymmetric algorithms 

 

A. Symmetric Key Cryptography 

"Secret Key Encryption Algorithm" (Symmetric algorithm), the only private key is used for encoding and decoding 

[28]. These algorithms are separated for 2 types: Block and Stream cipher Input are taken as a block of fixed size 
plaintext is taken of fixed size in block cipher consequently to the type of asymmetric encryption algorithm, the 

fixed-size key is implemented on plain text block and then same size the output block as plaintext is acquired. At a 

time one bit is encoded in case of Stream Cipher  

The usefulness of utilizing Symmetric-key encryption is that it actually works with high speed in encryption and 

does not excessively use computation power 

 AES, DES, BLOWFISH, RC5, and 3DES some of the regular symmetric key algorithms. 

 

Brief definitions of the most widely recognized Symmetric algorithm are given as follows: 

 

1) DES 
Data Encryption Standard is a symmetric block encryption standard. It was suggested in the 1970s by IBM 

organization, The identical key is utilized for encoding and decoding, with marginal alterations. DES receptive input 

http://xueshu.baidu.com/s?wd=paperuri%3A%2825b457ebabcdd2cb73b7c95c499a753d%29&filter=sc_long_sign&sc_ks_para=q%3DCloud%20Computing%20Security%3A%20A%20Survey&sc_us=15285748159397449927&tn=SE_baiduxueshu_c1gjeupa&ie=utf-8
http://xueshu.baidu.com/s?wd=paperuri%3A%2873a49b2baf9600a6ea2a49feffe62158%29&filter=sc_long_sign&tn=SE_xueshusource_2kduw22v&sc_vurl=http%3A%2F%2Fwww.sciencedirect.com%2Fscience%2Farticle%2Fpii%2FS0140366415002431&ie=utf-8&sc_us=12744650741485260384
http://xueshu.baidu.com/s?wd=paperuri%3A%28ef72ffbb2297c133368b36d88426b698%29&filter=sc_long_sign&tn=SE_xueshusource_2kduw22v&sc_vurl=http%3A%2F%2Fdl.acm.org%2Fcitation.cfm%3Fid%3D526899&ie=utf-8&sc_us=8847383571627278222
http://www.mendeley.com/research/amazon-web-services-overview-security-processes/
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of 56-bit key (8 parity bits)  and 64-bit plaintext and reproduce 64-bit block output. Since the introduction of DES, 

there has been a number of attacks on systems utilizing it, exposure its vulnerabilities, making it an unconfident 

block cipher [54] [55]. To decisively this, 3DES encryption technique was suggested to overcome this shortcoming 

of the DES in [56] this technique stretched the length of key from the original 56 to 112 bits, but, the software 

application of the algorithm is unproductive. With encryption techniques development, Data Encryption Standard 

has progressively been substituted by the AES, which is exceedingly safe, accomplished and trustworthy. 

2)  Advanced Encryption Standard (AES)  
In cryptography, Advanced Encryption Standard is a symmetric block encryption standard recommended in 2001 by 

NIST, utilize for assurance the information. All ciphers have a fixed 128-bit block size [29], It has different key 

lengths of 256, 128, or 192 bits; default 256 [30 Its key length varies between 256, 192, or 128 bits. It encodes 128 

bits data blocks in 10, 12 and 14 rounds according to key length., AES encryption is fast and elastic. 

DES algorithm is gradually superseded by AES and has emerged as a modern generation data encoding standard 

[12]. It’s an iterative block cipher algorithm, in which key and packet length are the variables.256 192 and 128 bits 

are the optional key length which is equivalent to 14, 12 and 10 rounds respectively. (DES) has been the standard for 

long-time substitute by AES since (NIST) selected the Rijndael algorithm to be approved as Advanced Encryption 

Standard (AES). 

 

B. Asymmetric Key Cryptography 

Asymmetric – double unique keys are utilized. The public key is accessible to anybody on the network. The public 

key gets utilized to encode data. The only private key can decode that data. The private key is reserved secret and it 

needed in keeping information secure.  

The pros of utilizing asymmetric key encryption are that it gives better scalability and distribution of key relative to 

symmetric systems. A few standard Asymmetric Key Algorithms are El Gamal, ECC, RSA, DSA, Diffie-Hellman. 

The asymmetric encoding algorithm needs more computational processing power if we evaluate it compare to 
symmetric encoding algorithm. Symmetric approximately 1000 times faster compare to Asymmetric techniques 

[32]. 

Brief definitions of the most widely recognized Asymmetric algorithm are given as follows: 

1) RSA 
It's one of the oldest and early asymmetric cryptosystems. It's still the most employed and used cryptosystem. Len 

Adleman, Ron Rivest, and Adi Shamir made this system and named it as RSA cryptosystem. It encompasses 2 keys, 

a private and public key. Messages scrambled with public key can get decoded private key. The server actualizes 

authentication of public key in this verification procedure by inscribing a distinct message with its private key, that’s 

known as digital signature. Then signature is returned back to the client. After that using the server’s public key it 

verifies 

 

2) ElGamal 
 Elgamal is an asymmetric algorithm utilized for exchanging digital signatures as well as for key exchange. El 

Gamal is based on the applicability of discrete logarithms. It is based on the logarithmic qualities or estimations of 
these numbers. [33]. ElGamal is an expanded and updated version of Diffie-Hellman.   

 

C. Hashing Key Cryptography 

Hash functions are termed one-way encryption other than the message digests.  To ensure it inconceivable for the 

details or length of the plaintext to recapture hash value’s computed on the basis of plaintext rather than fixed 

length.To encode passwords a lot of OS frequently employ hash function. In addition it gives a mechanism to 

confirm software integrity checking [59] it used to defend the file from not been adjusted by virus or hacker.  To 

give a digital fingerprint of a file's contents hash methods are frequently adopt[60]. 
SHA-1, MD5, SHA-2, MD5, MD4 and SHA-3 and some of the regular Hash key algorithms. 

 

Brief definitions of the most widely recognized hash key algorithm are given as follows: 
 

1) MD5 
With a 128-bit hash value, MD5 is widely utilized hash function and procedures message of a variable-length into a 

fixed-length output of 128 bits. Beginning the info message is separated into pieces of 512bit blocks and after that 
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message is cushioned so its whole length’s distinguishable by 512 bit. The public key is utilized by the sender for 

data encoding, and the private key used by receiver decoding data. 

MD5 is performing preferable in terms of protection and speed [61] The MD5 hash function was extremely popular 

since 1992 and is still in use. It has been utilized for a lot of applications, for illustration, it is available as a native 

tool in approximately all versions of Linux and Unix [62]. 

 

2) SH-1 
SHA-1 is described as protected because of its impossible computation to figure out a message which conforms to a 

specified MD or to discover 2 distinct messages which create a similar MD. 

 The signature will fail to verify if any modifications to a message in transfer because of changing lead to a diverse 

message [63] SHA-1 \ 160-bit hashes. The structure of the functions is similar to MD5, but several changes and 

modifications have been introduced to increase their security [62]. 

SHA-1 was initially available as FIPS PUB and produces a 160-bit hash value [63] SHA-1 was deprecated by NIST 

as of the end of 2013 although it is still extensively used. 

 

IV. HOMOMORPHIC ENCRYPTION(HE) 

It’s [34],[35]  a method of encryption technique that executes computation on ciphertext and result thus generated 

matches with the result of an operation that is executed on the plaintext when decrypted. Generally, the 

homomorphic technique is to preserve the integrity of data over the cloud.    
The plaintext is deployment with an algebraic operation like multiplication and addition in homomorphic 

encryption. These operations act dependably which implies the plaintext is reformed according to operations in the 

ciphertext. This category of encryption9 has been in existence since the emerging of public-key cryptography [36]. 

Homomorphic encryption is asymmetric key algorithm utilizes two diverse keys for encoding and decoding as 

public and private key [37]. 

There are certain known encoding algorithms that come under the homomorphic encryption paradigm. Based upon 

operations that can implement on raw info or data, we can categorize The homomorphic encryption  to [37] : 

 Additive Homomorphic Encryption- Raw data addition 

 Multiplicative Homomorphic Encryption- Raw data product.  

 

Relying upon the operations executed on data we can differentiate (HE) systems to three classifications:  

A. Partially Homomorphic Encryption  

Permits carry out operations on scrambled data, multiplication either addition, however not both[64 ].  

 RSA is a multiplicative homomorphism encoded system, which is a public key cryptosystem [38]. Goldwasser and 

Micali in 1982 suggested (GM) encryption system, it’s an add-on homomorphism encoded, however single bit can 

be encoded [65]. ElGamal (multiplicative homomorphic encryption system).  Proposed in 1984 by T.Elgamal, it is a 

public-key cryptosystem[66 ]. 

 

B.  Somewhat Homomorphic Encryption  

Many operations are permitted to run, except for a restricted number of multiplication and addition operations [64 ].  

Boneh, Goh, and Nissim innovated In 2005 an encoded system (BGN), can execute an infinite number of additions, 

excluding with single one multiplication [67]. 

 

C.  Fully Homomorphic Encryption (FHE) 

schemes can execute both operations, i.e. addition and multiplication to the data. In [39] a scheme to running 

algebraic query processing over encoded data is proposed, to make sure the data all the way through phases of the 

sharing process base on fully homomorphic encryption. 
FHE system can execute an unrestrained number of equally multiplications and additions  [64 ].  

 

A fully homomorphic encryption scheme was implemented in 2009 by Craig Gentry that could perform many 

multiplication and additions using ideal lattices with the bootstrap technique [68]. EHES method was proposed by 
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Gorti VNKV Subba Rao in 2013 for homomorphic decryption and encryption with the security system of IND-

CCA. Homomorphic encryption permits to execute multiplication, mixed and addition operations 69 ].  

V. LITERATURE REVIEW 

cloud computing comes in most emerging fields of research where loads of work is done in this field, as cloud 

security becomes a bigger and bigger concern, and all of these works include using a cryptographic method. Current 

methods have some cons to tackle these issues.  
We must find a way to secure private data stored in cloud, taking into consideration that some applications must be 

developed and execute hybrid encryption mechanism utilizing tough cryptographic algorithms.  

Researchers believe that system security would strengthen if we make a combination n of several cryptographic 

algorithms. The classic encryption algorithms are not sufficient for present info security on internet, so a lot of 

researchers propose hybrid Cryptography Algorithm [40]. It is a design for transmission data with blends of at least 

two cryptographic algorithms to provide security. 

In [41] presents anxious about the security element in the environment of the cloud. It recommended technique to 

improve the security of cloud database. This technique utilizing multiple encryption algorithms such as 3DES, 

arbitrary number generator, RSA, and are clubbed together to give security yet this scheme makes overhead on the 

performance.  

In [42] is focused on how can expansions the security of data transmission during transfer extremely sensitive data 

such as Military information and Banking transactions, and many more conclude that hybrid algorithm can fulfill 
these criteria to some extent.   

In [43] the drawback of Security in RSA was excluded by a hybrid approach for providing data security in the cloud.  

Used Feistel Cipher Algorithm and RSA in two phases.  the probability of man-in-the-middle attack was reduced 

since two algorithms were used in two phases.  

 

In [44] proposed a mechanism e while data is transmitting encryption is utilized to provide security which applied 

the concept of RSA algorithm, Hash function, only in encoded form is transferred over the channel, which decreases 

the issue of data revelation. 

 

The two basic features that differentiate and recognize one encryption algorithm from another are its ability to 

secure the ensure data against assaults and its rapidity and efficiency in doing so.  
Equally Symmetric and Asymmetric Key algorithms are very proficient in securing the transmitted data over any 

communication medium. In [45] they considered the conventional algorithms, along with the proposed algorithms in 

light of their cons and pros recognized with Symmetric and Asymmetric Key Cryptography. They have additionally 

analyzed the significance of both these cryptographic techniques. Between Blowfish, AES, RSA  and DES, 

algorithms assessments have been made to discover best security algorithm, that will be utilized in cloud computing 

to make cloud data secure and not prone to hackers[14]  

In [46]  demonstrate evaluation Symmetric and Asymmetric with a concentrate on Symmetric Algorithms for 

security regard as which one has to be utilized for Cloud-based applications and services that need link data and 

encryption. A concise relative comparison plus outline of Cryptographic algorithms, which focuses on Symmetric 

method which ought to use for Cloud-based applications and services that need link data and encryption is shown in 

the paper.  

In [47] deliberated the principal vital point of AES concerning to DES, as well as its constraints. deduce that  AES 
can be relatively better in implement at low-level or high-level languages.  

In [28]gave a fair comparison and measurement of three well-known symmetric key cryptography algorithms: 

Blowfish, AES, DES. The evaluation of performance for algorithms was under diverse settings took into 

consideration the manners of the algorithm when a variety of data loads are executed. 

In [48] Conducted a study to compare the performance in term of dissimilar hardware's having dissimilar processing 

speed where different size of the file is processed to measure the Encoding and Decoding processing time of each 

algorithm for diverse Hardware. Indicated that the AES (Rijndael) algorithm has taken less execution time and the 

best throughput over other hardware processors. 
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TABLE I 

comparison study for different algorithms, tools, and results 

NUM COMPARISON STUDY  TOOLS RESULTS 

49 Obtainable a comparison of 
3DES, DES, AES, RC6,   RC2, 
and Blowfish . 

Employ differently settings for all  
algorithms as   
-dissimilar data blocks sizes 
-diverse battery power utilization, 
data types 
-various sizes of keys and decoding 
/encoding speed. 

They concluded that 
- if there’s event of changing the size of packet 
Blowfish showed preferred performance over 
other algorithms followed by RC6. 
- Advanced Encryption Standard had preferable 
performance than RC2, 3DES, and DES. 
- if there should arise an occurrence of changing 

the size of key – it was concluded that the 
lengthy size of key prompts a change in time and 
battery consumption. 

50 The assessment carried out for 
encryption algorithms (DES, 

AES,RC4, RC6, MARS, 3DES,  
Blow-Fish, and Two-Fish) as 
indicated by randomness testing. 

-NIST statistical testing. 
-  Pseudo-Random Number 

Generator PRNG. 
-  Java Cryptography Extensions 
(JCE). 
 

They conclude that 
- Blowfish is better when an emphasis on time 

taking for encoding. 
AES encryption method is a suitable algorithm 
for Amazon DES, EC2  
- The RC6 encoding algorithm is the appropriate 
algorithm for conventional PC environment, 
however, Blow-Fish is reasonable when we mind 
the time of the encryption method.  

28 The comparative is done base on 
the key size, block size and speed. 

Emulators program utilized Java 
programming. 

The submitted  simulation outcomes  showed : 
-Blowfish has an enhanced performance 

compared to known encoding algorithms used.  
-AES revealed poor performance consequences 
since it requires additional processing power 
compared to other algorithms. 

51 Comparison of both  asymmetric 
and symmetric encryption 
algorithms computation has many 

security issues 

Compared with different 
cryptographic algorithms on 
various factors. 

-Advanced Encryption Standard requires less 
memory. 
offers higher security, flexibility performance,  

the algorithm is best compared to other 
symmetric algorithms and  
-RSA algorithm is best in contrast to other 
asymmetric algorithms. It  
is efficient and faster 

11 Evaluations have been made 
between, DES, Blowfish,  RSA,  
AES 

HOMOMORPHIC Encryption, 
IDEA algorithms goal to find the 
best security algorithm. 

Compared diverse encoding 
algorithms.  

-AES and Homomorphic secure for both user 
and provider, RSA and IDEA secure for the user 
only. 

-AES used for  encryption of huge amount of 
data, best authenticity provider, Low RAM  
needed and  Faster  than others  
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VI. CONCLUSION  AND FUTURE WORK 

Cloud computing has developed as a promising technique that significantly vicissitudes the modern Information 

technology manufacturing, it depends on sharing resources and assets that have never shared prior, prompting a new 

set of security challenges. There is a variability of information security risks that need to be sensibly considered, 

Risks will vary depending on the sensitivity of the data to be stored or processed. In this paper methods to solve 

some problems of cloud computing security was introduced form both perspectives client and provider by using 

encryption techniques. 
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