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Abstract— now a day’s in the latest computer environment data are shared and stored on the Internet. To
maintain huge amount of information’s in the cloud storage done through internet, for this latest growing
technology is used called as Cloud computing. Privacy and security must be must be provide for the
information. For giving privacy for the data Attribute Based Encryption plays a role in the trusted cloud
platform. ABE is one kind of public key encryption. In which the ciphertext is dependent on the private key.
While decrypting the message the attribute of the cipher text should match with group of attributes of the
client’s key. Here we also discussed about two types of ABE methods. They are KP-ABE and CP-ABE. The
comparison works of two methods are done in this paper
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I. INTRODUCTION
In the modern world huge amount of data’s are generating rapidly. To store these data cloud storage is used
which is accessed through internet. The user should have the knowledge of data leakage and unauthorized
access of data, because the cloud works on ―pay and use‖ policy [1]. A cloud is an elastic execution
environment of resources involving multiple stakeholders and providing a metered service at multiple
granularities for a specified level of quality (of service) [6].
The user should take care about of accessing data. The user should have flexible and scalable data access
policies for his information. He can give the accessing of data only for an authorized user. The main concept of
cloud is it should give privacy, security, confidentiality and safe access control to the information stored in the
cloud.[5] To help the user an Encryption of data came into picture to give the privacy and security for the data.
Only authorized users could get the decryption key. But in this some problem are occurred. When numbers of
authorized users are increased at that time it creates problem in scalability, flexibility and it is not efficient. To
overcome from this problem an Attribute Based Encryption Algorithm was introduced [2].
In this paper we concentrated on review work of Attribute based encryption. Section II deals with literature
work on various encryption methods. Section III concludes the discussions.
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II. LITERATURE SURVEY
To store the data in the cloud we need security and privacy. For safe storing and sharing of the data the user
must store the data in the form of encryption. Encryption was help to avoid the unauthorized access of data from
the cloud[4]. To give the security, privacy and confidentiality for the data stored in the cloud various methods
are introduced. One of the encryption techniques is Attribute based encryption technique which is used to give
the privacy, security, confidentiality and safe access control for the data.
The ABE algorithms having two types; one is Key Policy ABE (KP-ABE) and another one Cipher Policy
ABE (CP-ABE). In the KP-ABE, the attribute policy and data are connected to keys and attribute respectively.
In CP-ABE, the attribute policy and data are connected to attribute and keys respectively.
A. Attribute Based Encryption (ABE)
The Attribute Based Encryption (ABE) algorithm is one kind of public key encryption. In Older encryption
method by using user’s public key all the data’s are encrypted, that key is sharing with many people. Because of
this reason existing encryption method is incompetent[3]. In ABE method Key Authority came into picture.
Generating the keys for the encrypting and decrypting a message is a major role for Key Authority. KA
generates the keys based on users attributes. If the user wants to add some attributes or remove some attributes
then KA collect the new attributes and generate new public and private key based on new attributes[4]. In ABE
the message is encrypting using user’s public key and receiver will decrypt the message using private key which
is sent by Key Authority.
B. Key Policy Attribute Based Encryption (KP-ABE)
Key Policy (ABE KP-ABE) is a customized form of ABE. This method is mainly used for one-to-many
communication. In the KP-ABE the encrypted data are connected with set of attributes and secret key are
labeled with access tree structure. The data sharing is the main application of KP-ABE in the un-trusted cloud
storage[7]. The combination of Re-encryption and KP-ABE method gives the efficient result for user revocation
in the cloud platform, this helps to good access control. In cloud server the KP-ABE method helps to lessen the
majority of computational transparency (overhead). A fine grained access control is provided by the KP-ABE
encryption scheme. In this scheme data is firstly encrypted using the symmetric data encryption key then again
re-encrypting that data using public key consequent to set of attributes [8]. The key authority is decides who can
decrypt the data. KP-ABE is not suitable for certain application.
C. Cipher Policy Attribute Based Encryption (CP-ABE)
CP-ABE is one form of Identity Based Encryption. In this one public key and one single master key. By
using that single master key different restricted private keys are generating corresponding to set of attributes.
CP-ABE depended by cipher text and users which are interconnected with attributes and policy. The data is
encrypting using access policy and same message decrypting using attributes[10]. A client ought to just be
proficient to get to the information in a few scattered frameworks if a client complies with a guaranteed set of
capabilities or trademark. In this a present technique was compelling to obey such standards to take up a trusted
server to store the information and referee affirmation control. The security of information will be traded off if
any server putting away the information is bargained. Here a framework is introduced to know the multifaceted
nature of permission control of encoded information called as Ciphertext-Policy Attribute-Based Encryption.
Contrasted with before ABE this technique giving better execution[12]. In this work creator specified around a
framework trademark that is utilized to clarify a client's accreditations and approach for decoding of information.
This technique was best for impact strike[16]. We can keep information more secure in the un-trusted server
utilizing this method.
III. RESULTS
In this paper we compared two types of ABE technique with different parameters, shown in below Table I. The
ABE gives a strapping groundwork for encryption scheme and access control. Here we discussed two type of
ABE, i.e. KP-ABE and CP-ABE. One of the main advantages of CP-ABE is that by deciding who can decrypt
the data which was stored in cloud.
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TABLE I
COMPARISON OF ABE METHODS

Features
Computation
Overhead

Decryption
and User
revocation
Efficiency

Collusion
resistant

ABE

Average

Average

Below
Average

KP-ABE

High

Low

Algorithm
[13,14]

CP-ABE

High

Low

Application
Relevancy

Association of
Attributes

Association of
Access Policy

Supports users with
similar attributes

With
Ciphertext

Average

Supports users with
dissimilar attributes
based on key policy

With
Ciphertext

With Key

Yes

maintain users with
different attributes
structured in single set

With Key

With
Ciphertext

With Key

Table II, showing the comparison between KP-ABE and CP-ABE techniques. The access control feature is
low in KP-ABE compared to CP-ABE. But when KP-ABE is connected with re-encryption scheme then it gives
the high access control for data. In KP-ABE efficiency is more when it connected with broadcast type
encryption. CP-ABE is gives best result compared to KP-ABE, which is not suitable for modern atmosphere
TABLE III
KP-ABE AND CP-ABE

COMPARISON OF

Parameters/

KP-ABE

CP-ABE

Access Control

Low

Average

[11,15]

High if connected with re-encryption

understanding of complex access

technique

control

Average

Average

High for broadcast type encryption

Not efficient for modern enterprise

Techniques

Efficiency

environment

The Fig1 shows below the comparison graph. It compares three kinds of algorithm with respect to
Computational overhead.

Fig. 1 Comparison Graph

The Fig.2 shows the graphical representation of types of ABE algorithm with respect to execution time vs.
number of attributes. Graphs are showing the average overhead timing for both KP-ABE and CP-ABE
algorithm[17].
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Fig 2. Average Execution Time
IV. CONCLUSIONS
In this paper, we discussed about ABE technique and its two types. The ABE method is mainly used for access
control. This helps to filter the user for accessing data. Key strength is the main advantage of ABE, which helps
a make a strong encryption compared to old encryption. Here we compared the ABE techniques and its two
types with different features. Every method is better than other methods. This gives the best security and privacy
for each data in the cloud. Also provide fine access control and efficiency.
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