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Abstract - Head selection model deals with the Head selection in the presence of egotistic nodes for intrusion detection in Mobile
Ad-hoc Networks (MANETs). To balance the resource consumption among all nodes and prolong the lifetime of an MANET,
nodes with the most remaining resources should be selected as the head. However, there are two main obstacles in achieving this
goal. First, without incentives for serving others, a node might behave egotisticishly by lying about its remaining resources and
avoiding being selected. Second, selecting an optimal collection of heads to minimize the overall resource consumption may
incur a prohibitive performance overhead, if such a selection requires flooding the network. To address the issue of egotisticish
nodes, Head selection model present a solution based on mechanism design theory. More specifically, the solution provides
nodes with incentives in the form of reputations to encourage nodes in honestly participating in the selection process. The
amount of incentives is based on the Vickers, Clarke, and Groves (VCG) model to ensure truth-telling to be the dominant
strategy for any node. To address the optimal selection issue, Head selection model propose a series of local selection algorithms
that can lead to globally optimal selection results with a low cost. Head selection model address these issues in two possible
application settings, namely, Cluster-Based Head selection (CBHS) and Cluster-Autonomous Head selection (CAHS). The
former assumes given clusters of nodes, whereas the latter does not require any pre-clustering. Finally, Head selection model
justify the effectiveness of the proposed schemes through extensive experiments.
Keywords: Head Selection; Egotistic node and Clusters
I.

Introduction

A Network is a collection of hardware components and computers interconnected by communication channels that allow
sharing of resources and information. Where at least one process in one device is able to send/receive data to/from at least one
process residing in a remote device, then the two devices are said to be in a network. Networks may be classified according to a
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wide variety of characteristics such as the medium used to transport the data, communications protocol used, scale, topology, and
organizational scope.
A Wireless Ad-Hoc Network is a decentralized type of wireless network. The network is ad hoc because it does not rely on a preexisting infrastructure, such as routers in wired networks or access points in managed (infrastructure) wireless networks. Instead,
each node participates in routing by forwarding data for other nodes, and so the determination of which nodes forward data is made
dynamically based on the network connectivity [4][9]. In addition to the classic routing, ad hoc networks can use flooding for
forwarding the data. Wireless ad hoc networks can be further classified by their application, Mobile Ad-Hoc Networks (MANET)
,Wireless Mesh Networks (WMN) and Wireless Sensor Networks (WSN)
A Mobile Ad-Hoc Network (MANET) is a egotistic-configuring infrastructure less network of mobile devices connected by
wireless links. Ad-hoc is Latin and means "for this purpose". Each device in a MANET is free to move independently in any
direction, and will therefore change its links to other devices frequently. Each must forward traffic unrelated to its own use, and
therefore be a router. The primary challenge in building a MANET is equipping each device to continuously maintain the
information required to properly route traffic. Such networks may operate by themselves or may be connected to the larger Internet.
MANETs are a kind of wireless ad hoc networks that usually has a routable networking environment on top of a Link Layer ad hoc
network[18][11].
The nodes in each cluster select a Head node to serve as the IDS for the entire cluster. The Head-IDS selection process can be either
random or based on the connectivity. Both approaches aim to reduce the overall resource consumption of IDSs in the network.
However, the nodes usually have different remaining resources at any given time, which should be taken into account by a selection
scheme. Unless sufficient incentives are provided, nodes might misbehave by acting egotisticishly and lying about their resources
level to not consume their resources for serving others while receiving others services. Moreover, even when all nodes can truthfully
reveal their resource levels, it remains a challenging issue to select an optimal collection of Heads to balance the overall resource
consumption.

II.

Related Work

The nodes in each cluster select a Head node to serve as the IDS for the entire cluster. The Head-IDS selection process can be
either random or based on the connectivity. Both approaches aim to reduce the overall resource consumption of idss in the network.
However, the nodes usually have different remaining resources at any given time, which should be taken into account by a selection
scheme. Unfortunately, with the random model, each node is equally likely to be selected regardless of its remaining resources. The
connectivity index-based approach selects a node with a high degree of connectivity even though the node may have little resources
left[7][5].
With both selection schemes, some nodes will die faster than others, leading to a loss in connectivity and potentially the partition of
network. Although it is clearly desirable to balance the resource consumption of idss among nodes, this objective is difficult to
achieve since the resource level is the private information of a node. Unless sufficient incentives are provided, nodes might
misbehave by acting egotisticishly and lying about their resources level to not consume their resources for serving others while
receiving others services [6]. Moreover, even when all nodes can truthfully reveal their resource levels, it remains a challenging
issue to select an optimal collection of Heads to balance the overall resource consumption.
A Mobile Ad-Hoc Network (MANET) is a egotistic-configuring infrastructure less network of mobile devices connected by
wireless links. Each device in a MANET is free to move independently in any direction, and will therefore change its links to other
devices frequently. Each must forward traffic unrelated to its own use, and therefore be a router [12]. The primary challenge in
building a MANET is equipping each device to continuously maintain the information required to properly route traffic. Such
networks may operate by themselves or may be connected to the larger Internet. MANETs are a kind of wireless ad-hoc networks
that usually has a routable networking environment on top of a Link Layer ad hoc network.
In CAHS, each node must be monitored by a Head node that will analyze the packets for other ordinary nodes. Based on the cost of
analysis, nodes will cooperate to select a set of Head nodes that will be able to analyze the traffic across the whole network and
handle the monitoring process. This increases the efficiency and balances the resource consumption of IDS in the network. Head
selection mechanism provides payments to the selected Heads for serving others. The payment is based on a per-packet price that
depends on the number of votes the selected nodes get.
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The nodes that do not get any vote from others will not receive any payment. The payment is in the form of reputations, which are
then used to allocate the Head’s sampling budget for each node. Hence, any node will strive to increase its reputation in order to
receive more IDS services from its corresponding Head. In CBHS, the whole network is divided into a set of clusters where a set of
1-hop neighbor nodes forms a cluster. Here, let’s use the scheme to cluster the nodes into 1-hop clusters. Each cluster then
independently selects a Head among all the nodes to handle the monitoring process based on nodes’ analysis cost.
The design of incentives is based on a classical mechanism design model, namely, Vickrey, Clarke, and Groves (VCG). The model
guarantees that truth-telling is always the dominant strategy for every node during each selection phase. On the other hand, to find
the globally optimal cost-efficient Heads, a Head selection algorithm is devised to handle the selection process, taking into
consideration the possibility of cheating and security flaws, such as replay attack[15][14].
In both selection schemes, some nodes will die faster than other node. Leading to the loss in connectivity and potentially the
partition of network. Nodes may act egotisticishly without giving the true information about the resource consumption.
Head selection model propose a solution for balancing the resource consumption of IDSs among all nodes while preventing nodes
from behaving egotisticishly. To address the egotisticish behaviour, Head selection model design incentives in the form of
reputation to encourage nodes to honestly participate in the selection scheme by revealing their cost of analysis.
III.

Key Idea

The algorithm decreases the percentage of Heads, single-node clusters, and maximum cluster size, and increases average cluster
size. Last but not least, have to address these issues in two possible settings, namely, Cluster- Autonomous Head selection (CAHS)
and Cluster-Based Head selection (CBHS). In the former, the Heads are selected according to the received votes from the neighbor
nodes. The latter scheme selects Heads after the network is formulated into multiple clusters. In both schemes, the Heads are
selected in an optimal way in the sense that the resource consumption for serving as IDSs will be balanced among all nodes
overtime.
To design the Head selection algorithm, the following requirements are needed,
 To protect all the nodes in a network, every node should be monitored by a Head
 To balance the resource consumption of IDS service, the overall cost of analysis for protecting the whole network
is minimized.
In other words, every node has to be affiliated with the most cost-efficient Head among its neighbors. Head selection algorithm is
executed in each node taking into consideration the following assumptions about the nodes and the network architecture,





Every node knows its (2-hop) neighbors, which is reasonable since nodes usually maintain a table about their
neighbors for routing purposes.
Loosely synchronized clocks are available between nodes.
Each node has a key pair for establishing a secure communication between nodes.
Each node is aware of the presence of a new node or removal of a node.

When a new node is added to the network, it either launches its own IDS or becomes an ordinary node of any Head node. To include
a new node to the IDS service, four messages are needed, Hello, Status, Join, and Acknowledge. Hello is sent by a new node n to
announce its presence in the network. This Hello message is similar to the one presented in the previous section. Upon receiving the
Hello, all the neighbors of the new node reply with a Status message.
When a node is disconnected from the network due to many reasons, such as mobility or battery depletion, then the neighbor nodes
have to reconfigure the network. Whenever a node dies, its neighbors are aware of it. At first, a Dead (n) message is circulated to all
neighbors’ to confirm the removal of node n. On receiving the Dead (n) message, the neighbor node k checks whether node n is its
Head node or not. If node n is the Head node of node k, then node k announces a new selection and updates its reputation table.
A .Node creation and assigning properties
A Mobile Ad-Hoc Network (MANET) is a egotistic-configuring infrastructure less network of mobile devices connected by
wireless links. Each device in a MANET is free to move independently in any direction, and will therefore change its links to other
devices frequently. Each must forward traffic unrelated to its own use, and therefore be a router. The primary challenge in building a
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MANET is equipping each device to continuously maintain the information required to properly route traffic. Such networks may
operate by themselves or may be connected to the larger Internet. MANETs are a kind of wireless ad-hoc networks that usually has
a routable networking environment on top of a Link Layer ad hoc network.

Fig 1.Cluster Head in Manet

B. Selecting Head
In CAHS, each node must be monitored by a Head node that will analyze the packets for other ordinary nodes. Based on
the cost of analysis, nodes will cooperate to select a set of Head nodes that will be able to analyze the traffic across the whole
network and handle the monitoring process illustrated in fig 1. This increases the efficiency and balances the resource consumption
of IDS in the network. Selection mechanism provides payments to the selected Heads for serving others.
The payment is based on a per-packet price that depends on the number of votes the selected nodes get. The nodes that do not get
any vote from others will not receive any payment. The payment is in the form of reputations, which are then used to allocate the
Head’s sampling budget for each node. Hence, any node will strive to increase its reputation in order to receive more IDS services
from its corresponding Head. In CBHS, the whole network is divided into a set of clusters where a set of 1-hop neighbor nodes
forms a cluster. Here, use the scheme to cluster the nodes into 1-hop clusters. Each cluster then independently selects a Head among
all the nodes to handle the monitoring process based on nodes’ analysis cost.
To design the Head selection algorithm, the following requirements are needed, to protect all the nodes in a network, every node
should be monitored by a Head and to balance the resource consumption of IDS service; the overall cost of analysis for protecting
the whole network is minimized. In other words, every node has to be affiliated with the most cost-efficient Head among its
neighbors.
C. Updating the Head (Deleting & Adding a node)
When a new node is added to the network, it either launches its own IDS or becomes an ordinary node of any Head node.
To include a new node to the IDS service, four messages are needed: Hello, Status, Join, and Acknowledge. Hello is sent by a new
node n to announce its presence in the network. This Hello message is similar to the one presented in the previous section.Such
networks may operate by themselves or may be connected to the larger Internet. MANETs are a kind of wireless ad-hoc networks
that usually has a routable networking environment on top of a Link Layer ad hoc network.
The payment is based on a per-packet price that depends on the number of votes the selected nodes get. The nodes that do not get
any vote from others will not receive any payment. The payment is in the form of reputations, which are then used to allocate the
Head’s sampling budget for each node. Hence, any node will strive to increase its reputation in order to receive more IDS services
from its corresponding Head in fig 2.
When a node is disconnected from the network due to many reasons, such as mobility or battery depletion, then the neighbor nodes
have to reconfigure the network. Head selection model assume that whenever a node dies, its neighbors are aware of it. At first, a
Dead (n) message is circulated to all neighbors to confirm the removal of node n. On receiving the Dead (n) message, the neighbor

© 2013, IJCSMC All Rights Reserved

288

B. Vinodhini et al, International Journal of Computer Science and Mobile Computing Vol.2 Issue. 11, November- 2013, pg. 285-290

node k checks whether node n is its Head node or not. If node n is the Head node of node k, then node k announces a new selection
and updates its reputation table.
To protect all the nodes in a network, every node should be monitored by a Head and to balance the resource consumption of IDS
service, the overall cost of analysis for protecting the whole network is minimized. In other words, every node has to be affiliated
with the most cost-efficient Head among its neighbors.

Fig2.Heads Communication to Clusters

D .Head Response Message
At the end of the selection, nodes are divided into two types, Head and ordinary nodes. Head nodes run the IDS for
inspecting packets, during an interval, based on the relative reputations of the ordinary nodes. To protect all the nodes in a network,
every node should be monitored by a Head and to balance the resource consumption of IDS service, the overall cost of analysis for
protecting the whole network is minimized. In other words, every node has to be affiliated with the most cost-efficient Head among
its neighbors. The enforce re-selection every period since it is unfair and unsafe for one node to be a Head forever. Even if the
topology remains same after specific time, all the nodes go back to initial stage and select a new Head according to the above
algorithms. After being selected, Head has to serve for the node that has voted for it. Each selected Head will get payment in the
form of reputation. Each node voted for the Head will be served in the form of reputation.
IV.

Network Simulation

In communication and computer network research, network simulation is a technique where a program models the behavior
of a network either by calculating the interaction between the different network entities (host/routers, data links, packets, etc.) using
mathematical formulas, or actually capturing and playing back observations from a production network. The behavior of the
network and the various applications and services it supports can then be observed in a test lab, Various Attributes of the
environment can also be modified in a controlled manner to assess how the network would behave under different conditions. When
a simulation program is used in conjunction with live applications and services in order to observe end-to-end performance to the
user desktop, this technique is also referred to as network emulation.
V.

Conclusion

The unbalanced resource consumption of IDSs in MANET and the presence of egotisticish nodes have motivated us to propose
an integrated solution for prolonging the lifetime of mobile nodes and for preventing the emergence of egotisticish nodes. The
solution motivated nodes to truthfully select the most cost-efficient nodes that handle the detection duty on behalf of others.
Moreover, the sum of the selected Heads is globally optimal. To achieve this goal, incentives are given in the form of reputations to
motivate nodes in revealing truthfully their costs of analysis. Reputations are computed using the well-known VCG mechanism by
which truth-telling is the dominant strategy. Head selection Model also analyzed the performance of the mechanisms in the presence
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of egotisticish and malicious nodes. To implement Head selection mechanism, devised a selection algorithm with reasonable
performance overheads. Moreover, able to decrease the percentage of Heads, single-node clusters, and maximum cluster size, and
increase the average cluster size. These properties allow us to improve the detection service through distributing the sampling
budget over less number of nodes and reduce single nodes to launch their IDS. The future directions include cooperation with largescale intrusion detection systems, the development of distributed ID wrappers, and efforts to improve the trust-worthiness and safety
of the kernel-resident ID module.
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