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Abstract  
      It is impossible to give a mathematical proof that a generator of sequences of 

random numbers which is a necessity by many practical applications is indeed a 

random generator .In this paper we discuss the problem of randomness test and 

propose a new approach for testing by using Multilayer Backpropagation Neural 

Networks .The proposed method is focused on take fixed length of binary sequences 

(Random or not) by testing using randomness tests as data for training  and designing 

neural network for training ,then using it for testing any entering sequence for 

determining its randomness. 

     The network has been training on numbers of binary sequences by using various 

structures (various hidden layers and neuron at each one). The best results have been 

obtained using three hidden layers and seven neurons at each ones with  an error 

(0.0008) .Testing the network on another number of binary sequences, the network 

was very good to determining the entire sequence if it is random or not, because the 

network has the property to distinguish very important characteristics that must be 

found in random sequences. Hence this approach may be used to test the randomness 

of any input sequence before used as a key bits in cryptographic systems. The main 

strength of the proposed approach that it combines the properties of random 

sequences because the neural network trained once and used many times to identify 

the randomness of entering  sequences  at very fast time and high accuracy. 
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1. Introduction 

    The necessity of testing the randomness of bit sequence arises in many fields, such 

as modeling, simulations and cryptography. For example, the security of many 

cryptographic systems depends on the generation of unpredictable values to be used 

as keys, passwords, challenges or unique identifiers [1].In other words, the quality of 

such applications depends on generating unpredictable (random) sequence of 

quantities. From the practical point of view, such sequence  must  be  of  sufficiently  

large  size  in  the  sense  that  the  probability  of  any  particular  value  being  

selected  must  be  sufficiently  small  in  order  to  prevent  an  adversary  from  

optimizing a search scheme based on such probability[2]. 

Randomness may be tested either by theoretical analysis or by statistical tests. Both 

methods are equally valid in the sense that a particular defect may be detected by 

either method. Some defects are most easily detected by theoretical analysis; other 

defects are easier to detect experimentally. Thus, it is recommended that a generator 

be subjected to both types of testing. The discipline of designing random number 

generators has reached a state where good generators pass all experimental tests [3]. 

It is impossible to give a mathematical proof that a generator is indeed a random bit 

generator. Each test determines whether a sample sequence verifies a probability 

property that a truly random sequence would have, so they help detect certain kinds of 

weaknesses the generator may have [4]. 

2. Randomness  

A data set appears random if past values contain no apparent information about future 

values.  However, we can find a transformation,  that clearly improves prediction 

accuracy, then the data is not random.  As in the cryptography example, the amount of 

information in a data set may appear negligible.  It's the ability to find the 

transformation,  that will determine how accurately the future can be predicted [5]. 

2.1 Randomness tests  

Randomness tests are used to analyze the distribution pattern of a set of data. In 

stochastic modeling, as in some computer simulations, the expected random input 

data can be verified, by a formal test for randomness, to show that the simulation runs 

were performed using randomized data. 

There are many practical measures of randomness for a binary sequence. These 

include measures based on statistical tests, transforms, and complexity or a mixture of 

these. 

These practical tests make it possible to compare and contrast the randomness of 

strings. On probabilistic grounds, all strings, say of length 64, have the same 

randomness. However, consider the following two strings: 

String 1: 

0101010101010101010101010101010101010101010101010101010101010101 

http://en.wikipedia.org/wiki/Stochastic_modeling
http://en.wikipedia.org/wiki/Computer_simulation
http://en.wikipedia.org/wiki/Randomness
http://en.wikipedia.org/wiki/Randomness
http://en.wikipedia.org/wiki/Binary_sequence
http://en.wikipedia.org/wiki/Statistical_tests
http://en.wikipedia.org/wiki/Hadamard_transform
http://en.wikipedia.org/wiki/Complexity
http://en.wikipedia.org/wiki/String_(computer_science)
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String 2: 

1100100001100001110111101110110011111010010000100101011110010110 

The first string admits a short linguistic description, namely "32 repetitions of '01'", 

which consists of 20 characters, and it can be efficiently constructed out of some basis 

sequences. The second one has no obvious simple description other than writing down 

the string itself, which has 64 characters, and it has no comparably efficient basis 

function representation. The first of these sequences will be found to be of much less 

randomness than the second one, which agrees with intuition [6]. 

2.1.1 Statistical Tests   

    There are many techniques described in the literature for generating random and 

pseudorandom bits and numbers. In  order  to  make  sure  that  such  generators  are  

secure enough, they should be  subjected  to a variety  of statistical tests  designed  to  

detect  the  specific  characteristics  expected  of  random  sequences [2]. 

Randomness is a probabilistic property; that is, the properties of a random sequence 

can be characterized and described in terms of probability .There are number of 

possible statistical tests, each assessing the presence or absence of a “pattern” which, 

if detected, would indicate that the sequence is nonrandom [7]. 

 Some tests are decomposable into a variety of subtests, some of the statistical tests 

are: 

1. The Frequency (Monobit) Test, 

2. Frequency Test within a Block, 

3. The Runs Test, 

4. Test for the Longest-Run-of-Ones in a Block, 

5. The Binary Matrix Rank Test, 

6. The Discrete Fourier Transform (Spectral) Test, 

7. The Non-overlapping Template Matching Test, 

8. The Overlapping Template Matching Test, 

9. Maurer's "Universal Statistical" Test, 

10. The Linear Complexity Test, 

11. The Serial Test, 

12. The Approximate Entropy Test, 

13.The Cumulative Sums (Cusums) Test, 

14. The Random Excursions Test, and 

15. The Random Excursions Variant Test. 

http://en.wikipedia.org/wiki/Basis_function
http://en.wikipedia.org/wiki/Basis_function
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Here, explanation of some of these tests:- 

2.1.1.1 Runs Test 

     The purpose of the runs test is to determine whether the number of runs of ones 

and zeros of various lengths is as expected for a random sequence.  In particular, this 

test determines whether the oscillation between such zeros and ones is too fast or too 

slow. 

This test can be described as follows:- 

(1) Compute the pre-test proportion p of ones in the input sequence:   
∑    

 
 

For example, if e = 1001101011 , then n=10 and          = 3/5. 

(2) Determine if the prerequisite Frequency test is passed: If it can be shown that 

|    ⁄ |     then the Runs test need not be performed (i.e., the test should not have 

been run because of a failure to pass test 1, the Frequency (Monobit) test). If the test 

is not applicable, then the P-value is set to 0.0000. Note that for this test    
 

√ 
, has 

been pre-defined in the test code [7]. 

For the example in this section, since    
 

√ 
             , then  |    ⁄ |  

|  ⁄    ⁄ |         , and the test is not run. 

 Since the observed value   is within the selected bounds, the runs test is applicable. 

(3) Compute the test statistic    (   )  ∑  ( )      
    , where   ( )    if    

     , and      otherwise.Since             , then    (   )  
(                   )      

(4) Compute P-value     [
|  (   )    (   )|

 √   (   )
] . 

For the example, P-value      [
|       

 

 
(  

 

 
)|

  √     
 

 
(  

 

 
)

]             

. The decision Rule (at the 1 % Level) depend on the p-value 

If the computed P-value is < 0.01, then conclude that the sequence is non-random. 

Otherwise, conclude that the sequence is random. 

. for example 

(Input)                                                        

      00001000110100110001001100011001100010100010111000 

(input) n = 100 

(input) t = 0.02 
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(processing) p = 0.42 

(processing) Vn(obs) =  52 

(output) P-value = 0.500798 

(conclusion) Since P-value >= 0.01, accept the sequence as random. 

2.1.1.2 Frequency Test  

 develops  frequency  distribution  of  individual samples, uses the chi-square test to 

compare the  distribution  of  the  set  of  numbers  generated  to  a  uniform 

distribution.  

 2.1.1.3 Serial Test  

Develops frequency distribution of pairs of samples, Then we compare the actual 

distribution against this expected distribution, using the chi-square test.   

In addition, the following tests have been described in [2].   

2.1.1.4 Poker Test  

Treats numbers grouped together as a poker’s hand. Then the hands obtained are 

compared to what is expected using the chi-square test. 

2.1.1.5 Autocorrelation Test 

Tests the correlation between numbers and compares the sample correlation to the 

expected correlation of zero. 

2.1.1.6 The Gap test  

is  used  to  examine  the  length  of  “gaps”  between  occurrences of samples in a 

certain range. It determines the  length  of  consecutive  subsequences  with  samples  

not  in  a  specific range.  

3. Artificial Neural Networks (ANNs) 

     The Artificial Neural network (ANN) is an abstract computer model of human 

brain. It consists of a set of nodes, usually organized into layers, and connected 

through weight elements called synapses. At each node, the weighted inputs are 

summed (aggregated), threshold, and subjected to an activation function in order to 

generate the output of that node [8, 9]. These operations are shown in Figure (1) and 

the output is generated according to    

    ( )   [∑   
 
     ]                                              (1) 
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   where    are neuron inputs,    are the synaptic weights, and f [.] is the activation 

function. 

 

Figure 1 the operations at a node of a neural network
 [10]

 

     Artificial neural networks (ANNs) learn from experience and generalize from 

previous examples. They modify their behavior in response to the environment, and 

offer certain advantages: the generalization capability, parallelism, and learning [11].  

     Training is the algorithmic procedure whereby the parameters of the neurons of the 

network are estimated, in order to make the neural network fulfill, as accurately as 

possible, the task it has been assigned to .The three well-known and most often used 

learning mechanisms are the supervised, the unsupervised (or self-organized) and the 

reinforced ,and there are two main classes of neural networks known as feedforward 

networks (or static networks) and feedback networks (or recurrent networks) [8,12]. 

4. Experimental Results  

     It is necessary to subject the generated sequence to all possible statistical tests 

before accepting it in important applications such as cryptographic applications and 

the randomness is related to the unpredictable property; therefore we have been 

designed and trained a Multilayer Backpropagation Neural Networks to determine the 

randomness of binary sequences  because the quality should be measured by means of 

different statistical tests, since any statistical defect can be used by an attacker to gain 

information about the future output.  

The flowchart for supervised training is explained in figure 2, where the objective is 

to minimize the error function for mean square error (MSE):    

                
 

 
[ ( ⃗ )    ( ⃗

 )]                                                          (2) 
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Where     and    : denote real and desired outputs, respectively, P : number of 

training data. 

Figure 2 the general flow chart for the supervised learning 

by testing all the data set to determine which of it has the randomness property ,the 

desired output is (1) for random sequences (that  success all tests) and (0) for non-

random (that fails in two or more tests)),the data sets of various number of binary 

sequences (1000,1500,2000) that consist of random and nonrandom sequences have 

been used 80% for training and 20 %  for testing ,this is described in table1,the length 

of every binary  sequence is (30) bit. 

 

Table (1) the data sets used for training and testing 

Data sets Failed 

(Non random) 

Success  

(random) 

training testing   

800 200 350 650 

1200 300 600 900 

1600 400 900 1100 
 

Then a number of networks models with different numbers of hidden layers ( 1 to 10) 

and different number of neurons for each layer have been applied by trial and error , 

the best topologies are summarized in figure 3  depending on the less mean square 
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error for different number of neurons and hidden layers , table 2 illustrates their  MES 

errors for  100 epochs .  

Table (2) the best MSE error using different numbers of data, hidden layers and neurons 

Data set 

MSE  

1600 1200 800 No. neurons No. hidden layer  

0.0412 0.0346 0.0932 3 

2 

0.0933 0.0515 0.0724 5 

0.0111 0.0153 0.0396 7 

0.025 0.0131 0.0826 3 

3 

0.0015 0.0063 0.0636 5 

0.0008 0.0079 0.0312 7 

0.0.0052 0.0352 0.0654 3 

5 

0.0047 0.0083 0.0536 5 

0.024 0.0101 0.0309 7 

0.0064 0.0713 0.0641 3 

7 

0.0059 0.009 0.0293 5 

0.0012 0.0077 0.0191 7 

 

As notice from the results, that the best performance for these networks has been 

attained at (MSE=0.0008) with (training data =1600, hidden layers=3 and number of 

neuron=7 at each hidden layer). Figure 4 illustrate the structure for the best topology 

of Multilayer Backpropagation Network.  
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Figure 3 performance of  ann with different  values  of  hidden 

layers  and nodes using various data sets  

800 data

1200 data

1600data

3            5         7 
two hidden 
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five hidden 
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Figure 4 the structure for the best topology of Multilayer Backpropagation Network 

Figure 5 shows the mean square error during epochs for all training data set, using the 

best one  with 3 hidden layer and 7 neuron the well weights for hidden layer 2 and 3 

are 

   
  {0.24 0.24 0.31 0.32 0.4 0.12 0.243 

 
0.12 0.54 0.2 0.12 0.14 0.24 0.43 

 
0.24 0.25 0.35 0.23 0.42 0.12 0.324 

 
0.46 0.1 0.18 0.15 0.43 0.42 0.124 

 
0.23 0.31 0.2 0.3 0.34 0.32 0.132 

 
0.38 0.18 0.42 0.21 0.25 0.23 0.22 

 
0.76 0.12 0.13 0.18 0.16 0.53 0.17} 

 
 {0.62 0.17 0.21 0.09 0.62 0.302 0.18 

 
0.12 0.54 0.12 0.12 0.19 0.523 0.07 

 
0.52 0.25 0.19 0.102 0.05 0.53 0.6 

 

 
 

0.61 0.19 0.31 0.42 0.24 0.15 0.301 

 
0.41 0.03 0.23 0.62 0.16 0.7 0.72 

 
0.48 0.02 0.52 0.07 0.65 0.53 0.42 

 
0.13 0.41 0.52 0.32 0.54 0.8 0.05} 
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Figure 5 MSE during training phase 

   Figure 6 show the actual and desired output of the network using 800 data for 

training and 200 for testing, as we see the difference cannot be distinguishable for all 

data set as shown in figure 6, the following figures show the actual and desired output 

for only 300 data sets using (800, 1200 and 1600) data set corresponding to the best 

MSE for each one. 
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Figure 6 the actual and desired output using 1000 data set  
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Figure 7 the actual and desired output using 800 data set  
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Figure 8 the actual and desired output using 1200 data set  
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5. Conclusion  

    In this paper a multilayers neural networks are used to determine the randomness of 

binary sequences by using various numbers of hidden layers and neurons, we obtained 

the good results at 3 hidden layers and 7 neurons at each layer, hence this approach 

may be used to test the randomness of sequences before used it as keys at 

cryptography, another key must be generated if the test is fail.   

     Choosing the parameters for the networks such as number of membership function 

and the learning rates by trial and error can take time and effort, so in future works the 

genetic algorithm can be used to improve the performance by searching the best 

parameters. 
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Figure 9 the actual and desired output using 1600 data set  
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