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Abstract: 

 Identity Privacy of the outsourced data as of public auditing is modelled as privacy concern in the cloud data 

service through the public auditing. With cloud data services, it is common place for data to be not only stored in 

the cloud, but also shared across frequent users. Regrettably, the integrity of cloud data is focus to cynicism due 

to the prolongation of hardware/software failures and human errors. We propose a novel privacy-preserving 

mechanism that supports public auditing on shared data stored in the cloud. Yet, issues such as risks of privacy 

exposure, scalability in key management, supple access and  efficient user revocation, have remained the 

foremost challenges and achieving  fine -grained ,cryptographically enforced data access control. In particular, 

we exploit multi authority attribute based encryption to compute verification of the data stored in the cloud to 

audit the correctness of shared data. Through imposing the multi authority-ABE technique our mechanism, the 

identity of the attribute on each block in shared data is kept private from public verifiers so, that they can 

efficiently verify the data integrity without retrieving the entire file. It can also perform multiple auditing tasks 

simultaneously. 
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I. Introduction 
 

  Several trends are opening up the era of Cloud Computing, which is an Internet-based development and use 

of computer technology. The ever cheaper and more powerful processors, together with the “software as a service” 

(SaaS) computing architecture, are transforming data centers into pools of computing service on a huge scale. 

Although envisioned as a promising service platform for the Internet, this new data storage paradigm in “Cloud” 

brings about many challenging design issues which have profound influence on the security and performance of the 

overall system. Meanwhile, the increasing network bandwidth and reliable yet flexible network connections make it 

even possible that clients can now subscribe high-quality services from data and software that reside solely on 

remote data centers.  

 

One of the biggest concerns with cloud data storage is that of data integrity verification at untrusted servers. 

For example, the storage service provider, which experiences Byzantine failures occasionally, may decide to hide 

the data errors from the clients for the benefit of their own. Consider the large size of the outsourced electronic data 

and the client’s constrained resource capability, the core of the problem can be generalized as how can the client 

find an efficient way to perform periodical integrity verifications without the local copy of data files. In order to 

solve the problem of data integrity checking, many schemes are proposed under different systems and security 

models [3], [4], [5], [6], [7], [8], [9], [10], [11], [12].  

 

  In these mechanisms, data is divided into many small blocks, where each block is independently signed by 

the owner; and a random combination of all the blocks instead of the whole data is retrieved during integrity 

checking [10]. A public verifier could be a data user (e.g., researcher) who would like to utilize the owner’s data via 

the cloud or a third-party auditor (TPA) who can provide expert integrity checking services. Moving a step forward, 

Wang et al. designed an advanced auditing mechanism [6] (named as WWRL in this paper), so that during public 

auditing on cloud data, the content of private data belonging to a personal user is not disclosed to any public 

verifiers.  

Unfortunately, current public auditing solutions mentioned above only focus on personal data in the cloud 

[2]. We believe that sharing data among multiple users is perhaps one of the most attractive features that motivates 

cloud storage. Therefore, it is also necessary to ensure the integrity of shared data in the cloud is correct. Existing 

public auditing mechanisms can actually be extended to verify shared data integrity [2], [6], [17], [18]. However, a 

new significant privacy issue introduced in the case of shared data with the use of existing mechanisms is the 

leakage of identity privacy to public verifiers [1].  

 

  For instance, Alice and Bob work together as a group and share a file in the cloud (as presented in Fig. 1). 

The shared file is divided into a number of small blocks, where each block is independently signed by one of the two 

users with existing public auditing solutions (e.g., [6]). Once a block in this shared file is modified by a user, this 

user needs to sign the new block using his/her private key. Eventually, different blocks are signed by different users 

due to the modification introduced by these two different users. Then, in order to correctly audit the integrity of the 

entire data, a public verifier needs to choose the appropriate public key for each block (e.g., a block signed by Alice 

can only be correctly verified by Alice’s public key). 

 

 As a result, this public verifier will inevitably learn the identity of the signer on each block due to the 

unique binding between an identity and a public key via digital certificates under public key infrastructure (PKI). 

Specifically, as shown in Fig. 1, after performing several auditing tasks, this public verifier can first learn that Alice 

may be a more important role in the group because most of the blocks in the shared file are always signed by Alice; 

on the other hand, this public verifier can also easily deduce that the eighth block may contain data of a higher value 

(e.g., a final bid in an auction), because this block is frequently modified by the two different users. Failing to 

preserve identity privacy on shared data during public auditing will reveal significant confidential information (e.g., 

which particular user in the group or special block in shared data is a more valuable target) to public verifiers. 

 

   In order to protect these confidential information, it is essential and critical to preserve identity privacy 

from public verifiers during public auditing. In this paper, to solve the above privacy issue on shared data, we 

propose Oruta,1 a novel privacy-preserving public auditing mechanism. More specifically, we utilize ring signatures 

to construct homomorphic authenticators [11] in Oruta, so that a public verifier is able to verify the integrity of 

shared data without retrieving the entire data—while the identity of the signer on each block in shared data is kept 

private from the public verifier. 



Praveena.A et al, International Journal of Computer Science and Mobile Computing, Vol.3 Issue.9, September- 2014, pg. 684-690 

© 2014, IJCSMC All Rights Reserved                                                                                                        686 
 

 

 More specifically, we utilize ring signatures to construct homomorphic authenticators [11] in Oruta, so that 

a public verifier is able to verify the integrity of shared data without retrieving the entire data—while the identity of 

the signer on each block in shared data is kept private from the public verifier. In addition, we further extend our 

mechanism to support batch auditing, which can perform multiple auditing tasks simultaneously and improve the 

efficiency of verification for multiple auditing tasks. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig 1: MA-ABE scheme in Cloud 

 

Meanwhile, Oruta is compatible with random masking [6], which has been utilized in WWRL and can 

preserve data privacy from public verifiers. Moreover, we also leverage index hash tables from a previous public 

auditing solution to support dynamic data. The remainder of this paper is organized as follows. In Section 2, we 

present the related work. In Section 3, we introduce MA-ABE Scheme as proposed architecture, The detailed design 

and security analysis .In Section 4, we evaluate the performance of MA-ABE. Finally, we conclude this paper in 

Section 6. 

 

 

II. Related Works 
              Privacy-preserving mechanism that supports public auditing on shared data stored in the cloud. In 

particular, through exploitation of ring signatures to compute verification metadata needed to audit the correctness 

of shared data. In addition, our mechanism is able to perform multiple auditing tasks simultaneously instead of 
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verifying them one by one With mechanism, the identity of the signer on each block in shared data is kept private 

from public verifiers, who are able to efficiently verify shared data integrity without retrieving the entire file.  

 

III. System Analysis and Design 
A.1. Secure Architecture for Information sharing and Management of data stored in the cloud        

             The user centric, secure sharing of data’s stored on semi-trusted servers, and focus on addressing the 

complicated and challenging key management issues. In order to protect the personal health data stored on a semi-

trusted server, we adopt attribute-based encryption as the main encryption primitive. Using ABE, access policies are 

expressed based on the attributes of users or data, which enables a user to selectively share data among a set of users 

by encrypting the file under a set of attributes, without the need to know a complete list of users. We provide a 

thorough analysis of the complexity and scalability of our proposed secure data sharing solution, in terms of 

multiple metrics in computation, communication, storage and key management.  

  We also compare our scheme to several previous ones in complexity, scalability and security. Furthermore, 

we demonstrate the efficiency of our scheme by implementing it on a modern workstation. Finally, most of the 

existing works do not differentiate between the personal and public domains, which have different attribute 

definitions, key management requirements and scalability issues. Our idea of conceptually dividing the system into 

two types of domains is similar with that in, however a key difference is in a single TA is still assumed to govern the 

whole professional domain. A single data owner can encrypt her data and share with multiple authorized users, by 

distributing keys to them that contain attribute-based access privileges. They also propose a method for the data 

owner to revoke a user efficiently by delegating the updates of affected cipher texts and user secret keys to the cloud 

server. Since the key update operations can be aggregated over time, their scheme achieves low amortized overhead.  

 

 

A.2. Multiuser Attribute based Encryption scheme for Public domains: 

 The Users obtain their attribute-based secret keys from the AAs, without directly interacting with the 

owners. To control access from users, owners are free to specify role-based fine-grained access policies for data 

files, while do not need to know the list of authorized users when doing encryption. For the purpose of PSD access, 

each PHR file is labelled with its data attributes, while the key size is only linear with the number of file categories a 

user can access. Since the PUDs contain the majority of users, it greatly reduces the key management overhead for 

both the owners and users. 

  Since the number of users in a PSD is often small, it reduces the burden for the owner. When encrypting 

the data for PSD, all that the owner needs to know is the intrinsic data properties. The multi-domain approach best 

models different user types and access requirements in a system. The use of ABE makes the encrypted self-

protective, they can be accessed by only authorized users even when storing on a semi-trusted server, and when the 

owner is not online. In addition, efficient and on-demand user revocation is made possible via our ABE 

enhancements. 

 

A.3. Applying the AES Algorithm based on user 

  The AES encryption algorithm theory, this paper proposes the AES encryption methods and steps which 

are appropriate for the identity authentication of engine anti-theft system. It also designs the experimental program 

and obtains good results. The encryption algorithms like AES, DES, RC4 and others are available for the same. We 

have used the Advanced Encryption Standards algorithm for encryption and decryption of the data. The most widely 

accepted algorithm is AES algorithm. We have developed an application on Android platform which allows the user 

to encrypt the messages before it is transmitted over the network. This application can run on any device which 

works on Android platform. This application provides a secure, fast, and strong encryption of the data. There is a 

huge amount of confusion and diffusion of the data during encryption which makes it very difficult for an attacker to 

interpret the encryption pattern and the plain text form of the encrypted data. The messages encrypted by the 

developed application are also resistant to Brute-Force and pattern attacks.  

 

 

A.4. Key Management with policy Strategies and revocation Process 

  Compared with existing revocable ABE schemes, the main advantage of our solution is small re-keying 

message sizes. To further show the storage and communication costs, we provide a numerical analysis using typical 

parameter settings in the supplementary material. In evaluate the computational cost of our scheme through 

combined implementation and simulation. We provide the first implementation of the MA-ABE scheme, and also 
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integrated the ABE algorithms into a prototype system To revoke a user, the maximum re-keying message size is 

linear with the number of attributes in that user’s secret key. These indicate our scheme is more scalable than 

existing works.  

 The MA-ABE scheme is tested on a PC with 3.4 GHz processor, using the pairing based cryptography 

library. The public parameters are chosen to provide 80 bits security level, and we use a pairing-friendly type-A 

160-bit elliptic curve group. This parameter setting has also been adopted in other related works in ABE. We then 

use the ABE algorithms to encrypt randomly generated XML-formatted files, and implement the user-interfaces for 

data input and output. Due to space limitations, the details of prototype implementation are reported in. In the 

supplementary material we present benchmarks of cryptographic operations and detailed timing results for the two 

ABE algorithms used by our framework. It is shown that, the decryption operation in our enhanced MA-ABE 

scheme is quite fast. 
 

                                                   IV. Performance Analysis 
          The server’s computation cost spent in user revocation to evaluate the system performance of user revocation. 

Especially, the lazy-revocation method greatly reduces the cost of revocation, because it aggregates multiple cipher 

text/key update operations, which amortizes the computations over time. The details of the experimental/simulation 

evaluation results are presented in the supplementary material. A novel framework of secure sharing of personal 

health records in cloud computing. 

Considering partially trustworthy cloud servers, we argue that to fully realize the User-centric concept, user shall 

have complete control of their own privacy through encrypting their data files to allow fine-grained access.     

  

                                        
                                                   

Fig 2 : Performance of the Privacy Preserving 
 

We utilize ABE to encrypt the data, so that user can allow access not only by personal users, but also 

various users from public domains with different professional roles, qualifications and affiliations.        The 

framework addresses the unique challenges brought by multiple data owners and users, in that we greatly reduce the 

complexity of key management while enhance the privacy guarantees compared with previous works. Furthermore, 

we enhance an existing MA-ABE scheme to handle efficient and on-demand user revocation.  

 

                                       
 

Figure 3: Performance analysis of the encryption logics 

              

      Through implementation and simulation, we show that our solution is both scalable and efficient. 

 

 

                                                          



Praveena.A et al, International Journal of Computer Science and Mobile Computing, Vol.3 Issue.9, September- 2014, pg. 684-690 

© 2014, IJCSMC All Rights Reserved                                                                                                        689 
 

V. Conclusion 
               We modelled a privacy-preserving mechanism that supports public auditing on shared data stored in the 

cloud against risks of privacy exposure. scalability in key management, flexible access and efficient user revocation, 

have remained the most important constraints and it has been modelled  toward achieving fine-grained, 

cryptographically enforced data access control In particular, we exploit and explore Multi Authority Attribute based 

Encryption to compute verification of the data stored in the cloud to audit the correctness of shared data. Through 

imposing the Multi Authority - ABE technique our mechanism, the identity of the attribute on each block in shared 

data is kept private from public verifiers, who are able to efficiently verify shared data integrity without retrieving 

the entire file. In addition, our mechanism is able to perform multiple auditing tasks simultaneously as a substitute of 

verifying them one by one. 
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