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Abstract— Biometric is the measurement of behavioral and physiological characteristics for the human, generally used 

either for identification or verification, but it is also can be used as a key for different security applications. Among 

different biometric characteristics such as ears, voice, fingerprint, face, retina, iris, palm print, hand geometry, etc., the 

retina biometric can provide a higher level of security because of its inherent robustness. The main aim of this paper is to 

design and build a pseudorandom number generator based on the retina for stream cipher cryptography. The proposed 

system is based on the use of hybrid technology that consists of the characteristics of human retina and logistic functions 

to generate keys with high-quality specifications in terms of unpredictability, randomization, and non-re-generation. The 

NIST Package and correlation statistical tests prove that the generated keys are random, unpredictable, uncorrelated, and 

robust against different kinds of attack. The retina image keys are capable of passing most of the NIST statistical tests 

with high success rates also the average security test prove that the encrypted text  is secure against entropy attack. 

Keywords— Retina, Random number generator, Logistic function, Linear interpolation 

I. INTRODUCTION 

Biometrics is a term for body measurements and calculations. It indicates to metrics related to the individual's 
characteristics. The biometrics authentication is employed in computer science as a fashion of identification and access control. 
Also, it is used to identify persons in groups that are under control [1]. With the rapid growing of the E-crimes and the related 
cases, diffusing a reliable user authentication system that became an important job for securing user’s private data and access 
control. People characteristics like voice, face, iris, retina, signature, and other features supply a dependable level of security to 
public and personal utilize. For a long time, different biometric authentication systems have been used. Because of the 
uniqueness of human biometrics that taken the main role in decaying imposters’ attacks. These models of authentication have 
beat other conventional security systems such as PIN number and password [2].  

Due to computer security, there is an increasing interest in the generating of a random key for digital signatures, 
cryptography, and protected communication protocols. Stream ciphers are fast cryptographic primitives to provide 
confidentiality of electronically transmitted data. They can be very suitable in environments with restricted resources, such as 
mobile devices or embedded systems. Actually, the stream cipher security completely bases on the key stream. stream ciphers 
security depend entirely on the “suitable” key stream S0, S1, S2,…... . while randomness plays a main role,  so the random 
number generator (RNG)  are significant for that purpose[3].The random bit sequence can be taken out from biological data 
and because of the uniqueness of biometrics; it is very hard to generate the duplicate [4]. Due to using biometric as seeds for 
pseudorandom number generators or, directly, like random number sequences, this would eliminate the security problems that 
arise when anyone utilizes software random generators on the basis of the content of the input/output buffers, the system clock, 
et cetera. due to their disadvantages versus intruder’s attacks [5]. 

The retina as a biometric has specific priorities when compared to other biometrics. It is so secure and utilizes a stable 
physiological feature. It is so hard to fraud. Retinal patterns are variant for right and left the eye. They are different even for 
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identical twins. Further, retinal patterns do not alter with age. Opposite other biometric behaviors, the image will not sign on 
the retina for a dead person. As the retina is current deep within a person’s eyes it is very unlikely to be damaged by any 
temporal or environmental conditions. So retina is an important biometric feature for highest security systems [6]. The 
biometric data can be utilized to seek the randomness of the biometric data in order to utilize them after the codification in the 
format of integer or bit like random number sequences. The biometric data generate robust random numbers [7]. 

In this paper, a pseudorandom number generator has been designed and built (based on the characteristics of human retina 
and logistic functions) for text encryption. This paper consists of the following sections; the related works are explained in the 
second section, the third section defines and explains the basic concepts and related subjects of logistic function, the fourth 
section presents the design of the proposed system, experimental results are explained in section five, the last section presents 
the conclusions of this work and recommendations for future works. 

II. RELATED WORKS 

 Biometric-based random number generator systems for security applications have been heavily studied and improved for 
overcoming the drawbacks of traditional systems. H. Zhu et al. [8] presented a random number generator system based on the 
unique randomness of the human iris and chaotic function. In this system, the chaotic function is used for eliminating a similar 
pattern in the iris of the same person to obtain the unpredictable random sequences. S. Gerguri et al. [9] presented a random 
number generation system from repeated measurements of fingerprints as an alternate system to the proposed biometrics 
systems in cryptography application, and for analyzing its properties. This system could supply a worthy source of randomness 
in mobile devices equipped with a scanner for fingerprints. S. Barman et al. [10] proposed a key generation system based 
fingerprint for cryptographic application. The features of the fingerprint are extracted from a fingerprint image to be processed 
for deriving a cryptographic key. This generated key is utilized for encrypting the message. At the time of message decryption, 
the key is regenerated from a fresh sample of the same fingerprint. The generated key can be revoked if needed and it does not 
reveal exact information about features of fingerprint as the key noninvertible. P. Yankanchi and S. A. Angadi [11] proposed a 
steganographic system based on one of the biometric traits i.e. Hand geometry. The features are extracted from hand images of 
individuals and by utilizing these features unique key is generated. This generated key is employed to find a particular pixel 
position from which, for embedding the secret data in the least significant bits of the cover image. The embedded secret 
message is extracted from the stego-image by utilizing the generated unique key. R. Dwivedia et al. [12] presented a biometric 
system based a fingerprint for secure communication. This system provides a framework for secure communication between 
two users utilizing fingerprint. The algorithm of Diffie Hellman (DH) is utilized for generating public keys from private keys 
of sender and receiver that are shared and further utilized for producing symmetric cryptographic key at both ends. In this 
system, the revocable key for symmetric cryptography is generated from the irrevocable fingerprint. 

 Most of these related systems used the biometrics features as a direct source for key generation, and that lead to making 
these systems are not able to satisfy the terms unpredictability, randomization, and non-re-generation. Therefore, the proposed 
system is based on the use of hybrid technology includes the human retina and logistic functions to generate keys with high-
quality specifications of the required terms. 

III. STREAM CIPHER CRYPTOGRAPHY 

     Stream ciphers are fast cryptographic primitives to provide confidentiality of electronically transmitted data. They can be 
very suitable in environments with restricted resources, such as mobile devices or embedded systems. It is depend on the 
thought  of the one-time pad (OTP) cipher, which known as Vernam cipher. OTP uses a whole random keystream, and every 
digit of the keystream is jointed with one digit from the plaintext to create a digit of ciphertext. The keystream digits have to be 
totally random, and furthermore, the keystream must own the same length such as the plaintext.[3][13] 

IV. AVARAGE SECURETY  

It is also called Information Entropy Analysis; in the study of statistical analysis, the Information Entropy factor is used to 

measure the secure value of a cipher. A secure cryptosystem should be performing a condition on the information entropy 

that is the ciphertext should not provide any information about the plaintext[14]. Secrecy of ciphers is calculated in terms of 
the key equivocation (conditional entropy of key given cipher)[15]: 

 

V. LOGISTIC FUNCTION 

The logistic map is usually used in most of pseudorandom generators and cryptosystems. It is employed in the chaos-based 
secure communication system and for the generations of binary numbers [16]. In 1976, (Robert May) mentioned that the 
logistic map instructs to the chaotic dynamics. Logistic maps are polynomial maps. It is frequently cited as a symbol of how 
complex behaviors can rise from so simple nonlinear dynamical equations. it is a one-dimensional map that utilizes to shape 
easy nonlinear discrete systems. It clarifies by a recursive function as follows: 
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 wherever λ is the fertility coefficient or population growth rate and x_nis a relative population size in a discrete-time instant 
n [17]. Precisely, the applications of the logistic map have grown during the last years, for example, in fields as chemistry, 
biology, physics, image transfer and secure data, random number generators for chaos-based communication, financial 

modeling, circuit applications, traffic, and business cycle theory . Where 0 ≤ ≤ 1 and 0 ≤ λ ≤ 4. The chaotic behavior is 
achieved with 3.57< λ ≤ 4 as shown in Figure 1 [18]. 

 
Fig. 1. The bifurcation diagram of the 1D logistic map [44]. 

VI. THE PROPOSED KEY GENERATION SYSTEM 

In the proposed system, firstly, the retina image is loaded from the database and then the key will be extracted based on 
several stages, figure 2 illustrates the overall retina based pseudorandom number generator system. Figure 3 illustrates the first 
three stages of the proposed system. 

 
Fig. 2. The structure of retina based pseudorandom number generator system. 

 
Fig. 3. The block diagram of the retina image preprocessing, segmentation and feature extraction stages. 

A. Retina Image Preprocessing Stage 

In this stage, the loaded retina image is preprocessed using the following steps; 

 Step1: Equalize individual color. The pixel is represented with three ingredients, i.e. the amount of red, green, and blue 
which organize the presented color.  The histogram equalization is performed in each of the three color elements 
separately. The procedure of color image equalization causes the local features of the image to become visible after 
equalization.  

 Step2: Grayscale conversion. The retina colored image is converted to the grayscale image to have minimal data 
because the domain of grayscale has one channel instead of three channels of a color domain that tend to fast processing 
and less influenced by the brightness that refers as noise in many cases.  

 Step3: Classical histogram equalization (CHE). The CHE stretches the histogram over the total spectrum of pixels (0 – 
255). It is a contrast enhancement process with the target to obtain a new enhanced image for the uniform histogram. 
The CHE attempt to create an output image which has a flat histogram, i.e., a regular distribution. A histogram merely 
plots the frequency at every grey-level exist from black (0) to white (255). 
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B. Retina Image Segmentation Stage 

In this stage, the segmentation technique is presented using grayscale morphological operations. It is more simple and easy 
method than other segmentation methods. The grayscale morphological operations are dilation, erosion, opening, closing, and 
top and hat; in this search, only two operations are used opening, and top-hat with structure element shape as diamond and size 
5×5. First opening operation is performed on the processed image which starts with the erosion operation, where the light 
regions which are less than the structuring element are removed. The operation of dilation which follows ensures that light 
regions that are larger than the structuring element retain their original size. 

The gray image I is a function that it's domain is a subset of two-dimension digitized space m m. For each point p  m m, 
the translation of I by p is defined by: 

 

And the erosion and dilation by structuring element J are respectively offered by: 

 
 

 
 

The opening can be defined as the dilation of the erosion of the set I by the structuring element J: 

 
 

Opening removes small objects from the foreground (commonly taken as the dark pixels) of an image, placing them in the 
background. Secondly, perform image subtraction operations on the image for better foreground extraction. Finally, the 
morphological top-hat operation is performed. White top-hat computes the morphological opening of the image and then 
subtracts the result from the original image (after processing) to extract the white image reigns. The white top-hat transform is 
offered by: 

 

C. Retina Image Feature Extraction Stage 

The main goal of this stage is to extract some important features of the retina image. Entropy algorithm is used for 
analyzing the human retina patterns and extracting features from them. Entropy is used to measure the amount of information. 
Entropy is defined in terms of the probabilistic behavior of a source of information. 

After the retina image is preprocessed and segmented, the image will be input for the entropy algorithm. The entropy 
algorithm will extract the pixel entropy feature, as in the following steps; 

 Step 1: Find the histogram for the input retina image. 

 Step2: Normalize the histogram and calculate the entropy function in the range of (0-255). 

Consider m×m image I with gray { , ,…, }. If the probability of every pixel value in image f is p( ). Then, the 

amount of information included within every pixel can be represented like this: 

 
 

for an image I, the total amount of information will be gotten as follows: 

 

 Step 3: Compute the new histogram for the results of the entropy function. 

 Step 4: Equalize the histogram and take the maximum entropy value from the result. 

D. Retina Center Determination Stage 

 The traditional Canny edge detector goal is to detect edges even in images that are intensely contaminated by noise. It 
smooth image using one mask Gaussian filter. Adaptive Canny Edge Detection (ACED) goal is to find the important points in 
retina vessels and this is achieved using two kernels. The required steps are as follows; 

 Step1: Convert the color image to grayscale image, then to remove the noise, 2D Gaussian filter will be performed; the 
first mask parameter is segma1=2, then with the second mask and its parameter segma2=2, then the gradients GX, GY, 
and the magnitude will be computed. 

 Step2: Locate the theta as theta1=2, theta2=0 in order to highlight regions with high spatial derivatives.  
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 Step3: Locate the threshold parameter as alpha=0.7 to determine the final set of pixels. The pixels that are greater than 
the threshold will be determined as black and the pixels that are lower than the threshold will be determined as white. 

 Step4: Apply linear interpolation between maximum x, y, and minimum x, y, then the resulted x, y will represent the 
mid-point and its coordinate will be the center of the retina grid. 

E. Linear Interpolation Stage 

 In this stage, the linear interpolation technique is used between retina center point and entropy points to generate new points 
whose coordinates locate the key values.  

 Linear interpolation is the simplest method of interpolation. It takes two data points to construct the value of new data 

points. Two data points in the coordinate frame that are given as ( , ) and ( ) respectively. To find a function that 
represents these data points, the equation of a straight line can be used that represents a straight line drawn which passes 
through these two data points. The equation of a straight line is presented by: 

𝑓( 𝑥 ) = 𝑦 = 𝑚𝑥 + 𝑐                               (9) 
 

where 𝑚 represents the gradient of the line and 𝑐 represents the y-intercept of the equation, that is the value of 𝑦 at 𝑥 = 0, and 

are presented by the following equation: 

 

 
Next, to substitute the values of 𝑚 and 𝑐 and rearranging, the interpolating function 𝑓 (𝑥) is written like: 

 

F. Key Generation Stage 

 For key generation, the 1D logistic map is used which basically nonlinear and exhibit an apparently random behavior for 
values of the system. The logistic function produces truly unpredictable random sequences even if the initial conditions are 
known exactly. Matrix 64 × 64 is used to be filled by the 1 D logistic function values. The coordinates of the retina points (that 
generated in the linear interpolation step) will locate the key values in the chaotic matrix. Mod function is used for the 
coordinates of retina image points that exceed 64×64 to be compatible with the chaotic matrix. Each time the chaotic value is 
taken (as a key) new chaotic value will fill in its position and the chaotic matrix is rotated by 90 degrees anti-clockwise. This 
approach will overcome the similar patterns collected from the same retina image, so even if two pixels have the same intensity 
in the retina image, then the generated random sequence is absolutely different. Figure 4 illustrates an example of the key 
generation process. 

 

Fig. 4. An example of the key generation process. 

G. Encryption using stream cipher 

Encryption is the technique of encoding plain text into cipher text before transmitting it over channel for avoiding stealing of 

confidential data. A stream cipher encrypt bits individually at a time. The crypto-key that generated in(F)is converted to 

binary stream and xored with the plain text that will be converted to binary stream too. The output is ciphered secret message. 
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VII. EXPERIMENTAL RESULTS 

The proposed system is tested on (DRIONS-DB) database [15]. The database contains 110 color digital retinal images. 124 
eye fundus images are chosen randomly from an eye fundus image base which belonging to the Ophthalmology Service at 
Miguel Servet Hospital, Saragossa (Spain). For this first image base, whole these eye images (14 in total) that had some kind of 
cataract (moderate and severe) were eliminated and, in the end, it was acquired the image base with 110 images. 

The results of the retina image preprocessing stage are demonstrated in figure 5. 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

Fig. 5. The results (image and its histogram) of the first stage in the retina based key generation system, (a) The original loaded image, (b) Enhanced image 

with equalizing individual color method, (c) The grayscale image, (d) The grayscale image histogram equalization. 

After the preprocessing stage, the resulted image is segmented using grayscale morphology operations.  In opening 
operation, the white regions will be smoothed where light features which are smaller than the structuring element are removed 
as shown in figure 6 (b). For image enhancement, multiple subtractions will be performed on the image. In figure 6, the first 
subtraction:  opening image (a) is subtracted from the preprocessing image (b) the result of subtraction is demonstrated in (c). 
Then, second subtraction is: image (a) is subtracted from (c) and the resulted image is shown in (d). The third subtraction is the 
opposite of the second subtraction and the result is shown in (e). The last subtraction is subtracting image (e) from (d). Finally, 
the white top-hat operation is performed to return the bright spots in the image which are smaller than the structuring. Figure 6 
shows the overall segmentation stage results. 

 
(a)                                             (b) 

 
(c) 
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(d) 

 
(e) 

  

(f) 

Fig. 6. Segmentation stage results using grayscale morphology. 

In the stage of features extraction, the results of the pixel entropy feature using entropy algorithm are shown in figure 7. 

  
(a)                                                        (b) 

Fig. 7. The results of the pixel entropy feature, (a) Table of calculated maximum entropy. (b) The coordinates of the final highest entropy pixels. 

The center of the retina will be determined by; firstly, applying the ACED algorithm as shown in figure 8, secondly, linear 

interpolation technique is used between retina center point and entropy points to generate new points whose coordinates locate 

the key values to present more randomness as shown in figure 9. 

    
                                          (a)                                                (b) 

Fig. 8. ACED algorithm implementation. (a) The graph of (ACED) algorithm implementation, and retina center locating which represented by yellow color. 

(b) Retina points coordinates. 
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(a) 

                
 

                                                                    (b)                                                                                        (c) 

Fig. 9. Linear interpolation process implementation. (a) graph of the linear interpolation process. (b) The new point coordinates that are generated, (c) The 

behavior and the distribution of the new points using the above approach. 

In the final stage, the coordinates of the retina points that generated in the linear interpolation stage will locate the key 
values in chaotic matrix. The key is generated by using matrix 64×64 filled by the 1D logistic function values with initial value 
x=0.1 and the λ=4 as shown in figure 10 (a), (b). The coordinates of the retina points determine the key values in a chaotic 
matrix as shown in figure 10. 

The NIST statistical tests are very useful for studying and estimating the randomness of the binary sequence created by the 
generator. So as to test the randomness of the keys that are created by the proposed retina image, NIST package is used. The 
results for (16) the statistical tests of the NIST are shown in table 1.  The obtained results show that the generated keys are 
capable of passing the NIST statistical tests with high success rates. Table 2 shows a comparison between the proposed system 
and other related existing systems. 

 

  
(a)                                                              (b) 
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(c)                                                         (d) 

Fig. 10. The generated key, (a) The numbers generated at the initial conditions of the logistic function. (b)  Matrix 64 × 64  filled by the 1D logistic function 

values. (c) The distribution of the generated random numbers using the chaotic function system. (d) The coordinates of the retina points opposite the key 

values in the chaotic matrix.. 

TABLE I.  NIST TEST RESULTS FOR THE GENERATED KEY. 

Test Name 
Number 

of tests 

Number 

of 

successes 

Number 

of 

failures 

Lowest 

success 

ratio 

p-value 

>0.01 

Frequency 128 128 0 100% 1 

Cumulative Sums 256 255 1 99% 
0.5925

17 

Runs 128 127 1 99% 
0.6097

51 
Longest Run of 

Ones 
128 128 0 100% 1 

Binary Matrix Rank 128 128 0 100% 
0.3909

9 

Spectral DFT 128 128 0 100% 
0.6381

73 

Random Excursion 128 127 1 99% 0.6185 

Random Excursion 

Variant 
128 127 1 99% 0.6718 

Lempel Ziv 

Compression 
128 128 0 100% 1 

Block Frequency 128 127 1 99% 
0.8596

84 
Overlapping 

Template Matching 
128 128 0 100% 1 

Approximated 

Entropy 
128 128 0 100% 1 

Non-Overlapping 

Template Matching 
18944 16681 2263 88% 

0.0034

96 

Linear Complexity 
 

128 127 1 99% 0.7461 

Serial 

 
128 128 0 100% 1 

Universal 1280 1101 179 86% 0.043 

 

AVERAGE SECURITY 

The information entropy obtained is relatively high value. This means that information leakage in the encryption process is 

negligible and the encrypted text is secure against entropy attack. This test prove that the generated keys is unpredictable, 

random and robust keys. The test is previously described in section (IV).   

                                                  
Fig(11) show the average security for ciphered text. 
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CONCLUSION 

Random numbers are very significant for stream cipher cryptography. Unpredictability and unique randomness key 
generation system based retina has been proposed. This system takes advantage of computer processing speeds, biometric data, 
and chaotic map to produce robust keys without having to remember complicated sequences which might be lost, stolen, or 
even guessed. By using a 1D logistic map with retina image features to generate the keystream, the resulting key satisfies the 
following characteristics:  Firstly, it seems random, that implies it can pass all the tests.  Also, it is unpredictable and cannot be 
surely recreated.  Finally, it xored with the plain text to produce a secure cipher text.  

In future work, another biometrics like fingerprint, face, hand also can be used as a random source to generate RNG. 
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