Available Online at www.ijcsme.com

I nter national Jour nal of Computer Science and M obile Computing

A Monthly Journal of Computer Science and | nformation Technology

ISSN 2320-088X
[JCSMC, Vol. 2, Issue. 4, April 2013, pg.56506

RESEARCH ARTICLE|

Customer Security Issuesin Cloud Computing

Nimmati Satheesh®
!Assistant professor, PSNA college of engineering) Bechnology, Dindigul-624224, India

1 nimmatisatheesh@gmail.com

Abstract— The Cloud computing concept offers dynamaily scalable resources provisioned as a servieero
the Internet. Economic benefits are the main drivéor the Cloud, since it promises the reduction adpital
expenditure (CapEx) and operational expenditure (9. In order for this to become reality, howevehere
are still some challenges to be solved. Amongsséhare security and trust issues, since the usddta has to
be released to the Cloud and thus leaves the ptaiaesphere of the data owner. Most of the discuss on
these topics are mainly driven by arguments relatedrganizational means. This paper focuses orhteical
security issues arising from the usage of Cloud\sees and especially by the underlying technologisgd to
build this cross-domain Internet-connected collalation.

I. INTRODUCTION

Despite of the fact that industry big players li@eogle, Amazon, Sales Force, Microsoft and othereh
products and services under the umbrella of ‘cloamhputing’, ‘cloud ready’ or other similar denomiioa,
there is no consensus about what exactly cloud atnmis.. It is a new paradigm, not just a disitéxl
computing paradigm, but also a new business paradigis intended to provide computing power, safitey
and storage and even a distributed datacenterstrnidure on demand. In order to make these clarstits
viable, cloud computing makes use of existing tetbgies, such as virtualization, distributed coniput grid
computing, utility computing and Internet. Howeveven those industry big players have productssendces
available as also a definition of what are the daddoud computing underlying technologies, a cugiom
intending to better understand and profit from thésv paradigm faces several concerns, especialylites
related to security. Considering the customer pointiew, we have made an extensive research @irolbthat
are the main security problems pointed in the abégl literature for cloud computing security, aimio list and
discuss the more recurrent ones.

IIl. CLouD COMPUTING CATEGORIES

Attempts to cloud computing standardization arengeaione by some groups, including governments and
industry. One effort that can help to avoid misustindings, by putting everyone to talk the sameguage, is
the definition of cloud computing and its categsri@s of this writing, the US National Institute $fandards
and Technology (NIST) is one of them, having defitiee cloud as composed of four deployment modaise
service models and five essential characterisiibs.Cloud Security Alliance [6], which formal debwas made
at RSA Conference 2009 releasing a white papetlenhtiSecurity Guidance for Critical Areas of Focims
Cloud Computing”, has taken these definitions takmtirough its guidance, explaining that the mdiiva is
“to bring coherence and consensus around a comarguadge so we can focus on use cases rather than
semantic nuance.

A. Deployment models

The definitions of the deployment models listedtnape taken as it is from the NIST definition, altigh
other researches mention this deployment modelssirtilar definitions.
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1) Public Cloud

The cloud infrastructure is made available to teeegal public or a large industry group and is aivbg an
organization selling cloud services.

2) Private Cloud

The cloud infrastructure is operated solely foroaganization. It may be managed by the organizatioa
third party.

3) Hybrid Cloud

The cloud infrastructure is a composition of twonmore clouds (private, community, or public) thamain
unique entities but are bound together by standeddior proprietary technology that enables data and
application portability (e.g., cloud bursting farld-balancing between clouds).

4) Community Cloud

The cloud infrastructure is shared by several

Organizations and supports a specific communityt thas shared concerns (e.g., mission, security
requirements, policy, and compliance considerajidhsay be managed by the organizations or & thérty.

B. Service Models

There are three service models available in th&aetar

1) Infrastructure as a Service (IaaS)

The capability provided to the consumer is to Bmn processing, storage, networks, and other fuedéal
computing resources where the consumer is ableepboy and run arbitrary software, which can include
operating systems and applications

2) Platform as a Service (PaaS)

“The capability provided to the consumer is to depbato the cloud infrastructure consumer-created or
acquired applications created using programminguages and tools supported by the provider [5].”

3) Software as a Service (SaaS)

In this case, is provided “a complete, turnkey agglon—including complex programs such as thoge fo
CRM or enterprise-resource management via therlatérin each of these service models, what can be
controlled by the customer varies, but in gendraldoes not have

Control over the underlying cloud infrastructurdisTis especially true when is the case of a puddtiad, the
focus of the present paper. In a private cloud,example, security responsibilities can be takerbgrthe
customer, if he is managing the cloud, but in tasecof a public cloud, such responsibilities areeran the
cloud

Provider and the customer can just try to assebe i€loud provider is able to provide security.

The five essential characteristics are related on-demand self-service, broad network access, resource
pooling, rapid elasticity and measur ed services.

Ill. CLoOUD COMPUTING SECURITY OVERVIEW

Many cloud computing security problems are stiltlear. Being cloud computing such a recent computin
paradigm, it is natural that many aspects remagowered whereas the paradigm itself is being more

Developed and understood.

Vulnerability to attack: critical business information and IT resources @uitside the customers firewall.

Standard security practices: customers want to be confident that such pragtice being followed. Most of
those practices require disclosure and inspectibich leads to another concern as a customermyildata be
in the same virtual hardware and network resouvaés other customers, being susceptible to discosn
someone else’s inspection?

Being subject to state or national data-storage lawsrelated to privacy or record keeping:

Permit some personal data to be transmitted outsgl&U. In the cloud, data can be stored anywimetiee
world; it is important to attend such regulatioB&fore jumping into the cloud, the customer shduaidw its
unique security risks, considering specially seseourity conditions during the process of choosingoud
provider. These unigue security risks are:

Privileged user access. outsourcing means allowing outsourced servicesbypass internal controls,
including personnel controls. With this in mindethustomer has to obtain as more information asilples
about how the possible future provider hires peapig what kind of controls their accesses have.

Regulatory Compliance: if the cloud computing provider is not subject efternal audits and security
certifications, the customer probably should nat iis services for non-trivial tasks. Customersehtvalways
remember that, unless stated or agreed otherkisg are responsible for their own data.
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Data location: when using the cloud, the customer probably mit know where their data will be stored.
Thus, it is recommended checking if the providet e@mmit to store and process data in specifigsglictions
and if a contractual commitment on behalf of thetomer will be made by the provider.

Data segregation: customers should check what is done to sepaiff¢estht customers’ provider data, due to
the fact that, in a cloud, the environment is stiatésing cryptography, for example, is effectivet bo not
solve all the problems. It must be checked alsthé cryptographic schemes are designed and tested b
specialists, because cryptographic accidents degt@lnake data unusable.

Recovery: the provider capacity of restoring the entireteysand how long it would take should be checked
by the customer. Any provider that does not refdides data or infrastructure is prone to totalfias.

Investigative support: In order to have confidence that inappropriatélegal activities will be possible to
be investigated, the customer needs a formal camenit

from the provider. This commitment should statechhkind of investigation will be possible and atfives
evidence that similar support was already donenbyptrovider. Otherwise, the customer almost casube that
such investigations will be impossible.

Long-term viability: if happens that the cloud computing provider bguired or goes broke, the customer
needs to know if the data will still be availabledain a format that will allow being imported tobstitute
application. Summarizing the Gartner’s report, costrs should demand transparency and avoid previtiat
do not

Offer clear information about security. The riske axpected because cloud computing can also lneasea
new business model, with many aspects to be fullgevstood before being adopted with no restrictions
better, with fewer restrictions. As happen in angwnbusiness or technological area, customers and
professionals need to be confident on what are feing into. Storing data remotely into the clounda
flexible on-demand manner brings appealing bendfitdief of the burden for storage management, ersa
data access with independent geographical locatiand avoidance of capital expenditure on hardware,
software, and personnel maintenances, etc. Howasers face the situation of losing control of tltkgita. For
example, he no longer has physical possessioneobdtsourced data and may not get to know aboatldas
and leakage incidents, if the cloud provider fomsoreason acts unfaithfully and decide not to refue
incident just to cite a few.

Cryptography

One could ask if applying some cryptographic andkbp schema would not solve at least part of the
problem. This is a question certainly being targét studies, especially because as we cited before,
cryptographic accidents are able to make data Wteisd@rying to contribute to the subject, we brisgme
questions to this discussion.

- If using cryptography, how the key managementse@o

0 One key for each customer?

0 One key to all customers?

o Multiple keys for the same customer?

- What are the current cryptographic systems mampliGable to the cloud computing characteristics
especially data storage?

- Last but not least, in which situations

Cryptography should be used?

We think that the cloud provider should have aitedacryptographic plan, explaining what algorithwmat
be used, how the key management will be done, vi@memyption will be used and so on. The Cloud Seguri
Alliance Guide provides some guidance in these topres As stated by them, cloud computing divorces
components from location and this creates secisfiyes that result from this lack of any perimetéence
there is only one way to secure the computing nessu strong encryption and scalable key manager@émid
customers and providers must encrypt all dataansit, at rest or on backup media, since all comcations
and all storage may be visible to arbitrary outdd€ustomers and providers want to encrypt thata do
ensure integrity and confidentiality as also toidvwaving to report incidents to their users, rerbering that a
provider’s customer may have their own customeepmrt and successively. Users are "universallyired to
accept the underlying premise of trust.” highligltthat although some take trust as synonymousafriy, it
is not and in security the element of trust is mmpearent. Relating to the classic key concepiafofmation
security, lists the minimum capabilities that shibloé offered by the cloud storage provider:

* A tested encryption schema to ensure that theedlstorage environment safeguards all data;

« Stringent access controls to prevent unauthor@eess to the data; and

 scheduled data backup and safe storage of tHaipanedia.. Such audit would be done by a thirdypar
auditor, called TPA. Knowing that such data in gahedue to privacy issues, cannot be subject sfldsure,
lists two fundamental requirements for the TPA:
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1) Efficient cloud data storage auditing withoutrdading the local copy of data and without addaiocon-
line burden to the cloud user;

2) No new vulnerabilities should be brought to udata privacy by the auditing process. Such reqmergs
are best practices as also are the reasons mdaticthe TPA being a good choice instead of the awsar
auditing the correctness of their data: 1) posddnige size of stored data; 2) possible user’ caerpesource
constraints; 3) simply

Downloading the data for its integrity verificatios not a practical solution due to the expensisena I/O
cost and transmitting the file across the network.

Backup and recovery

Backup is probably the more traditional way of kegpdata for recovery purposes. However, beingiafuc
to ensure that a point-in-time data is availableestore business operations and given the speaiate of a
cloud environment, some questions need to be gleadwered by the provider and understood by te®mer:

- Who performs the backup?

- How frequent the backup is performed?

- Who is responsible for storing the backup?

- Which backup format is used? Is it dependenpetiic technology?

- Logical segregation of data is maintained throtighbackup execution?

Having these questions being done, another impoitane is if the provider will be able to meet apecific
customer backup requirement. Normally, to have flecéve backup and recovery strategy, a carefudstof
organization’s need have to be done. Being thedckounulti-tenant environment, it is possible the tloud
provider specific backup and recovery plan will fiottompletely to the customer’s need. Also, astimmed
before, the data should be encrypted on the bacileda.

According to, as a customer and provider of data,dustomer’s responsibility to verify that sushcryption
takes place.

Data format standards

It seems vital to data availability to have a digianat that allows customers to take their datanfrone
provider and leverage it inside another providepglication. This kind of concern, however, is heitnew or
exclusively of cloud computing, so what was alrebdynt or developed since the beginning of therhet and
the need of data exchange should be taken intcuateehen addressing this situation. The XML (Exibles
Markup Language) format was designed to store embport data. As cited in [13], XML is a technojdbat
started a decade ago and since then great efferbé@n done by the research and industrial comgntmit
support XML and related technologies in RDBMS (Relzal Database Management System). Also, being the
format subject of standardization and widely adwptiots of research aiming to secure the formatdieeady
been developed and it still is subject of ongomgriovements.

Adopting XML or not, the groups cited here and matiyers working on cloud computing standardizations
should have this in mind: data must be interchabigea

IV. FINAL CONSIDERATIONS

Cloud computing is a very promising technology thaips companies reducing operating costs while
increasing efficiency.

Even though cloud computing has been deployed aed in production environments, security in cloud
computing is still in its infancy and needs morsearch attention. Our paper presents a surveydiegar
security in cloud computing and Discusses a nunobgrossible research topics to improve securitgloud.
We presented an overview of cloud computing, iteefies and classifications. We then discussed ggcur
challenges in the current cloud computing modedluiding both the conventional security challendest tan
be applied to cloud computing and a number of nkallenges that we think are inherently connectethéo
new cloud paradigm. Among the current securitydsswith cloud computing, we emphasized three apéas
particular interest, namely SLAs, trusted data isigarand accountability in the cloud. We have ot
ongoing work on security SLAs for cloud computiagd briefly presented a scheme to address theiseand
privacy issue in the cloud. As secure data storaggoud environment is significant concern whiaeyents
many users from using the cloud, we presentedudisnlto provide security and privacy for user dateen it is
located in a public cloud. This secure storagetsmiudoes not always fit as there are still a nunapplications
that rely on accessing ‘“clear text” data in thoud. We have highlighted the need for further wark
accountability mechanisms in public clouds, in ortteprovide transparent services that can bedduby all
users.

© 2013, IJICSMC All Rights Reserved 505



(1]
(2]
(3]
(4]

(3]
(el
(7]

(8]
(9]

Nimmati Satheeshnternational Journal of Computer Science and MoBibmputing Vol.2 Issue. 4, April- 2013, pg. 50265

REFERENCES

M. A. Vouk, “Cloud Computing— Iscsues, research and implementations”, In: 30th Iatiéonal
Conference on Information Technology Interfaces,3ip40, 2008.

I. Foster, I. Yong Zhao Raicu, and S. Lu, “Cloudn@mting and Grid Computing 360-Degree
Compared”, In: 2008 Grid Computing Environments Wétop, pp. 1-10, 2008.

G. Lin, D. Fu, J. Zhu, and G. Dasmalchi, "Cloud Quiting: IT asa Service," IT Professional, vol. 11,
no. 2, pp. 10-13, Mar./Apr.2009.

R. Buyya, Y. Chee Shin, S. Venugopal, “Market-OmehCloud Computing: Vision, Hype, and Reality
for Delivering IT Services as Computing Utilitiesth: 10th IEEE Conference on High Performance
Computing and Communications. IEEE Computer Soc298, pp. 5-13.

P. Mel, and T. Grance, “Cloud computing definition NIST,  June2009,
http://csrc.nist.gov/groups/SNS/cloudcomputing/mdeml

[6] Security Guidance for Critical Areas of FocusCloud Computing, www.cloudsecurityalliance.org
(last access on Dec2010).

J. Heiser, and M. Nicolett, Assessing the Securifgisks of Cloud Computing.
http://www.gartner.com/DisplayDocument?id=685308

http://www.forbes.com/technology/ (last access @e.[2010).
http://www.google.com/privacy/privacy-policy.html

[10] L. M. Kaufman, "Data security in the world of cloedmputing,"IEEE Security & Privacy Magazine,

vol. 7, no. 4, pp. 61-64, July2009

[11] C. Wang, Q. Wang, K. Ren, and W. Lou, "Privacy-premg public auditing for data storage security in

cloud computing," in2010 Proceedings IEEE INFOCOBREE, March 2010, pp. 1-9.

[12] http://lwww.dmtf.org/ (last access on Dec. 2010).
[13] R. Zhen Hua Liu Murthy, “A Decade of XML Data Maregent: An Industrial Experience Report from

Oracle”, In: IEEE 25thinternational Conference oat® Engineering, pp. 1351-1362.IEEE Computer
Society, 2009.

[14] http:/lwww.straffordpub.com/products/cloud-compgtimnaging-the-legal-risks-2009-12-09 (last

access on Dec. 2010).

© 2013, IJICSMC All Rights Reserved 506



