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Abstract— An intrusion detection system is a meckan that monitors network or system activities for
malicious activities. Intrusion detection and previion systems (IDPS) are primarily focused on idéying
possible incidents, logging information about theamd reporting attempts .In organizations use IDHR&r
other purposes, such as identifying problems witcsrity policies and deterring individuals from Meting
security policies. Intrusion detection systems hdwerome a necessary addition to the security infrasture

of nearly every organization. Some systems maynapteto stop an intrusion attempt but this is neithe
required nor expected of a monitoring system, thverk proposes a mechanism for real-world traffic dn
statistically analyzes these cases.

Key Terms: - Java Capturing Packets; Windows Capgr Packets; Classifiers 45; Intrusion Detection
System; False positive; False Negative; peer torpigplication

. INTRODUCTION

There are a multitude of malicious traffic detextiechniques, and thus, vulnerabilities in commeecusity
components, such as firewalls are unavoidableusidn detection system and intrusion preventiotesys are
commonly used today. They are used to detectrdiifetypes of malicious traffic, network communioas,
and computer system usage with the mission of priggpsystems from widespread damage; that is tsecau
other detection and prevention techniques, sucfir@salls, access control, skepticism, and encoypthave
failed to fully protect networks and computer sys$efrom increasingly sophisticated attacks and rasw
malicious traffic makes network performance inééit and troubles users. Intrusion detection systemd
intrusion prevention systems are used to detefdrdift types of malicious traffic, network commuations, the
detection and prevention techniques, such as fitewaccess control and encryption have failedutty fprotect
networks and computer systems from sophisticatetlst. However, there is no “perfect” detectionrapph,
which can always correctly distinguish between aoialis and normal activities. In other words, IDBS$ can
identify a normal activity as a malicious one, ¢agsa false positive, or malicious traffic as nothtausing a
false negative.

Il. LITERATURE REVIEW

Focuses on network traffic measurement of Pee™eer (P2P)[2] applications on the Internet. P2P
applications. Supposedly constitute a substantia@pgrtion of today's Internet traffic. The research
contributions in each field are systematically suamzed and compared, allowing us to clearly deéristing
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research challenges, and to highlight promising mesearch directions. The findings of this revidvoudd
provide useful insights into the current IDS litera and be a good source for anyone who is irtestda the
application of Cl approaches to IDSs or relateltifie

The Internet has seen, in recent days, a continuseign malicious traffic including DDoS and woattacks.
In this paper, we study the effect of malicioudfitaon the background traffic by gathering tradesm two
different locations. We show that the malicioudfitacauses DNS latencies to increase by 230% aed w
latencies to increase by 30%. Using a packet-lsiallations based on an empirically derived modethe
worm, we demonstrate that the effect of worm-irddchosts can be disastrous when they trigger a DDoS
attack.[3]

Ill. EXPERIMENTAL SETUP

A network-based IDS/IPS is an independent platfommije a host-based one consists of an agent msta h
Winpcap and jpcap captured real-world traffic asglay all functions, like antivirus, anti-spam, P2fstant
messenger (IM), streaming scan, and system logaJdfs are enabled if possible[2].

A. WinPcap
WinPcap is an open source library for packet capturd network analysis for the Win32 platforms. Mos

networking applications access the network throwglely used operating system primitives such agestsc It
is easy to access data on the network with thiscagh since the operating system copes with theléowl
details (protocol handling, packet reassembly,) etod provides a familiar interface that is similarthe one
used to read and write files[4]. The purpose oh\8&p is to give this kind of access to Win32 agilons; it
provides facilities to

e Capture raw packets.

e Transmit raw packets to the network.

*  Gather statistical information on the network tiaff

B. Jpcap

Jpcap is a Java class package that allows Javicappis to capture and/or send packets to the arktw
Jpcap is based on libpcap/winpcap and Raw SockBt#AFherefore, Jpcap is supposed to work on aSydd
which libpcap/winpcap has been implemented. Culyedpcap has been tested on FreeBSD 3.x, LinuwHRed
6.1, Fedora Core 4, Solaris, and Microsoft Wind@@80/XP.
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Fig 1 Experimental Setup for the IDS

IV. EXISTING SYSTEM
Monitoring the communication protocol between aremted device (a user/PC or system) because using
protocol based system[5] . A host-based intrusietection system (HIDS) identifies intrusions by lgmimg
system calls, application logs, file-system modificns (binaries, password files, capability/adithases) and
other host activities and state. An example of B$lls OSSEC. The data extraction is not separabta the
content descriptions.

© 2013, IJICSMC All Rights Reserved 611



M. Penchala Pravees al, International Journal of Computer Science and MoBibmputing Vol.2 Issue. 4, April- 2013, pg. 61146

A. False Positive/Negative Assessment

FP and FN rates are two important metrics in méaguhe accuracy of a network security system, agh
an IDS or IPS. It has been demonstrated that evemall rate (1 in 10,000) of FPs could generate an
unacceptable number of FPs in practical detectibhs.assessment is important to IDS/IPS develdpgrg to
optimize the accuracy of detection by reducing bBfs and FNs, because the FP/FN rate limits the
performance of network security systems due tobte-rate fallacy phenomenon. The statistical apalyn
this work can elucidate the causes and rankingsR# and FNs, thus allowing developers to avoidlaimi
pitfalls during their product development. The déten of DUTs may be incorrect, resulting in FPsFs.
FPNA has the following three procedures, majoriting, trace verification and manual analysis.

First, majority voting is a decision which has ajonidy, that is, more than half of the votes. Itasbinary
decision voting used most often in influential démh-making bodies, including the legislatures emacratic
nations. In this work, the voters are all DUTs (dewnder test) and potential FPs/FNs are detaatddr the
definition of majority voting. In other words, ifnty one or a few DUTs generate a detection logsimme
specific packet trace, this trace appears as aorFtrue negative (TN) case. On the other han@&nwhore
than half of the DUTs have alerts for this trat¢e trace is likely to be an FP or a true positiVB)( Second,
after detecting the potential FPs/FNs/TPs/TNs, wosk replays the extracted packet trace accortlirtge log
to the DUTs again. This step is called trace wveaifon because it verifies whether this case isodyrxible to
the original DUTs. This case is producible FP/FNTIW¥Pwhen it meets the following two conditions.

* For any DUT, it must produce an alert if it dabt time

* The two alerts must be the same when one camedomme DUT last time and the other is producechby t
same DUT this time Otherwise, this case is un-r@pecible. For example, there are one traffic flovd dhree
DUTSs, A, B and C. After this traffic flow passesdhgh the PCAPLib system, we get an extracted packee
from this traffic and two alerts from A and C. Twterts are named Al and C1, respectively. Theniepkay
this extracted packet to A, B and C again. If A &g@roduce alerts, called A2 and C2, and the corteA2
and C2 are same as that of A1 and C1, respectitrédyextracted packet trace is reproducible.

B. Limitation of the existing system

1. The hackers recover the embedding data in originalge because the data placed in particular bit
position.
2. To attack the hidden data using original image bseaeferred the key value.
The data extraction is not separable from the earescriptions.

V. SYSTEM DESIGN

IDSs/IPSs can identify a normal activity as maliciaone, causing a false positive (FP), or malictoaffic
as normal, causing a false negative (FN) and theariaty of commercial products, open source, @sgarch
into IDSs were proposed. To create a pool of affices causing possible FPs and FNs to IDSs beasing
Attack System Extraction (ASE). When securing amoek, administrators have to use many differenisoo
Although functionality of them is similar, adminiators have to spend a considerable amount of timread
documentation and learn how to use a new tool.
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Fig 2 Proposed System Architecture

A. Advantages of proposed framework

1. Network Intrusion Detection Systems gain accessetwork traffic by connecting to a hub, network
switch configured for port mirroring, or networkpta

2. To minimize this effort a specialized tool securirggwork and checking available service.

3. For each operating system different applicationgeha be used, regardless they are doing exaaly th
same.

4. The ASE was expanded into a bigger system, cafledPICAPLib system. The PCAPLIib system not
only extracted and classified the real-world t@afiaptured from Campus Beta Site into proper
categories by leveraging multiple IDSs, but alsorgimized users privacy in these FP and FN traffic
traces out of security considerations.

B. C45 Algorithm

The C4.5algorithm is Quinlan’s extension of his own ID3 algorithm fgenerating decision trees. Just as
with CART, the C4.5 algorithm recursively visitscbadecision node, selecting the optimal split, lumti further
splits are possible [6]. However, there are intémgsdifferences between CART and C4.5 Unlike CARTe
C4.5 algorithm is not restricted to binary splitghereas CART always produces a binary tree, Ch8ywes a
tree of more variable shape. - For categoricalbattes, C4.5 by default produces a separate bréorchach
value of the categorical attribute. This may resulnore “bushiness” than desired, since some gat@y have
low frequency or may naturally be associated witheo values. The C4.5 method for measuring node
homogeneity is quite different from the CART metlaodl is examined in detail below. In general, stef34.5
algorithm to build decision tree are:

- Choose attribute for root node , Create branchefixh value of that attribute , Split cases adogrdo
branches, Repeat process for each branch untiha#ls in the branch have the same class , Choasiich
attribute to be a root is based on highest gagach attribute. To count the gain, we use formibalw:

Gain(S. A) = Entropy(5) — :% ¥ Entropy(51) (1)

[m] |

{S1, ..., Si, ..., Snk partitions of S according to values of attribute = number of attributes A,
|Si| = number of cases in the partition Si, |®Jtal number of cases in S

Entropy(8) = E— pi*log, pi (2)
i—1
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S : Case Set , n: number of cases in the part8iopi : Proportion of Sito S

C. Multi boosting

The effect of combining different classifiers damexplained with the theory of bias-variance deoasition.
Bias refers to an error due to a learning algorittinile variance refers to an error due to the ledmmodel. The
total expected error of a classifier is the sunthef bias and the variance. In order to reduce doi@svariation,
some ensemble approaches have been introduced:tivaldpoosting (AdaBoost) ,Bootstrap Aggregating
(Bagging),Wagging and Multiboosting. This is whytidlea emerged of combining both in order to prfofitn
the advantages of both algorithms and obtain araéiverror reduction.

D. Analyzing the Data set

A data set is a collection of data, usually presérin tabular form. Each column represents a paatic
variable. Each row corresponds to a given membehefdata set in question. It lists values for eetthe
variables, such as height and weight of an objegtlues of random numbers. Each value is knowen @astum.
The data set may comprise data for one or more raesnborresponding to the number of rows.  Vdlaes
may be numbers, such as real numbers or integgrexdmple representing a person's height in cemtirs, but
may also be nominal data (i.e., not consistingwherical values), for example representing a péssethnicity.
More generally, values may be of any of the kindsadibed as a level of measurement. For each Veyitie
values will normally all be of the same kind. Howevthere may also be "missing values", which rieede
indicated in some way. The Internet has seen, éantedays, a continuous rise in malicious trafficluding
DDoS and worm attacks. In this paper, we studyetfect of malicious traffic on the background tiafby
gathering traces from two different locations. Weow that the malicious traffic causes DNS latendies
increase by 230% and web latencies to increas®¥y Bsing packet-level simulations based on an sogtly
derived model of the worm, we demonstrate thateffect of worm-infected hosts can be disastrousnithey
trigger a DDoS attack.

VI. CONCLUSION AND FUTURE ENHANCEMENT

This concludes what kinds of FPs or FNs happeryetsiDS/IPS with real-world traffic and investiges
their frequencies across all FPs and FNs. Therdvesehierarchies of classification in this work. ©is by
protocols, such as HTTP, FTP, NetBIOS and IRC dmddther is by IDS policy types (also called “alttac
types”), like DDoS, buffer overflow, Web attackasc and so on. IDSs/IPSs are less reliable todagiuse of
the limitations of the signature-base methodologlyis work proposes the C45 Algorithm whighducing
classification rules in the form of decision tréesm a set of given examples. The decision treeeigaed by
C4.5 can be used for classification, and for tbsspn, C4.5 is often referred to as a statistieaisdier. This
can identify malicious traffic by using Attack Sgst Extraction (ASE).
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