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Abstract: A simple, multipurpose, efficient, sensitive and highly qualities method of image cryptography will
be introduced in this research paper. The method will be easily used to encrypt-decrypt any type of image
with any size (gray and color images). The proposed method will secure the image by providing a high degree
of image protection based on using a complex private key, which contains eight values, each of the has a
double data type. The private key will provide the required key space to resist any hacking attack. The
private key components will be used to calculate the size of the generated 3D chaotic logistic key. The private
key will also be used to run two chaotic logistic map models to get two different chaotic keys base on the
chaotic parameters values included in the private key. Two rounds of XORing operations will be used to
generate the encrypted-decrypted image. The generated outputs of the proposed method will be sensitive to
the selected value of the private key. The proposed method will be very flexible, changing the source image
or/and changing the private key will not require any changes in the method algorithm. The proposed method
will be tested and implemented using various image, the obtained results will be discussed to prove the
features provided by the method: quality, sensitivity, security and efficiency.

Keywords: Cryptography, quality, sensitivity, performance, CLK, CLMM, MSE, PSNR, NPCR.

Introduction

Digital images [11-18], regardless of their type (gray or color), are considered one of the most important types of
data circulated through various means of communication due to their use in many important vital applications. The
wide spread of digital images is due to many reasons, the most important of which are [19-25]:

- It can be used in countless computer applications, for example, but not limited to: medical, educational,
security and banking applications.

- Ease of obtaining and keeping it due to the multiplicity of different sources that it provides and at no cost.

- Availability of various equipments which can easily generate any digital image.
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- The ease of digital image processing, the gray image is represented by a 2D matrix (see figure 1), while the
color image is represented by a 3D matrix (see figure 2), so image processing is transformed into a matrix
processing process [26-35].

- The large size of the digital image, which makes it a large data store that can be used for a variety of
purposes.

Part of the image matrix

71 114 76 57 59 59 92 57 67
77 70 94 85 75 101 80 61 64
56 69 65 72 76 71 60 59 45
82 68 68 75 94 52 45 37 38
76 79 102 112 53 53 42 47 36
91 81 101 88 70 56 S50 50 41
68 95 87 81 63 61 52 50 48
48 91 74 72 71 66 40 60 57
50 71 76 63 73 92 81 70 42
56 54 87 70 59 76 84 32 61

Lena image

Figure 1: Gray image sample

Part of the matrices

185 184 185 186 189 185

197 200 200 205 205 201 193
177 182 184 191 191 185 207 193
173 180 189 187 189 197 207 194
163 183 201 198 188 197 208 195
180 205 216 213 196 200 208 181
193 216 218 211 189 200 195
182 214 219 209 183 175

House.tiff image

Figure 2: Color image sample
Digital image require protection from for the following reasons [36-42]:

- It may be secret.
- It may of special nature.
- It may contain secret information and it is used as a stego image.
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And due to these reasons and due to the importance of digital images, the number of people lurking in them has
increased, which requires us to provide the necessary protection for them, especially if the communication
environment is not safe. The protection must prevent the image from being hacked [43-50].

One of the most popular methods used in image protection is image cryptography, which means encrypting the
image before sending and decrypting the image after receiving. Image encryption system as shown in figure 3
contains: original image, encrypted (cipher) image, encryption function and one or more private keys. The
decryption systems contains: encrypted image, decrypted image, decryption function and the same PKs used in the
encryption system [51-60].

Qriginal Encryption Er_lcrypted
image image

CLKs

(rl, x1, r2, x2) T
> Logistic
map

Figure 3: Encryption system

The encryption function uses the PKs to manipulate the original image to produce a damaged scrambled encrypted
image, while the decryption function uses the same PKs to manipulate the encrypted image to produce a decrypted
image, which is identical to the source original image [61-65].

Chaotic logistic map can be easily used to generate the required secret keys needed in the encryption and decryption
functions [66-73]. The chaotic parameters r and x are used to run the chaotic logistic map model (CLMM), to
generate a chaotic logistic key (CLK) [1-9], this key can be easily converted to integer decimal to match the values
of the digital image. Chaotic parameters can are used to generatelD matrix CLK [1-4], also these parameters can
be used to generate a 3D CLK by setting the size to a selected values, the following sequence of matlab operations
can be used to generate a 3D CLK:
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% Chaotic parameters:
r1=3.77;x1=0.1;
%% Three loops (R1 and C1 are the sizes)
for i=1:R1
for j=1:C1
for k=1:3
x1=r1*x1*(1-x1); 0yChaotic logistic equation
CLK1(i,j.K)=x1;
end
end
end
% Converting CLK to decimal integers
keyl=uint8(255*CLK1);

The CLK generation process require a time and this time will grow up when the key size increases, so it is
recommended to generate a small in size chaotic key [61-67], then the obtained key can be easily resized to match
the size of the image [55-60].

Many authors [1-10] used the idea of chaotic logistic theory to build various schemas of image encryption-
decryption; these methods share some good features such as quality of cryptography, security by providing
acceptable key space. The introduced methods provided throughputs, which some times were low and they were
varied from 19.7470 K bytes per second [4] to 231.0469 K bytes per second [9].

The aim of this paper research is to introduce a method of image cryptography to achieve the following:

- Multiple purposes to be used to encrypt-decrypt any image with any size and type.

- Simplicity and flexibility, changing the image or/and changing the PK must not affect the method
algorithm; also simplify the encryption and decryption functions by reducing the number of used operations
to apply encryption and decryption processes.

- High performance, decreasing the encryption-decryption time and increasing the throughput of digital
image cryptography [65-73].

- High quality, the encrypted image must be totally damaged and scrambled, while the decrypted image
must be identical to the source image [60-64].

- High security, increasing the key space and making the produced outputs very sensitive to the selected
values of the PK.

The Proposed Method

The proposed method uses a complicated PK, which contains the value of 8 double types values as shown in figure
4. The parameters P1, P2, P3and P4 are a partition fractions used to select the row sizes and column sizes of the two
chaotic logistic keys (CLK) to be generated, while r and x are the chaotic logistic parameters needed to execute the
chaotic equation and run the chaotic logistic map model (KLMM).
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Parameters to set the size of the 3D CKs
Fow fraction for CK 1 | Column fraction for | Row fraction for CK 2 | Column fraction for

CK 1 CK 2

P1 P2 P3 P4

Chaotic logistic Parameters
rl x1 12 x2
Example of PK
0.1 0.017 0.056 0.21
3.77 0.1 3.92 0.23

Figure 4: PK structure

The generated CLKs must be converted to decimal integers to form the secret keys required to apply XORing
operation, the generated secret is to be resized to match the image size. The generated secret key is very sensitive to
the selected values of the PK components, any minor changes in one or more values will generate a new key as
shown in the examples illustrated in figures 5, 6, and 7 (image size in the examples was 20x35)

kegli:,:;1) =

g7 240 Z&&d 110
a0z 98 z2:zZ:2 Ta
Too 197 124 157

PK1:
n1=20;n2=35;n3=3;
p1=0.19;p2=0.17;
p3=0.087;p4=0.076;
r1=3.77;x1=0.1;
r2=3.66;x2=0.12;

kevli:,:,2) =
155 216 52 9z 238 182 126
207 159 227 107 194 147 228
223 191 188 240 227 104 151

Figure 5: Generated key 1 using PK1 (example)
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PK2:

n1=20;n2=35;n3=3;
p1=0.19;p2=0.17;
p3=0.087:p4=0.076;
r1=3.92;x1=0.1;
1r2=3.66;x2=0.12;

kegli:,:,;,1) = keyli:,:,2)
90 233 130 T3 232 228 g0
1z8 71 225 53 g9 250 201
235 183 ZZ5 34 100 TZ 230

= keyli(:,:,3) =

250 203 g1 94 zZla Z0
103 164 227 Zo 1e3 241
103 1a7 235 Z03 58 240

Figure 6: Generated key 1 using PK2 (r1 was changed: example)

PK3:

nl1=20;n2=35n3=1;
p1=0.19;p2=0.17;
p3=0.087;p4=0.076;
r1=3.77;x1=0.25;
r2=3.66;x2=0.12;

keyl =
187 195 180 207 153
240 g7 173 218 123
250 21 TS5 207 155

Figure 7: Generated key 1 using PK3 (n3 and r1 were changed: example)

The proposed method encryption phase can be implemented applying the following steps:

Step 1:

161 217
z30 =11
ZZ6 61

Image preparation: Get the image; retrieve the image size, this step can be implemented applying the following mat

lab sequence of operations:

a=mmread('C:\Users'win 7T\Desktop\st images'\4.2.07.aiff");

[nl n2 n3]=size{a);s=nl*n2*n3;

Step 2:

Key size calculation: get the PK, use P1, P2, P3, and P4 to calculate the sizes of the two CLKs, this step can be
implemented applying the following mat lab sequence of operations:

pl1=0.9;p2=0.09;
p3=0.087;p4=0.076;
r1=3.77;x1=0.1;
r2=3.66;x2=0.12;
R1=fix(pl*nl);Cl1=fix(p2*n2);
R2=fix(p3*nl);C2=fix(p4*n2);
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Step 3:

Secret keys generation: Use the chaotic logistic parameters values included in the PK to run two CLMM to get two
CLKs, convert them to integers and then resize each of them to the image size, this step can be implemented
applying the following mat lab sequence of operations:

for =1:R1
for =1:C1
for k=1:n3
x1=r1*x1%(1-x1);
CLKI1(i,j.k)=x1;
end
end
end
key]l=uint8(2535*CLK1);
kev]l1=imresize(kevl,[nl n2]);
for =1:R2
for =1:C2
for k=1:n3
x2=r2*x2%(1-x2);
CLK2(i,j.k)=x2;
end
end
end
key2=uint8(255*CLK2);
keyv22=imresize(key2,[nl n2]);

Step 4:

Encryption: XOR the image with the first key, XOR the results with the second key to get the encrypted image, this
step can be implemented applying the following mat lab sequence of operations:

el=bitxor(a,kevll);
e=hitxor(el kev22);

The decryption phase can be implemented applying the same steps as for encryption but using the encrypted image
as an input image.

Implementation and Experimental Results

To demonstrate the proposed method, the method was applied using some image files taken from the http://
sipi.usc.edu/database/ that is also known as the USC-SIPI Image Database to analyze the utility and the do-ability of
our proposed gray and RGB images cryptography scheme. All the related experiments and simulations have been
performed in MATLAB environment.

For image cryptography we have selected the color image house.tiff with 512x512 sizes. The original house image
shown in the Figure 8(a) was encrypted using the proposed method, figure 8(b) shows the encrypted image, while

figure 8(c) shows the decrypted image. The encrypted image was completely scrambled and damaged without
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leaving any clue to reveal the original image information. The decryption result indicates that the proposed method

effectively works and perfectly recovers the original image without losing any piece of information from the original
image.

Encrypted image Decrypted image

Figure 8: House.tiff cryptography results

A gray images were also implemented using the proposed method, the obtained encrypted images were totally
damaged, while the decrypted image were always identical to the source images, figure 9 shows a sample outputs
results of the proposed method implementations:

5.1.09 image

A

Decrypted

A

Figure 9: Gray images samples

The quality of image cryptography [60-60] can be measured by the calculated mean square error (MSE) between
two images, and the peak signal to noise ratio (PSNR) between two images. In the encryption phase the value of
MSE must be high, while the value of PSNR must be low. In the decryption phase the value MSE must be zero,
while the value of PSNR must be infinite [11-17]. To prove that the proposed method satisfies the quality
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requirements, some image were taken and the MSE and PSNR values were calculated, table 1 shows the obtained
results for the encryption phase, for the decryption phase MSE was always zero and PSNR was always infinite[18-
25]:

Table 1: Encryption quality results

Image Size MSE PSNR
House 512x512x3 7857.3 21.1333
2.2.01 1024x1024x3 8023.8 20.9236
2.2.21 1024x1024x3 7665.0 21.3811
4.2.07 512x512x3 8529.8 20.3120
5.1.09 256x256 5980.9 23.8620
5.2.10 512x512 7624.9 21.4335
Remarks High Low
Satisfy the quality requirements

The sensitivity of the proposed method was tested. The Encryption and decryption phases must use the same private
key (PK), any minor changes in the PK in the decryption phase will be considered as a hacking attempt by
producing a damaged decrypted image. To show this an image was taken and encrypted using PK1 (from the list
shown in figure 10), the encrypted image was decrypted by each of the listed PKs, figure 11 shows the obtained
results:

PK1:
pl=0.01; p2=0.09; p3=0.087; p4=0.076; r1=3.77; x1=0.1; r2=3.66; x2=0.12;

PE2:

pl=0.03; p2=0.09; p3=0.087; p4=0.076; r1=3.77; x1=0.1; r2=3.66; x2=0.12;
PE3:

pl=0.01; p2=0.19; p3=0.087; p4=0.076; r1=3.77; x1=0.1; r2=3.66; x2=0.12;
PE4:

pl=0.01; p2=0.09; p2=0.187; p4=0.076; r1=3.77; x1=0.1; r2=3.66; x2=0.12;
PES5:

pl=0.01; p2=0.09; p3=0.087; p4=0.276; r1=3.77; x1=0.1; r2=3.66; x2=0.12;
PEa:

pl=0.01; p2=0.09; p3=0.087; p4=0.076; r1=3.97; x1=0.1; r2=3.66; x2=0.12;
PKT:

pl1=0.01; p2=0.09; p2=0.087; p4=0.076; r1=3.77; x1=0.15; r2=3.66; x2=0.12;
PES:

pl=0.01; p2=0.09; p3=0.087; p4=0.076; r1=3.77; x1=0.1; r2=2.76; x2=0.18;

Figure 10: Used PKs
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PK1 PK4

MSE=0, PSNR=infinite

MSE=6511.4, PSNR=23.0122

PK5 PK6

PK8

MSE=6508.1, PSNR=23.0172 MSE=7072.2, PSNR=22.1861  \[SE-=645.8, PSNR=22.8079 MSE=6418.2 PSNR= 23.1564

Figure 11: Decrypted images using various PKs in the decryption phase

The obtained images (shown in figure 11) show that the proposed method is very sensitive to the selected values of
the PK, any changes in one of them or more will lead to produce a damaged decrypted image.

The proposed method algorithm should be able to resist a differential attack. It is one of the most efficiently and
commonly used methods by the hackers to come across significant information between the plain source image and
the cipher encrypted image. Indicators like number of changes pixel ratio (NPCR) is used to quantify the ability of
an encryption algorithm to test the effectiveness of being sensitive when the plain image is changed or modified
during transmission or any stage by different attacks. NPCR determines the change rate in number of pixels between
two images C1 and C2. An effective cryptosystem yields close to 100 percent which indicates maximum resistance
to differential attack. The value of NPCR can be calculated using equation (1):

S Y, Z(ab)

e @

NPCR =

Where:

Z(a,b) =1if C1 # C2 and =0
1f Cl — 02 and H is the row size, W is the column size

A comparison is carried out among different schemes [1-4] and the values are furnished in Table 2. The NPCR value
for the Lena image is obtained as 99.7305and the result is relatively satisfactory with those of other methods.
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Table 2: NPCR measure for different methods

Method NPCR
Reference [1] 99.60
Reference [2] 99.6506
Reference [3] 99
Reference [4] 99.66
Proposed 99.7305

The proposed method provides a huge key space capable to resist hacking attacks, the PK contains 8 components,
each of which has a double data type (64 bits representation), so the key space can be calculated as shown in
equation 2:

8x64
Key space =2

=3 5112 (2)

This key space is better than other introduced methods key spaces as shown in table 3.

Table 3: Methods key space comparisons

Method Key space
Reference [5] 2 128
Reference [6] 2 149
Reference [7] ) 209
Reference [8] ) 256
Reference [9] 2398
Proposed ) 512

The speed of the proposed method was tested, some images were selected and treated using the proposed method,
the encryption times and the throughputs were calculated, table 4 shows the obtained results:
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Table 4: Proposed method speed results

Image Size in bytes Encryption time (second) | Throughput (K bytes per
second)

Lena 65536 0.0480 1333.3

House 786432 0.0790 9721.5

2.2.01 3145728 0.4890 6282.2

2221 3145728 0.4890 6282.2

4.2.07 786432 0.0790 9721.5

5.1.09 65536 0.0480 1333.3

5.2.10 262144 0.0550 4654.5

Average 1179648 0.1839 5618.4

From table 4 we can see that the proposed method provides a good throughput of average equal 5618.4 K bytes per
second, for comparison purposed the image Lena was encrypted using the introduced methods in [4] and [9]. Table
5 shows the results of comparisons:

Table 5: Encryption time comparisons

Method Encryption time (second) Throughput (K bytes | Speed up of the proposed
per second) method
Reference [4] 3.241 19.7470 67.5208
Reference [9] 0.277 231.0469 5.7708
Proposed 0.0480 1333.3 1.0000
Speed up of the proposed method equal time of other method divided by proposed
time

From table 5 we can see that the proposed method enhance the performance of image cryptography by decreasing
the encryption time.

Conclusion

An efficient method of image cryptography was introduced, tested and implemented. The proposed method provided
a good performance by decreasing the encryption-decryption time and increasing the throughput of image
cryptography, the method provided a significant speed up comparing with other methods of image cryptography.
The proposed method used a private key with complicated structure, this key was used to set the length of the 3D
chaotic logistic keys and it was used to generate them. To minimize and save the key generation time the key sizes
were small and they were resized to the size of the image to be encrypted-decrypted. The proposed method
provided a good level of security, this level is better than theses for other existing method, the key space and
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sensitivity analysis showed that the proposed method can resist hacking attacks. The proposed method used
simplified encryption-decryption functions; these functions used a two round XORing to encrypt-decrypt the image.
The proposed method was flexible, it used gray and color images, changing the image or/and changing the private
key did not require any changes in the encryption and decryption functions. The proposed method was tested and
implemented using various images, the obtained results proved the quality, sensitivity and the performance of the
method.
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