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Abstract: 
Text file may be confidential and it can contain secret information that required protection from being hacked. In 

this research paper a simple method of text files cryptography will be introduced, this method will suit any text file 

with any size; the sequence of required operations will remain the same without any change even if we change the 

text file and the private key. The introduced method of data cryptography will provide a high level of security; the 

private key will provide a huge key space making the hacking process impossible. The private key will have a 

complicated structure with multiple components, these components are to be used to generate three keys needed to 

apply three rounds of encryption-decryption, the keys will be very sensitive to any minor changes, any changes in 

the private key components in the decryption phase will be considered as a hacking attempt. The private key will 

base on chaotic logistic map model to generate 2D chaotic keys. The proposed method will be implemented and the 

obtained results will be analyzed using various types of analysis to prove the efficiency enhancement provide by the 

proposed method.  

Keywords: Cryptography, CLMM, PK, key, MSE, PSNR, CC, throughput. 

 

Introduction 

Encryption in cyber security means converting data from a readable format to an encrypted format [45-50]. The 

encrypted data can only be read or processed after it has been decrypted [16-20]. Encryption is the basic building 

block of data security. It is the simplest and most important way to ensure that computer system information is not 

stolen or read by someone who wants to use it for malicious purposes. Data security encryption is widely used by 

individual users and large companies for the purpose of protecting user information transmitted between the browser 

and the server. This information may include anything from payment data to personal information [35-44]. A data 

encryption program, also known as an "encryption algorithm" or simply "encryption", is used to develop a cipher 
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scheme that can theoretically only be penetrated by massive computing power [48-53]. When information or data is 

shared over the Internet, it passes through a series of network devices around the world, which are part of the 

Internet as a whole. Through the transmission of data over the public Internet, there is a possibility that it  will be 

hacked or stolen by hackers. To prevent this, users may install certain software or hardware to ensure the secure 

transmission of data or information. These operations in the field of network security are known as "encryption" 

[40-50]. Encryption involves converting plain text that is readable to humans into unintelligible text, which is known 

as cipher text. This generally means taking readable data and changing it so that it appears randomly. Encryption 

involves the use of an encryption key, which is a set of mathematical values agreed upon by both the sender and the 

receiver. The recipient uses the key to decrypt the data and return it to readable plain text [25-35]] -. The more 

complex the encryption key, the more secure the encryption, as third parties are less likely to be able to decrypt it 

through brute force attacks (i.e. trying random numbers until the correct combination is guessed). Encryption is also 

used to protect passwords. Password encryption methods hash your password to become unreadable by hackers [35-

40]. 

Data cryptography has the following benefits [45-53]: 

- Encryption helps maintain data integrity: Hackers don't just steal information; they can even alter the data 

to commit fraud. While it is possible for skilled hackers to alter the encrypted data, recipients of the data 

will be able to detect the damage, allowing for a quick response. 

- Cryptography helps organizations comply with regulations: Many industries, such as financial services or 

health care, have strict regulations about how consumer data is used and stored. Encryption helps 

organizations meet and ensure compliance with these standards. 

- Encryption protects data as it travels across devices: Most of us use multiple devices in our daily lives, and 

transferring data from one device to another can have some risks. Encryption technology helps protect data 

across devices, even during transmission. Additional security measures, such as advanced authentication, 

also help deter unauthorized users from accessing. 

- Encryption helps when transferring data to cloud storage: More and more users and organizations are 

storing their data in the cloud, which means cloud security is a must. Encrypted storage helps keep that data 

private. Users must ensure that data is encrypted during transmission, during use, and during storage. 

- Encryption helps organizations secure offices: Many organizations include remote offices, especially in the 

post-pandemic era. This can pose cyber security risks as data is accessed from many different locations. 

Here, encryption helps protect against theft or accidental loss of data. 

- Data encryption protects intellectual property: DRM systems silently encrypt data, in this case intellectual 

property such as songs or software, to prevent reverse engineering and unauthorized use or reproduction of 

copyrighted material. 

Text files cryptography [21-23]usually done using one private key (PK), to increase the level of security and to 

provide a high degree of text file protection we will use three complicated PKs as shown in figure 1. 

 

 

 

Figure 1: Text file cryptography 
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Text file cryptography is considered s a good method of data cryptography if it satisfies the following features[24-

32]: 

- Cryptography quality: Here the encryption process must destroy the input text file making it corrupted 

and un readable. The degree of destruction can be measured by mean square error (MSE) between the input 

file and the encrypted one, peak signal to noise ratio (PSNR) between the input file and the encrypted one, 

and correlation coefficient (CC) between the input file and the encrypted one. Here MSE must be very 

high, PSNR must be very low and CC must be very low (closed to zero). 

In the decryption phase the input file must be recovered and the decrypted file must be identical to the input 

file, here MSE must be zero, PSNR must be infinite and CC must equal 1. MSE, PSNR and CC are to be 

calculated using equations 1, 2 and 3. 

 

 

Where: 

 

- The method must be highly secure: The method security can be achieved by the complicity of the PK, 

here the key space must be very huge and the PK key must be very sensitive to any minor changes, any 

minor change in the PK during the decryption phase must be considered as a hacking attempt and the 

produced decrypted file must be corrupted. 

- The method must be efficient: This can be achieved by minimizing both the encryption and decryption 

times, this will lead to maximizing the method throughput (bytes encrypted/decrypted per second). 

- Simplicity: The method must be easy to implement and changing the methods inputs does not lead to any 

change in the process of encryption/decryption. 
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Related Work 

A lot of text files cryptography methods were introduced, many of these methods were based on some standards [8-

12] like data encryption standard (DES), 3DES, advanced encryption standard (AES) and blowfish (BF).  These 

methods provided good quality parameters (MSE, PSNR and CC) and they are good to encrypt-decrypt small data 

sizes, increasing the text file size will increase rapidly both the encryption and decryption times, thus the methods 

throughput will drop down. The proposed standard based methods shared a lot of features, some of these features 

can be considered as disadvantages: These methods used a fixed length PK and this key was used to generate other 

needed sub keys, the data to be encrypted-decrypted was divided into equal in size blocks, block size is fixed and 

small, this negatively affected the efficiency of these methods.  

In [1] the authors introduced performance comparisons between the standard methods of data cryptography and it 

was shown that the throughput of these methods ranges from 2683 to 10176 bytes per second, this throughput is 

very low, and using this method to encrypt-decrypt text files with big sizes will require a lot of time. 

Some other authors introduced methods which enhanced the throughput, in [13] the authors introduced a method , 

the throughput was enhanced to reach 169.1 K bytes per second, while in [14] the introduced method enhanced the 

throughput to reach 710 K bytes per second. 

In [2] the authors made performance comparisons between chaotic and non-chaotic methods of data cryptography, 

the final results of comparisons are shown in table 1. 

 

In [3] the authors provided a robust and fast image encryption scheme based on a mixing technique. In [4] the 

authors provided cosine-transform-based chaotic system for image encryption, while in [5] the authors introduced a 

novel image encryption algorithm based on polynomial combination of chaotic maps and dynamic function 

generation. In [6] the authors introduced Multiple-image Encryption Algorithm Based on DNA Encoding and 

Chaotic System, while in [7] the authors produced a multiple-image encryption with bit-plane decomposition and 

chaotic maps, these methods provided good quality a have various speeds as shown in table 2 
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The Proposed Method 

The proposed method uses a complex complicated PK to apply text file encryption-decryption, and it contains 12 

components each has a double data type (64 bits length), the structure of PK is shown in figure 2. 

 

Figure 2: PK structure 

PK is divided into 3 parts, each part is to be used to generate a 2D chaotic logistic map model (CLMM) key [15], R 

and C are to be used to determine the key dimensions, where r and x are the parameters of CLMM, these parameters 

are used to generate the value of the 2D key as shown in the following sequence of operations: 

 

The generated key must be changed to integer and must be resized to match the text file dimensions. 

The generated chaotic key are very sensitive to any minor changes in one or more components, this will be 

explained later in the implementation and results part. 

Keys generation require time, this time will increase when increasing the key dimensions (see figure 3), so we can 

use a small key to minimize the generation time, this key can be resized to match the text file size, table 3 shows the 

required generation times for keys with various dimensions 

Table 3: required keys generation times 

R C size Generation time(second) 

4 5 20 0.000282 

10 15 150 0.000297 

20 20 400 0.000322 
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30 40 1200 0.000715 

50 50 2500 0.001258 

80 80 6400 0.000997 

100 100 10000 0.001414 

200 200 40000 0.006953 

500 500 250000 0.167031 

600 800 480000 0.423425 

1000 1000 1000000 1.949329 

1000 5000 5000000 11.427580 

 

 

Figure 3: Key generation time vs key size 
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The encryption, decryption phases of the proposed method require 3 keys to apply 3 rounds of encryption 

decryption, the encryption phase is shown in figure 4 and it can be implemented applying the following algorithm: 

Encryption phase: 

Inputs 

Text file to be encrypted, PK ( the values of the 12 components shown in figure 2)  

Output  

Encrypted text file 

Process 

1) Get the text file. 

2) Retrieve the text file dimensions 

3) Convert the text file to decimal 

4) For each key do the following: 

a) Use the associated R and C to set the loops. 

b) Use the associated r and x to run the CLMM. 

c) Convert the key to integers between 0 and 255. 

d) Resize each key to match the text file size. 

5) Apply first round of Xoring the text file with key1. 

6) Apply second round of XORing the result of step 4 with key2. 

7) Apply third round of XORing the result of step 5 with key3 to get the encrypted text file. 

8) Convert the encrypted file from decimal to character. 
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Figure 4: Proposed encryption phase 

The decryption phase as shown in figure 5 can be implemented applying the following algorithm 

Decryption phase 

Inputs 

Encrypted text file to be encrypted, PK (the values of the 12 components shown in figure 2)  

Output  

Decrypted text file 

Process 

1) Get the encrypted text file. 

2) Retrieve the text file dimensions 

3) Convert the text file to decimal 

4) For each key do the following: 

a. Use the associated R and C to set the loops. 

b. Use the associated r and x to run the CLMM. 

c. Convert the key to integers between 0 and 255. 

d. Resize each key to match the text file size. 
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5) Apply first round of Xoring the text file with key3. 

6) Apply second round of XORing the result of step 4 with key2. 

7) Apply third round of XORing the result of step 5 with key1to get the decrypted text file. 

8) Convert the decrypted file from decimal to character. 

 

 

Figure 5: Proposed decryption phase 
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Implementation and Results Analysis 

For researchers who want to reproduce the output, the following matlab code can be used. 

 

 

The decryption code is the same as encryption code using en as an input. 

The proposed method was implemented using various images with various PK, below we will analyze the obtained 

results: 

1) Sensitivity Analysis 

PK contains 12 components divided into three parts, each part is to be used to generate one of the three keys used in 

the encryption-decryption phases. Each key is very sensitive to any minor changes in one or more PK components. 

The same components values must be used in the encryption and decryption phases. Any minor change in these 

values during the decryption phase will be considered as a hacking attempt resulting in producing a damaged 

corrupted decrypted text file, figures 6 and 7 show how the generated keys are sensitive to any changes in the PK 

components. 
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Figure 6: Different CLMM produce different keys 

 

 

Figure 7: Keys sensitivity 
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Table 4 shows how changing PK components in the decryption phase will affect the decrypted text file  

PK: Key used in the encryption phase 

100,100,3.99,0.01,120,130,3.99,0.011,40,50,3.99,0.009 

Text file: "Text file cryptography" 

Table 4: Decrypted text file quality 

Decryption key Decrypted file MSE PSNR CC 

100,100,3.99,0.01,120,130,3.99,0.011,40,50,3.99,0.009 Text file cryptography 0 infinite 1 

120,100,3.99,0.01,120,130,3.99,0.011,40,50,3.99,0.009 Vgzv"addc!buzr•mdz`•hp 86.3182 54.6765 0.9379 

100,50,3.99,0.01,120,130,3.99,0.011,40,50,3.99,0.009 «cyq#een`$auyptography 348.5000 44.2969 0.7415 

100,100,3.97,0.01,120,130,3.99,0.011,40,50,3.99,0.009 Plvp$jijb$`u• xxhkhjypy 30.5000 62.7065 0.9746 

100,100,3.99,0.018,120,130,3.99,0.011,40,50,3.99,0.009 ­el{'cj`l!hsyzzhe• l|jv 410.4091 42.8943 0.7217 

100,100,3.99,0.01,120,130,3.99,0.019,40,50,3.99,0.009 ZckoÝ{�n�2z•ts•u�qfhjk 2068.4 31.6179 -0.120 

100,100,3.99,0.01,120,130,3.99,0.011,40,50,3.99,0.029 ª• • }Ín�d•Ôxs• v}}��fiwn 3478.4 25.5886 -0.86 

 

2) Security Analysis 

 The PK contains 12 components, the R and C range is from 1 to 200 (to get a smaller key to minimize the key 

generation time, so 8 bits are required to represent each of the), r and x have a double type, so 64 bits are required to 

represent each of them. 

 The key space of the PK should be large enough to withstand attacks. In our proposed encryption-decryption 

algorithm, the initial values x, r, the varied parameters and the initial code book can be selected as secret keys. Let 

the largest precision be , the key space is about, R, and C values will be up to 1024 (10 bits)  , while r and x 

have a double data type (64 bits)  

 

Ks has a huge range it can be considered as a highly secure and hacking the PK will be A very difficult problem that 

takes time and effort to solve. 

3) Quality Analysis 

A method of text file cryptography is considered a good method if it destroys the data during the encryption phase 

and recover the original data in the decryption phase. MSE and PSNR can be used to measure the degrees of 

destruction and recovery. MSE between the input file and the encrypted file must be very high, while PSNR must be 

very low. MSE between the input file and the decrypted one must be zero, while PSNR must be infinite. 

Some text files were selected and encrypted-decrypted using the proposed method, table 5 shows the calculated 

MSE and PSNR between the input text file and the encrypted file (R and C where equal 20) : 
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Table 5: Quality measurements  

Text file size( K bytes) Between input and encrypted files Between input and decrypted files 

MSE PSNR MSE PSNR 

9.7656 10855 17.9015 0 Infinite 

15.2344 11006 17.7633 0 Infinite 

21.9727 10887 17.8720 0 Infinite 

39.0625 10712 18.0340 0 Infinite 

244.1406 10875 17.8827 0 Infinite 

976.5625 10853 17.9034 0 Infinite 

 

From table 5 we can see that the obtained values for MSE and PSNR prove that the proposed method satisfied the 

quality requirements, changing the PK components did not negatively affect the quality. 

4) Correlation Analysis 

Several text files were selected and encrypted-decrypted using the proposed method, CC between the input file the 

encrypted file, and CC between the input file and decrypted file were calculated, table 6 shows the obtained results: 

Table 6: CC results 

Text file Size (K bytes) CC between input and encrypted 

files 

CC between input and decrypted 

files 

9.7656 -0.0028 1 

15.2344 -0.0021 1 

21.9727 0.0040 1 

39.0625 0.0016 1 

244.1406 0.0016 1 

976.5625 0.0020 1 

The obtained results shown in table 6 prove that the proposed method totally destroyed the input file during the 

encryption phase (very low CC values), and total recover the original file in the decryption phase (CC always equal 

1). 

5) Speed Analysis 

Method of text file cryptography must provide a high throughput, this can be achieved by minimizing the encryption 

and decryption times. In our proposed method the encryption time (decryption time) will depend on the size of the 

generated key, increasing this size as we saw earlier will increase the time required to generate the key, and thus the 

total encryption time will be increased. 
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 The following PK with R=C=100 was selected and used to encrypt-decrypt several text files, table 7 shows the 

obtained results: 

PK1: 

100,100,3.99,0.01,120,130,3.99,0.011,40,50,3.99,0.009 

Table 7: Times and throughputs using PK1 

Text file size (K bytes) Keys generation 

time(second) 

Total encryption time 

(second) 

Throughput (K bytes per 

second) 

9.7656 0.0088 0.0368 265.7190 

15.2344 0.0098 0.0480 317.3114 

21.9727 0.0086 0.0494   445.1330 

39.0625 0.0091 0.0486 803.2461 

244.1406 0.0094 0.0617 1080.3 

976.5625 0.0097 0.0929 10517 

97656 0.0076 0.5113 10842 

 

Increasing the keys dimension will increase the required times for cryptography, thus will decrease the method 

throughput, table 8 shows the obtained results of the proposed method using PK2 

PK2: 

1000,1000,3.99,0.01,1000,1000,3.99,0.011,1000,1000,3.99,0.009 

Table 8: Times and throughputs using PK2 

Text file size (K bytes) Keys generation 

time(second) 

Total encryption time 

(second) 

Throughput (K bytes per 

second) 

9.7656 6.2146 6.2871 1.5533 

15.2344 6.0435 6.1165 2.4907 

21.9727 6.2285 6.3047 3.4851 

39.0625 6.1649 6.1649 6.2400 

244.1406 6.5358 6.6342 36.8005 

976.5625 5.8385 5.8929 165.7194 
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Decreasing the keys dimension will decrease the required times for cryptography, thus will increase the method 

throughput, table 9 shows the obtained results of the proposed method using PK3 

PK3: 

20,20,3.99,0.01,20,20,3.99,0.011,20,20,3.99,0.009 

Table 9: Times and throughputs using PK3 

Text file size (K bytes) Keys generation 

time(second) 

Total encryption time 

(second) 

Throughput (K bytes per 

second) 

9.7656 0.0052 0.0431 226.3915 

15.2344 0.0045 0.0415 367.4085 

21.9727 0.0050 0.0449 489.0126 

39.0625 0.0053 0.0510 766.6830 

244.1406 0.0050 0.0540 4518.9 

976.5625 0.0040 0.0792 12334 

 

From the previous tables we can see that selecting R and C with small values will maximize the throughput, and the 

method throughputs are better than those for the methods mentioned in the related work section. 

6) Simplicity Analysis 

The proposed method uses a simple sequence of operations which very easy to program. The proposed method can 

be used to encrypt-decrypt any text file with any size, using a selected PK. Changing the text file or the PK does not 

require any change in the sequence of operations. 

 

Conclusion 

A simple method of text files cryptography was introduced, this method can be used to encrypt-decrypt any text file 

with any size keeping the method highly efficient, changing the file and/or changing the PK does not require any 

changes in method algorithm. The proposed method was implemented using several text files with various sizes, the 

obtained results were analyzed, and the results of analysis showed that the proposed method satisfied the quality of 

cryptography by giving excellent results for MSE, PSNR and CC during both the encryption and decryption phases.  

It was shown that the throughput provided by the proposed method is better than the throughput for other recently 

used method; the proposed method provided an increase in the throughput by minimizing the encryption and 

decryption times. 

It was shown that the proposed method is very secure by using a complicated PK, the address space of the PK is 

very huge making the process of hacking impossible.  
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