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Abstract:

Message steganography is one of the popular methods used to protect secret message. In this research
paper a modified LSB method of message steganography will be introduced. The introduced method will
use a complicated private key to protect the message from being hacked, the key will provide an excellent
key space capable to resist hacking attacks, it will contain 6 values with a double data type. The private
key will be used to divide the covering image into segments and divide the secret message into partitions;
each message partition will be hidden in one image segment. The hiding and extracting processes will be
implemented in a patch way, by inserting the binary version of the message partition in burst way and
extracting the binary version of the message partition also in burst way. The proposed method will keep
the quality of the stego image as in LSB method. The efficiency of the proposed method will be closed to
the efficiency of LSB method.

The proposed method will be implemented and tested using various images and various covering images,
the obtained results will be analyzed to prove the advantages provided by the proposed method.
Keywords: Steganography, LSB, PK, covering image, stego image, image segment, message partition.

Introduction
Steganography [1-5] is the process of hiding secret information in another data which is called a covering data.
Steganography is one of the most popular and easiest methods of data protection, most methods based on least
significant bit (LSB) and LSB2 are not secure, and it is easy to hack the hidden message [37-43]. Digital color
image is the most convenient data which can be used as a covering media for the following reasons [6-15]:
- The color image [50-60] can be easily processed because it is represented by a 3D matrix (one 2D matrix
for each color: red, green and blue) as shown in figure 1 [16-20].
- The color image has a huge size capable to hide short and long messages [31-36].
- The pixel values and the character’s values are decimal integers and have the same range from 0 to 255,
see figure 2 [21-30].
- The clearance of the image can be tested by the image itself and by the image histograms.
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- Itis easy to convert both the character values and the pixel values to binary to perform the required bits
replacement.

- Itis easy to reshape the color image to one column or one row matrix.

- Itiseasy to get a required part (segment) from the image to use it as a covering segment.
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Figure 1: Color image matrices and histograms [43-50]

Color name RGB ftriplet Color
Red (255, 0, 0)
Lime (0, 255, 0)
Blue (0, 0, 255)
White (255, 255, 255)
Black (0,0,0)
Gray (128, 128, 128)

Fuchsia (255, 0, 255)
vellow (255, 255, 0)
Agua (0, 255, 255)
Silver (192, 192, 192)

Maroon (128, 0, 0)
Olive (128, 128, 0)
Green (0, 128, 0)

Teal (0, 128, 128)
Nawvy (0, 0, 128)
Purple (128, 0, 128)

Figure 2: Color pixels’ values [43-50]
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Data steganography system contains as shown in figure 3: Covering image (CI), stego image (SI), secret message
(SM) and a private key (PK) to add a security issue to protect the message from being hacked [1-10].

Message hiding sM
CI » Stegosystem » SI
3
l v
PK Communication channel
| |
¥ v
Stegosystem ‘- S1
Y
Message extracting
SM

Figure 3: Stego system components

LSB method uses the least significant bits (see figure 4) to be replaced by the message bits, this will add a minor
changes to the pixel value, these changes cannot be noticed and the stego image will be always closed to the
coverlng image (the changes are -1, 0 or +1 see figure 5) [1-10].

1 Jolo[1]o|1 o]

Figure 4: Used LSB bit

Value: 255 ql SENENENEY

Most Significant Least Significant

Bit(MSB) Bit(LSB)
255 1 1/1/1 111 1(12]2]2]2]2][1 | 255
127 2222222 JENENENENENEY R
Change in bytes is 99.99999% Change in bytes is 0.000002%

Figure 5: Minor changes when using LSB bit
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LSB method has a hiding capacity equal the image size divided by 8, each character to be hidden requires 8 bytes
from the covering image, and the bytes must are consecutive, this method can be implemented applying the
following steps:

Hiding phase:

(See figure 6)

Step 1:

Get the covering image, retrieve the image size, and reshape the image to one column matrix.

Step 2:

Convert the image column matrix to binary.

Step 3:

Get the message, retrieve the message length (L), convert the message to decimal.

Step 4:

Convert the decimal matrix to binary.

Step 5:

Reserve 8 bytes from the binary image and use the LSBs to hide the character byte bits.

Step 6:

Convert the image matrix to decimal.

Step 7:

Reshape back the image matrix to get the stego image.

151 10010111
100 01100100 10010110 150
Covering picels 89 01011001 01100101 101
gp a 121 01111001 01011000 38
151 200 135 117 200 @ 11001000 01111001 121
100 107 190 68 |:'> 107 01101011 11001000 200 Stego pixels
89 170 111 90 170 T 10101010 01101010 106 . 150 200 134 116
121 240 118 176 240 11110000 10101011 g 171 P 101 106 191 69
135 10000111 -] Hiding > 11110001 > 241 88 171 110 90
190 10111110 10000110 134 121 241 119 176
111 01101111 10111111 191
118 01110110 01101110 110
117 01110101 01110111 119
68 01000100 01110100 116
90 01011010 01000101 69
176 10110000 01011010 90
10110000 176
Message=S8T
01010011
8 B —>> 1010100
3 @
Figure 6: LSB method hiding
Extracting phase
(See figure 7)
Step 1:
Get the stego image, retrieve the image size and reshape the image matrix to one column matrix.
Step 2:
Convert the column matrix to binary.
Step 3:

From the binary matrix extract the LSBs of the 8 consecutive bytes to form the binary version of the character,
repeat this step L times.

Step 4:

Convert the character’s binary matrix to decimal, then to characters to get the secret message.
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Figure 7: LSB method message extraction

The Proposed Method
The proposed method is based on LSB method by adding the following modifications:
1) Private key:
The proposed method uses a complicated private key (PK), which contains as shown in table 1 six values, each of
them has a double data type:
Table 1: PK structure

Image segments fractions

S1 | s2 | S3
Message partitions fraction

P1 | P2 | P3
Example

0.197 0.265 0.298
0.321 0.178 0.275

The PK is used to divide the covering image into segments (4 segments) and to divide the message into partitions (4
partitions), each image segment will hold one message partition, the sizes of the segments are different and so the
partitions sizes. The covering image may be divided row wise or column wise, below is an example of dividing a
covering image and a secret message using the following PK (see figures 8 and 9):

PK:
S1=0.27;52=0.159;83=0.345;
P1=0.16;P2=0.22;P3=0.21;
Segment 1 Segment 2
Segment 4

Figure 8: Image "lena.jpg" segments
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Source message:

Securing secret message using modified LSB method of data steganography
MP1 =

Securing se

MP2 =

cret message us

MP3=

ing modified L

MP4 =

SB method of data steganography

Figure 9: Message partitions

2) Patch hiding and extracting

The message binary version is to be reshaped into one column matrix and inserted in the LSBs of the image binary
version using one operation, also the extracted LSBs from the stego image (column matrix) is to be reshaped to 8
column matrix to form the binary version of the message, figure 10 and 11 show how to apply hiding and extracting
operations using patch method.

Patch method will minimize the number of operations required to apply message hiding and message extracting, this
will simplify these operations and will reduce the hiding and extracting times, thus the performance of message
steganography will be improved.

151 10010111 10010110 150
100 01100100 01100100 100
89 01011001 01011001 g9
121 01111001 01111001 121 .
200 11001000 11001000 200 Stego pixels
i . 107 01101011 01101010 106 150 200 134 117
Covering pixels 170 10101010 (3) (5) 10101011 (6) 171 (7} 100 106 190 €8
151 200 135 117 4, 240 ,,11110000 [y ===11110001 ~.241 "> g9 171 110 o1
100 107 190 68 135 == 10000111 10000110 134 121 211 119 176
g9 170 111 90 —7190 10111110 10111110 190
121 240 118 176 111 01101111 01101110 110
118 01110110 01110111 119
117 01110101 01110101 117
68 01000100 01000100 68
90 01011010 01011011 91
176 10110000 10110000 176

Message: gop

83 B84
(4)

01010011 :D
01010100

C}HC}HHC}DDHHDEH»—IDC}E> [To = I TN o R 104 o}

Figure 10: Hiding using patch method
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Figure 11: Extracting using patching

The hiding phase of the proposed method can be implemented applying the following steps:

Step 1:

Data preparation: get the image, retrieve the image size, get the message, retrieve the message length, this step can
be implemented by executing the following mat lab instructions:

a=imread('C:\Users'win 7'Desktop'\Lena.jpg');

[nl n2 n3]=size(a);5=nl*n2*n3;

mes='Securing secret message using modified LSE method of data steganography';
L=length(mes);

Step 2:

Get the private key (PK), this step can be implemented by executing the following mat lab instructions:

(Her position where to start hiding and extracting was added), this step can be implemented by executing the
following mat lab instructions:

§1=0.27;52=0.159;53=0.345;
P1=0.16:P2=0.22;P3=0.21;

Step3:
Image dividing into segments and message dividing into partitions: use the PK to calculate the size of each image
segment, and the length of each partition length, extract each segment and extract each partition, this step can be
implemented by executing the following mat lab instructions:
S1R=fix(S1*nl);
S2R=fix(S2*nl);
S3R=fix(S3*nl);
S4R=nl-S1R-S2R-83R;
P1L=fix{(L*P1);
P2L=fix{(L*P2);
P3L=fix(L*P3);
P4L~L-P1L-P21L-P3L;
MPl=mes(1.1:P1L);
MP2=mes(1,P1L+1:P1L+P2L);
MP3=mes(1,P1L+P2L+1:P1L+P2L+P3L);
MP4=mes(1,P1L+P2L+P3L+1:L);
Ll=length(MP1);L.2=length(MP2);
L3=length(MP3);Ld4=length(MP4);
POS=L1;
il=a(1:S1R,1:n2,:);[ilnl iln2 iln3]=size(il);
i2=a(S1R+1:81R+52R,1:n2,:);[i2n] i2n2 i2n3]=size(il);
i3=a(S1R+S2R+1:S1IR+S2R+S3R,1:n2,:);[i3nl i3n2 i3n3]=size(i3);
id=a(S1R+52R+S3R+1:nl,1:n2,:);[i4nl id4n2 idn3]=size(id);
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Step 4:

Hide each partition in the associated segment, use POS as a starting point of data hiding, this step can be
implemented as shown in figure 10, and it can be implemented by executing the following mat lab instructions:

% First partition:
MD1=uint8(MP1);
MB1=dec2bin(MD1,8);
MEBI12=reshape(MB1,1.1*8.1);
sil=reshape(il,]l.ilnl* iln2* iln3);
S1B=dec2bin(sil,8);
S1B(POS+1:POS+L1*8,8)=MBI2;
S1D=bin2dec(S1B)';
stl=reshape(S1D,[ilnl,iln2 iln3]);
%osecond partition:
MD2=nint8(MP2);
ME2=dec2bin(MD2 8);
MB22=reshape(MB2.1.2*8.1);
si2=reshape(i2,1.i2n1* i2n2* i2n3);
82B=dec2bin(sil.8);
S2B(POS+1:POS+L2*8.8)=MB22;
82D=hin2dec(S2B)';
st2=reshape(S2D,[i2nl.i2n2 i2n3]);
%othird partition:
MD3=nint8(MP3);
MEB3=dec2bin(MD3.8);
MB32=reshape(MB3,1L3%8.1);
si3=reshape(i3,1,i3n1* i3n2* i3n3);
S3B=dec2bin(si3,.8);
S3B(POS+1:POS+L3*8.8)=MB32;
S83D=hin2dec{S3B)';
st3=reshape(53D,[i3nl,i3n2 13n3]);
%ofourth partition:
MDd4=nint§(MP4);
MEB4=dec2bin(MD4.8);
MB42=reshape(MB4.,1.4%8.1);
sid=reshape(i4.]1.i4nl1* i4n2* i4n3);
S4B=dec2bin(si4.8);
S4B(POS+1:POS+L478.8)=MB42;
S4D=hin2dec(S4B)';
std=reshape(S4D,[i4n]l.idn2 i4n3]);

Step 5:

Combine the stego segment in one image to get the stego image

following mat lab instructions:
sa(l1:S1R.1:n2 :)=stl;
sa(S1R+1:S1R+S2R.1:n2.:)=st2;

sa(S1R+S2R+1:S1R+S2R+53R.1:n2.:)=st3;
sa(S1R+S2R+S3R+1:nl,1:n2.:)=st4;

sa—uint8(sa);
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The extracting process can be implemented applying the following steps:

Step 1:

Get the stego image and retrieve the image size, this step can be implemented by executing the following mat lab
instructions:

load sa
load L; message length
[n] n2 n3]=size(sa);5=nl*n2*n3;
Step 2:
Get the PK, this step can be implemented by executing the following mat lab instructions:
(Her position where to start hiding and extracting was added), this step can be implemented by executing the
following mat lab instructions:
51=0.27;82=0.159;53=0.345;
P1=0.16;P2=0.22:P3=0.21;
Step 3:
Image dividing into segments and message dividing into partitions: use the PK to calculate the size of each image

segment, and the length of each partition length, extract each segment and extract each partition, this step can be
implemented by executing the following mat lab instructions:

S1R=fix(S1*nl);
S2R=fix(S2*nl);
S3R=fix(S3*nl);
S4R=nl-S1R-S2R-S3R;
P1L=fix(L*P1);
P2L=fix(L*P2);
P3L=fix(L*P3);
P4L=L-P1L-P2L-P3L;
POS=P1L;
sil=sa(1:S1R._1:n2.:);[iln] iln2 iln3]=size(sil);
si2=sa(S1R+1:S1R+52R.1:n2.:);[i2nl i2n2 i2n3]=size(sil);
513=s5a(S1R+S2E+1:S1R+S2R+S3R.1:n2,:);[13nl 13n2 13n3]=size(s13);
sid=sa(S1R+52R+83R+1:nl.1:n2_:);[i4nl idn2? idn3]=size(sid);
silr=reshape(sil,l.ilnl* iln2* iln3);
Step 4:

Message partitions extraction: for each message partition apply extraction as shown in figure 11; this step can be
implemented by executing the following mat lab instructions:
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%oextract partition 1:
ss1=silr(1,POS+1:POS+P1L*8);
sslb=dec2bin(ss1.8);
eml=ss1h(:,8);
emll=reshape(eml . P11.8);
em]le=hin2dec{emll)';

%oeextract partition 1:
si2r=reshape(si2.1.i2nl* i2n2* i2n3);
s52=si2r(1,POS+1:POS+P2L*8);
ss2b=dec2bin(ss2.8);
em2=ss2h(:.8);
em2]l=reshape(em2 P21 8);
em2e=bin2dec(em21)';

Yoextract partition 3:
siir=reshape(si3,1.13n1* 13n2* i3n3);
s53=s13r(1,POS+1:POS+P3L*8);
ss3b=dec2bin(ss3,8);

em3=ss3b(:.8);

em3]l=reshape(em3 P3L.8);
em3e=binldec(em3l)';

%eextract partition 4:
sidr=reshape(sid.l.idnl* idn2* idn3);
ssd4=sidr(1,POS+1:POS+P4L*8);
ssdb=dec2bin(ss4.8);
emd=ssdh(:.8);
emdl=reshape(em4,P4L.8);
emde=bin2dec(em4l)';

Step 5:

Combine the extracted partitions in one partition to get the secret message, this step can be implemented by
executing the following mat lab instructions:

emes—[emle em2e em3e emde];
sms=char{emes)

Implementation and Results Discussion

The proposed method was implemented using various messages and various covering images, the images were taken
from the http:// sipi.usc.edu/database/ that is also known as the USC-SIPI Image Database to analyze the utility and
the do-ability of our proposed gray and RGB images cryptography scheme. All the related experiments and
simulations have been performed in MATLAB environment.

The proposed method was tested for sensitivity, the hiding function and the extraction function must use the same
PK, any changes in the PK during the extraction phase will be considered as a hacking attempt by extracting a
damages unreadable message. To prove the method sensitivity the message “Securing secret message using
modified LSB method of data steganography” was hidden in the image 'lena.jpg' using PK1, table 2 shows the
extracted messages using other PKs:
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PK1l:

81=0.27;82=0.159;83=0.345;

P1=0.16;P2=0.22;P3=0.21;

PKZ2:

51=0.17;82=0.159:83=0.345;

P1=0.16;P2=0.22;P3=0.21;

PK3:

851=0.27;582=0.21;83=0.345;

P1=0.16;P2=0.22;P3=0.21;

PKA4:

851=0.27;582=0.21;83=0.345;

P1=0.26;P2=0.22;:P3=0.21;

Table 2: Extracting using various PKs

Used Extracted message
PK
PK1 Securing secret message using modified LSB method of data steganography
LSB =gM'»0'—<£0%) +) +-'+!+;©§ 00EEHANJAEIXEUNAGRO130 8DO0EQ/ ;0>%¢ :0+;00®
PK2 CRKEOAAARICHOcx” P2 zXbO&SOO0F0@20%; »0°0x; DROEE } %307~ @GDl0] UURD', ZERR AQMDO
PK3 OCzZOOHOOOOOOOS ; SOSH+! ; ¥-¢0 «fi&mgfoaiid220AITAECEAKLDEDVA{]O8%E (VEFOL}OS
PK4 O0Dbe3ka<+9> , *@«E¥§) * £ gDLOF{OOEO00093 ° 2 °0"0000; ,p09»2249ge &1 1+4'jH#0p5e’

From table 2 we can see that using LSB method to extract the message will extract a damaged message, also any
minor changes in the PK (PK1) will produce a damaged previous message was hidden using various covering
images and using PK1, mean square error (MSE) [50-55], peak signal to noise ratio (PSNR), correlation coefficient
(CC) and number of pixels change ratio (NPCR) were calculated between the covering images and the stego images
[56-63], table 3 show the obtained results:

Table 3: Quality parameters between covering and stego images

Covering image MSE PSNR CCr, CCg, CCb NPCR %
House.tiff 0.00034205 190.6308 1,11 0.0342
2.2.01.tiff 0.000099182 201.4622 1,11 0.0099
2.2.21.1iff 0.000085831 203.3273 1,1,1 0.0086
4.2.07 tiff 0.00038783 187.9107 1,11 0.0388
Lena,jpg 0.0015 175.7790 1,11 0.1510
Remarks Low High Excellent Low

From table 3 we can see that the stego images are very closed to the covering ones, bedding the message keeps the
quality of the stego image high, this can be visually tested by locking to the images and their histogram as shown in
figures 12 and 13, the stego image is much closed to the covering image:

© 2023, 1JCSMC All Rights Reserved
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Figure 12: Covering image and histograms (example)
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The speed of the proposed method was tested, several messages were selected, the hiding time and the extracting
times were measured, the throughput (Bytes processed per second=message size divided by the time), table 4 shows
the speed parameters of processing various messages:
Table 4: Speed results

Covering image | Size (byte) Hiding time | Extracting Hiding Extracting
(second) time(second) throughput throughput

(bytes per | (bytes per
second) second)

Message length= 2845 characters

House.tiff 786432 3.7480 0.0530 759.0715 53679

2.2.01.tiff 3145728 15.3010 0.0640 185.9356 44453

2.2 .21 tiff 3145728 15.2510 0.0560 186.5451 50804
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4.2.07 tiff 786432 3.7240 0.0500 763.9635 56900
Lena,jpg 172800 0.8250 0.0510 3448.5 55784
Message length= 8535 characters

House.tiff 786432 3.7920 0.1080 2250.8 79028
2.2.0L1.tiff 3145728 15.1180 0.1110 564.5588 76892
2.2.21 tiff 3145728 15.6590 0.1140 545.0540 74868
4.2.07 tiff 786432 3.7920 0.1080 2250.8 79028
Lena,jpg 172800 0.8230 0.1430 10371 59685

And as we can see from the table above, the time for message hiding increases with the increase in the size of the
carrier image, and accordingly, we recommend using carrier images of a small size to hide short secret messages, so
as to reduce the time required to process the image by dividing it into segments, for larger messages we can select
larger images to keep the throughput os steganography acceptable.

Conclusion

A secure method based on LSB method of secret messages cryptography was introduced. The method provided a
high level of security by using a complicated PK, this key contains 6 values, each of them had a double data type,
and thus the key space will be very large and capable to resist hacking attacks. The extracted message was very
sensitive to the selected PK, adding minor changes to the PK in the extraction phase was considered as a hacking
attempt by extracting a damaged unreadable message. The PK was used to divide the covering-stego images into
segments with variable lengths and to divided the secret message into partitions with different lengths, each message
partition was embedded into the associated segment. It was easy to change the PK and the covering image without
the needs to modify the method operations. The qualities of the stego images were tested and it was shown that the
stego image was always closed to the covering image and the obtained quality parameters values were always
excellent and acceptable. The proposed method gave a good performance and it was recommended to use covering
images with small sizes to increase the speed of message steganography.
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