
Bikramjit Sarkar et al, International Journal of Computer Science and Mobile Computing, Vol.13 Issue.4, April- 2024, pg. 68-87 

© 2024, IJCSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden               68 

Available Online at www.ijcsmc.com 

International Journal of Computer Science and Mobile Computing 

A Monthly Journal of Computer Science and Information Technology 

ISSN 2320–088X 
IMPACT FACTOR: 7.056 

   

  IJCSMC, Vol. 13, Issue. 4, April 2024, pg.68 – 87 

A Survey on the Advanced 

Encryption Standard (AES): A Pillar 

of Modern Cryptography 
 

Bikramjit Sarkar
1
; Avik Saha

2
; Debanjan Dutta

3
; 

Gourab De Sarkar
4
; Krishnendu Karmakar

5 
 

1
Computer Science and Engineering & JIS College of Engineering, Kalyani, West Bengal, India 

2
Computer Science and Engineering & JIS College of Engineering, Kalyani, West Bengal, India 

3
Computer Science and Engineering & JIS College of Engineering, Kalyani, West Bengal, India 

4
Computer Science and Engineering & JIS College of Engineering, Kalyani, West Bengal, India 

5
Computer Science and Engineering & JIS College of Engineering, Kalyani, West Bengal, India 

 
1 
sarkar.bikramjit@gmail.com; 

2 
avik.mzp@gmail.com; 

3 
debanjandutta.wb@gmail.com; 

4 
gd.2001.raj@gmail.com; 

5 
krishnendukr083@gmail.com  

 

DOI: https://doi.org/10.47760/ijcsmc.2024.v13i04.008 

 

Abstract: As the digital landscape expands and our reliance on secure data transmission grows, the adoption of encryption 

technologies has become paramount. Over time, we have witnessed a progression from rudimentary ciphering methods, like 

substitution ciphers, to the sophisticated algorithms of today, epitomized by the Advanced Encryption Standard (AES). 

AES‟s ascendancy to the forefront of encryption can be attributed to its unparalleled security features, surpassing its 

predecessors such as the Data Encryption Standard (DES). AES boasts robust security measures, rendering it virtually 

impervious to conventional cryptographic attacks. Its resilience against decryption is underscored by its intricate encryption 

process, which involves intricate operations such as byte substitution, row shifting, column mixing and round key addition. 

Conversely, decryption reverses these steps, ensuring the confidentiality of encrypted data remains intact. Despite the 

emergence of various cryptographic attacks, none have posed a significant threat to a properly implemented Full-AES 

algorithm. Most attacks target incomplete implementations, highlighting the importance of proper implementation practices 

in maximizing AES‟s security benefits. Beyond its security prowess, AES stands out for its efficiency, sustainability and 

simplicity. Despite its widespread adoption and robustness against cryptanalytic attacks, AES exhibits an intriguing 

phenomenon known as error propagation. Through theoretical analysis and empirical investigations, we elucidate the 

mechanisms by which errors propagate within AES, shedding light on the vulnerabilities they introduce. Additionally, we 

explore the implications of error propagation in practical scenarios, including its impact on cryptographic protocols, error 

correction mechanisms and overall system reliability. Our findings underscore the importance of comprehensively 

understanding and mitigating the effects of error propagation in AES implementations, offering insights into enhancing the 

resilience of cryptographic systems against unforeseen adversities. 

 

Keywords: Advanced Encryption Standard (AES), Data Encryption Standard (DES), Encryption, Decryption, Error 

Propagation 
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I.   INTRODUCTION 
In the digital age, the sheer volume of data transmitted over the internet to millions of user daily underscores the 

critical role of secure communication channels. However, concerns over data privacy and security have 

heightened as malicious actors seek to exploit vulnerabilities in insecure channels for spying and manipulation. 

To counter these threats, a range of security measures has been implemented to ensure that only authorized 

recipients can access transmitted data or messages. Among these measures, cryptography stands out as a 

fundamental technique for securing data through the processes of encryption and decryption. Encryption serves 

as the cornerstone of data security, involving the transformation of plain text into unreadable ciphertext to 

prevent unauthorized access. This transformation relies on various techniques such as keys, substitutions, 

permutations or a combination thereof to disrupt the original message. Conversely, decryption reverses this 

process, restoring ciphertext back into its original plaintext form without loss or alteration. Both encryption and 

decryption entail complex mathematical calculations and algorithms designed to safeguard data integrity and 

confidentiality. Cryptography aims to fulfill multiple security objectives, including confidentiality, integrity, 

nonrepudiation and authentication, achieved through encryption and decryption algorithms. These algorithms 

encompass three main types: symmetric cryptography, asymmetric cryptography and hashing. Symmetric 

cryptography utilizes a single key for both encryption and decryption, while asymmetric cryptography employs 

distinct public and private keys for these operations. In contrast, hashing, in its basic form, operates without the 

need for keys, focusing on generating fixed-size outputs from input data. One prominent example of symmetric 

cryptography is the Advanced Encryption Standard (AES) Algorithm, renowned for its robust security features 

and efficiency. Further exploration of AES and its intricacies will be a focal point of our research, shedding light 

on its significance in modern cryptography. AES harbors a lesser-known vulnerability that warrants careful 

scrutiny: error propagation. Error propagation within AES constitutes an intriguing phenomenon with far-

reaching implications for data integrity and system reliability. While AES excels in thwarting malicious 

adversaries, its susceptibility to error propagation poses challenges in ensuring the pristine transmission and 

storage of encrypted data. In this paper, we embark on a comprehensive exploration of error propagation within 

the AES algorithm. Through a blend theoretical analysis and empirical investigations, we unravel the 

mechanisms by which errors propagate within AES, elucidating their effects on ciphertext integrity and 

decryption fidelity. Bu illuminating the nuances of error propagation within AES, this paper aims to provide a 

nuanced understanding of this phenomenon and its implications for cryptographic systems. 

 

 

II.   HISTORICAL BACKGROUND 

The evolution of encryption standards in response to the escalating sophistication of cyber threats marks a 

significant chapter in the history of information security. In the late 20
th

 century, existing encryption algorithms, 

notably the Data Encryption Standard (DES), faced vulnerabilities that rendered them susceptible to emerging 

cyber threats. Initially hailed as unbreakable, DES‟s resilience was short-lived, prompting the need for a 

successor capable of withstanding evolving cryptographic challenges. Recognizing the urgency of this issue, the 

National Institute of Standards and Technology (NIST) embarked on a rigorous selection process in 1997 to 

identify a new encryption standard to replace DES. This initiative, spanning three competitive rounds and 

drawing upon the expertise of encryption specialists worldwide, culminated in the selection of the Rijndael 

algorithm, developed by Belgian cryptographers Vincent Rijmen and Joan Daemen, as the winner in October 

2000. The transition from DES to the Advanced Encryption Standard (AES) was motivated by several key 

factors. One primary concern was DES‟s limited key-length and block size, which rendered it vulnerable to 

modern cryptographic attacks. In contrast, the AES algorithm addressed these shortcomings while offering 

improved speed and memory efficiency, enhancing its suitability for contemporary computing environments. 

The rigorous testing and analysis undergone by the AES algorithm have underscored its resilience against 

potential attacks. Despite numerous attempts to breach its security, AES has remained impervious, with no 

successful breaches reported to date. This robustness has cemented AES‟s reputation as a cornerstone of modern 

cryptography, marking a significant advancement from the outdated DES algorithm. In essence, the adoption of 

AES represents a pivotal milestone in the field of cryptography, signaling a paradigm shift towards stronger, 

more resilient encryption standards capable of safeguarding sensitive information in an increasingly 

interconnected world. 
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III.   ADVANTAGES and DISADVANTAGES of AES ALGORITHM 

A.   Advantages of AES Algorithm: 

1) AES offers a high level of security, with its robust encryption techniques and resistance to various cryptographic 

attacks. 

2) AES supports multiple key sizes (128, 192 and 256 bits) and encryption modes, allowing users to tailor 

encryption parameters according to their specific security requirements. 

3) Despite its strong security features, AES encryption is computationally efficient, making it feasible for real-time 

encryption and decryption tasks in various computing environments. 

4) AES has been standardized by international organizations lending it widespread acceptance and interoperability 

across different platforms, systems and applications. 

5) AES encryption scales effectively to accommodate evolving security requirements and technological 

advancements. 

B.   Disadvantages of AES Algorithm: 

1) The strength of AES encryption hinges on the confidentiality and integrity of cryptographic keys. Inadequate 

key management practices, such as weak key generation or improper storage, can compromise the overall 

security of AES-encrypted data.  

2) AES implementations may be vulnerable to side-channel attacks that exploit unintended information leakage 

through physical characteristics, such as power consumption, electromagnetic emissions or timing variations. 

3) Historically, there have been export and regulatory restrictions on the use and distribution of cryptographic 

algorithms, including AES, particularly concerning the export of software or hardware implementations to 

certain countries. 

 

IV.   OVERALL STRUCTURE of AES  
A.   Definition: 

The Advanced Encryption Standard (AES), also known as the Rijndael Algorithm, represents a cornerstone in 

modern cryptography, offering robust protection for sensitive data through its symmetrical block cipher design. 

AES provides flexibility in key and block sizes, accommodating key sizes of 128, 192 and 256 bits, as well as 

block sizes of the same lengths. 

At the core of the AES algorithm lies a sophisticated SP (substitution-permutation) network, which operates 

through multiple rounds to generate ciphertext. The number of rounds executed in this process varies depending 

on the key length utilized. For instance, encryption with a 128-bit key entails 10 rounds, while a 192-bit key 

requires 12 rounds and a 256-bit key necessitates 14 rounds. This adaptive approach ensures that AES can 

accommodate varying levels of security needs while maintaining efficiency and effectiveness in data protection.  

 

TABLE I 
AES Types + Key Size Data Block Size Matrix Block Number of Round 

AES-128 128 4*4 10 

AES-192 128 4*6 12 

AES-256 128 4*8 14 

 
B.   Description: 

In the process of AES encryption, the initial state array is subjected to an XOR operation with the first four 

words of the key schedule, setting the stage for subsequent round-based processing. Similarly, during 

encryption, a comparable XOR operation takes place, but this time involving the last four words of the key 

schedule.  

Each encryption round comprises a series of four distinct steps: byte substitution, row shifting, column mixing 

and the addition of the round key. Following these steps, the output undergoes another XOR operation with four 

words from the key schedule. 

Conversely, decryption rounds involve a reversal of these steps: inverse row shifting, inverse byte substitution, 

addition of the round key and inverse column mixing. As with encryption, the output is XORed with four words 

from the key schedule, albeit with the exclusion of column mixing in the final encryption step and inverse 

column mixing in the last decryption step. 
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This intricate interplay of operations ensures the robustness and security of the AES encryption and decryption 

processes, offering a reliable means of safeguarding sensitive data against unauthorized access and 

manipulation.  

 

 
Fig.1   Overall structure of AES Algorithm 

 

 

V.   ENCRYPTION PROCESS 

A.   Preparation Steps: 

As elaborated previously, the AES encryption procedure unfolds through a series of four pivotal steps: 

substitution, row permutation, column mixing and round key addition. However, it‟s noteworthy that the 

sequence in which these steps are carried out differs between encryption and decryption processes. Despite the 

shared steps between encryption and decryption, their execution is distinct, as emphasized earlier, owing to 

variations in the order of operations. 

In the AES encryption process, the initial step involves data substitution utilizing a substitution table, followed 

by the permutation of rows and subsequent column mixing. Each column then undergoes a transformation using 

a unique segment of the encryption key. 

To initiate the encryption process, the plaintext or the data earmarked for encryption is divided into blocks. 

These blocks typically conform to a size of 128 bits, yielding a structured format of 4x4 columns, encompassing 

a total of 16 bytes (16 bytes x 8 bits = 128 bits). This structured arrangement ensures a systematic and uniform 

treatment of data during the encryption process, laying the foundation for robust data protection and 

confidentiality.  

 

 

B.   Steps used in each round:  

   1) Sub Bytes (Substitution of the bytes):  Initially, a pivotal step in the AES encryption process entails the 

utilization of a 16x16 lookup table to perform byte substitution within the input array. This substitution 

operation is intricately crafted to leverage multiplicative inverses within the Galois Field GF (28), 

complemented by strategic bit scrambling techniques. 

By employing this method, the entries within the lookup table are meticulously designed to mitigate potential 

bit-level similarities inherent in each byte. This meticulous approach serves to bolster the security and efficacy 

of the encryption process, minimizing vulnerabilities and enhancing the resilience of the encrypted data against 

unauthorized access or manipulation. 
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Fig.2   Substitution Bytes 

 

2) Shift Rows: During the permutation stage, a pivotal phase in the AES encryption process, the rows within the 

data array undergo shifting operations to introduce a crucial element of complexity and diffusion. This operation 

is meticulously structured to ensure that each row, with exception of the first, experiences horizontal shifts. The 

second row undergoes a shift of one position to the left, while the third row shifts two positions to the left and 

finally, the fourth row shifts three positions to the left. 

This systematic pattern of shifting serves to effectively disperse and redistribute the data, contributing to the 

overall security and robustness of the encryption process. 

  

 
Fig.3   Shift Rows  

 

 

 
Fig.4   ShiftRows operates on the rows of the state 
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After the culmination of 10 rounds of processing within the AES encryption algorithm, a profound 

transformation emerges as a consequence of the combined operations of shift-rows and mix-columns. This 

transformation is pivotal, as it orchestrates a comprehensive interplay between the plaintext and ciphertext, 

ensuring that every bit of the ciphertext is intricately intertwined with every bit of the original plaintext. 

This holistic interdependency between the plaintext and ciphertext in instrumental in bolstering the security and 

complexity of the encryption process. By intricately entangling the bits of the ciphertext with those of the 

plaintext, the AES algorithm fortifies the confidentiality and integrity of the encrypted data. This interwoven 

relationship serves as a formidable barrier against unauthorized access or manipulation, reinforcing the 

resilience of the encryption scheme against potential cryptographic attacks. 

 

3) Mix Columns: In the third phase of the encryption process, a variant of the hill cipher is integrated to amplify 

the diffusion of the message, augmenting the intricacy and resilience of the encryption scheme. This variant 

entails the application of tailored mathematical transformations to each column within the block, facilitating a 

thorough mixing of the data. Through the utilization of specialized mathematical equations customized for 

individual columns, this step injects an additional layer of complexity into the encryption process. Consequently, 

this meticulous blending of data elements enhances the security posture of the encryption scheme, fortifying the 

safeguarding of the transmitted message against potential adversaries. 

 

 

 

 
Fig.5   Mix Columns 

 
4) Add Round Keys: In the final phase of the encryption process, the output resulting from the mixed columns 

operation undergoes a crucial XOR operation with the first round key. This round key, derived from the initial 

key using Rijndael‟s key schedule algorithm, represents a pivotal element in the seamless integration of the 

transformed data with the cryptographic key. 

This strategic blending of the transformed data with the round key serves as the ultimate step in fortifying the 

integrity and security of the encrypted message. By intertwining the encrypted data with the cryptographic key, 

the encryption process ensures a robust layer of protection, safeguarding the confidentiality and integrity of the 

transmitted message against potential threats or unauthorized access. 
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Fig.6   Add Round Key 

 

 

 

VI.   DECRYPTION PROCESS 

The decryption process for the AES algorithm follows a systematic approach, which involves utilizing the 

inverses of the encryption steps- namely, InvSubBytes, InvShiftRows, InvMixolumns and AddRoundKey – and 

reversing the order. This yields what is known as the straightforward decryption algorithm. Notably, the 

decryption steps not only differ from those of encryption in their nature but also in the sequence in which they 

occur. 

For practical implementation purposes, it‟s often preferred that the SubBytes step, being the only non-linear 

operation, initiates the round transformation. This consideration was anticipated during the algorithm‟s design 

phase. The inherent structure of Rijndael allows for the definition of an equivalent decryption algorithm where 

the sequence of steps mirrors that of encryption. However, each step is replaced by its inverse counterpart and 

adjustments are made to the key schedule accordingly. 

It‟s important to note that this structural symmetry between encryption and decryption in AES differs from the 

typical Feistel structure observed in many other ciphers. This distinction underscores the unique design 

principles and cryptographic mechanisms employed in AES, contributing to its robustness and effectiveness in 

ensuring data security and integrity. 
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Fig.7   Decryption Process of AES Algorithm 

 

This visual representation offers a vivid portrayal of the decryption steps via a detailed process map, serving as a 

valuable tool for enhancing comprehension of the decryption steps via a detailed process map, serving as a 

valuable tool for enhancing comprehension of the decryption process. By presenting the steps visually, 

individuals can grasp the inticacies of the decryption more intuitively, supplementing textual descriptions with a 

tangible framework. This holistic approach fosters a deeper understanding of the decryption process, enabling 

stakeholders to navigate through the intricate sequence of steps with clarity and precision. 

 

 
Fig.8   Block Diagram of AES Decryption 
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A.   Steps used in each round: 

   1) Add Round Keys: As the decryption process nears its conclusion, the Add Round Keys operation mirrors its 

counterpart in the encryption algorithm. Here, an XOR operation is performed between the ciphertext and the 

expanded key relevant to the current iteration.  

To provide a clearer grasp of this process, consider the following visual representation: diagrams on the left 

portray the cipher and the key values, while those on the right depict the resulting final value after the last 

decryption round. Through this visual aid, cryptographic operations and their outcomes are visually explained, 

offering a deeper understanding beyond textual descriptions alone. 

 
Fig.9   Add Round Key 

 

   2) Inverse Shift Rows: In this phase, we perform a crucial rotation operation on every row within the data 

array.  

Specifically, we rotate the elements of each row, denoted as the i
th

 row, to the right by I positions. This 

manipulation is visually represented in the accompanying illustration, providing a clear demonstration of the 

rotation process for enhanced understanding. 

 
Fig.10   Shift Rows 

 

   3) Inverse Byte Substitution: In this particular stage, we engage in the substitution of each entry within the 

matrix with its counterpart from the inverse S-box. 

This transformation is visually elucidated in the accompanying figure, offering a graphical representation of the 

substitution process for better comprehension. 
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Fig.11   Inverse S-box 

 

In the forthcoming iterations, we will execute a series of operations nine times, each contributing to the 

progressive transformation of the data:  
   4) Add Round Key in iteration stage: Similar to the previous step, this operation involves the addition of a 

round key to the data array. 
   5) Inverse mix columns in iteration stage: Integral to the Rijndael cipher, this operation facilities diffusion 

across all ten rounds. Here, each column within the data array is treated as a polynomial over the Galois Field 

and subjected to multiplication by a predefined inverse polynomial, a pivotal step in the encryption process. 

   6) Inverse Shift Rows in iteration stage: Similar to the preceding steps, this operation entails the reversal of 

row shifting to restore the original data arrangement. 
   7) Inverse Byte Substitution in iteration stage: Analogous to previous procedures, this step involves the 

substitution of each byte within the data array with its corresponding value from the inverse S-box. 

 
VII.   IMPLEMENTATION 

The Advanced Encryption Standard (AES) is widely regarded as a linchpin in contemporary cryptography, 

boasting versatile applications across diverse computing landscapes. Praised for its efficiency and formidable 

security measures, AES outshines its predecessors, including the Data Encryption Standard (DES) and Triple 

DES (3DES), by offering superior speed and reliability in data encryption and decryption process. 

Furthermore, AES is seamlessly integrated into a plethora of cryptographic protocols such as the Secure Socket 

Layer (SSL) and Transport Layer Security (TLS), ensuring the establishment of secure communication channels 

between clients and servers. Its ubiquitous presence extends to modern digital platforms and devices, 

encompassing popular messaging services like WhatsApp and Facebook Messenger, as well as essential 

hardware components like processors manufactured by industry giants Intel and AMD and networking 

equipment provided by Cisco. 

Moreover, the accessibility of AES encryption is further democratized through user-friendly packages like AES 

Crypt, which offers convenient implementations through various programming language libraries such as C++, 

C#/.NET and JavaScript. These libraries empower developers to effortlessly secure and encrypt files, thereby 

shielding sensitive data from potential intrusions and ensuring confidentiality and integrity in digital transactions 

and communications. 

 

VIII.   CONFUSION and DIFFUSION of AES 

In the realm of secure encryption algorithms like the Advanced Encryption Standard (AES), two core principles, 

namely confusion and diffusion, plays pivotal roles. These principles are instrumental in enhancing the 

complexity and robustness of the encryption scheme, ultimately thwarting attempts by adversaries to decipher 

the secret key or infer the plaintext from the ciphertext. 
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Confusion involves obscuring the relationship between the plaintext and the ciphertext by introducing intricate 

and nonlinear transformations. This complexity makes it challenging for attackers to discern any discernible 

patterns or correlations that could aid in decrypting the ciphertext without knowledge of the encryption key. 

On the other hand, diffusion focuses on spreading the statistical characteristics of the plaintext across the 

entirely of the ciphertext. By distributing the influence of individual plaintext bits across multiple bits in the 

ciphertext, diffusion ensures that localized changes in the plaintext result in extensive modifications throughout 

the encrypted data. This properly significantly increases the resistance of the encryption scheme against various 

cryptanalytic techniques, making it exceedingly difficult for attackers to extract meaningful information from 

the ciphertext. 

In the Advanced Encryption Standard (AES), the principles of a confusion and diffusion are meticulously 

integrated into the encryption process through a series of operations performed in each encryption round- 

A) Add Round Key: This operation serves as the initial step in each encryption round, introducing the secrecy of 

the encryption key into the state. By XORing each byte of the state with the corresponding byte of the round 

key, this operation injects confusion into the encryption process, ensuring that the relationship between the 

plaintext and the ciphertext hinges upon the entire encryption key. 

B) Substitute Bytes: The SubBytes operation employs a substitution box to replace each byte of the state with 

another byte. By utilizing a predefined substitution table, this operation adds complexity to the encryption 

process, contributing to confusion by intricately altering the relationship between the plaintext and the 

ciphertext. 

C) Shift Rows: During the Shift Rows operation, the rows of the state are shifted cyclically to the left by a 

predetermined offset. This operation facilitates diffusion by dispersing the statistical properties of the plaintext 

across the entirely of the ciphertext. By rearranging the bytes within each row, Shift Rows ensures that any 

localized changes in the plaintext result in extensive modifications throughout the ciphertext. 

D) Mix Columns: In the Mix Columns operation, the columns of the state undergo a transformation through 

matrix multiplication. This operation plays a dual role in introducing both confusion and diffusion. By altering 

the state through matrix manipulation, Mix columns contributes to confusion by complicating the relationship 

between the plaintext and the ciphertext. Additionally, it aids diffusion by spreading the statistical characteristics 

of the plaintext across the bulk of the ciphertext, further enhancing the security of the encryption process. 

By integrating these operations into each encryption round, AES achieves a delicate balance of confusion and 

diffusion, ensuring robust security and resilience against cryptographic attacks. These operations collectively 

work to obscure the relationship between the plaintext and the ciphertext while dispersing the statistical 

properties of the plaintext throughout the encrypted data, thereby fortifying the encryption scheme against 

unauthorized decryption. 

 

IX.   ERROR PROPAGATION EFFECT of AES  

Error propagation is a concept within encryption where discrepancies in the output ciphertext stem from errors 

in the input plaintext or the encryption process, extending throughout the ciphertext. In the realm of the 

Advanced Encryption Standard (AES), this phenomenon emerges from AES‟s diffusion property.  

AES functions on blocks of plaintext, usually 128 bits in dimension. Throughout encryption, the plaintext block 

undergoes multiple rounds of substitution, permutation and mixing operations. These operations are engineered 

to distribute the influence of each input bit across numerous output bits. Consequently, even minor alterations in 

the input plaintext or encryption key lead to substantial changes in the ciphertext. 

In the context of AES, error propagation denotes that even a single bit alteration in the input plaintext or 

encryption key is likely to result in significant alterations across the entire ciphertext. This characteristic fortifies 

AES against various attacks, including differential and linear cryptanalysis, as well as brute-force assaults. 

Practically, error propagation in AES implies that any attempt by an adversary to manipulate the ciphertext or 

encrypted data would yield and entirely different ciphertext even with slight modifications. This trait upholds 

the confidentiality and integrity of the encrypted data. However, it‟s imperative to acknowledge that error 

propagation alone doesn‟t furnish authentication or integrity protection. Additional mechanisms like message 

authentication codes (MACs) or digital signatures typically fulfil this purpose. 

Let‟s delve deeper into the error propagation phenomenon in AES. 

A) Diffusion Principle: At the core of AES lies the diffusion principle, which ensures that minute alterations in 

the plaintext or encryption key lead to substantial changes in the ciphertext. AES achieves diffusion through a 

series of operations: substitution (SubBytes), permutation (ShiftRows) and mixing (MixColumns). Each round 

aims to distribute the influences of input bits across multiple output bits, ensuring that errors in one part of the 

plaintext affect a significant portion of the ciphertext. 
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B) Substitution-Permutation Network (SPN) Architecture: AES adopts an SPN structure, where rounds involve 

operations on a state represented as a 4x4 byte matrix. The SubBytes operation substitutes each byte with a 

value from the S-box, a predefined lookup table. ShiftRows cyclically shifts the rows of the state, ensuring 

changes in one row impact subsequent ones. MixColumns further spreads the influence of input bits by mixing 

state columns. 

C) Key Generation: AES utilizes a key schedule algorithm to derive round keys from the original encryption 

key. Any error or modification in the encryption key affects subsequent round key generation, altering the 

encryption process and consequently, the ciphertext. 

D) Avalanche Effect: The combined effect of diffusion and the SPN structure ensures that even minor input 

changes cause significant output alterations, known as the avalanche effect. This characteristic is pivotal as it 

renders it computationally unfeasible for attackers to discern plaintext or key information solely from the 

ciphertext without possessing the key. 

E) Resilience to Cryptanalysis: Erro propagation bolsters AES‟s resilience against various cryptanalytic 

methods, such as differential and linear cryptanalysis. These approaches exploit statistical properties of the 

ciphertext to infer plaintext or key details. However, AES‟s diffusion property complicates such attacks, making 

them significantly more challenging to execute successfully. 

In essence, error propagation in AES guarantees that even slight alterations in the plaintext or encryption key 

lead to substantial changes in the ciphertext. This, coupled with other cryptographic techniques and AES‟s SPN 

structure, elevates its security and resilience against attacks, solidifying its status as one of the most trusted 

encryption standards globally. 

 

X.   TECHNIQUES to WARD OFF ERROR PROPAGATION EFFECT of AES 

In order to tackle the error propagation of AES, two techniques have been studied in literatures. 

A) Byte based Parity Technique: Implementing a byte-based parity technique alongside AES can be additional 

layer of protection against error propagation. This technique involves adding parity bits to the plaintext before 

encryption, which can help detect and potentially correct errors introduced during transmission or storage. 

It‟s important to note that while byte-based parity can help detect errors, it does not provide the same level of 

error correction capabilities as more sophisticated error correction codes like Reed-Solomon or Hamming codes. 

Additionally, the effectiveness of parity-based error detection depends on the nature and frequency of errors 

encountered in the transmission or storage of data. 

Let‟s explore how the byte-based parity technique can be implemented to address the error propagation effect in 

AES – 

1) Integration of Parity Bits: Prior to AES encryption, each byte of the plaintext is expanded to include an extra 

parity bit. This additional bit is computed based on the number of set bits (1s) in the byte. If the count of set bits 

is even, the parity bit is set to 0; if odd, it‟s set to 1. 

For instance, in an 8-bit byte like `01011010`, if there are three set bits, the parity bit becomes 1 to ensure an 

odd total count of set bits. 

2) AES Encryption Process: Following the addition of parity bits, AES encryption proceeds unchanged, 

operating on the extended plaintext, considering the parity bits as part of the data. 

3) Decryption and Error Detection: During decryption, the ciphertext, including the parity bits, undergoes AES 

decryption. Post decryption, the parity bits are inspected to verify that each byte maintains correct parity. Any 

disparity suggests a potential error within that byte. 

4) Error Management: Upon detecting errors in the parity bits during encryption, appropriate error handling 

protocols can be activated. 

For example, the system might attempt error correction using error correction codes or request data 

retransmission if feasible. In cases where error correction isn‟t viable, the system may alert the user or execute 

predetermined actions based on error severity. 

5) Ensuring Data Integrity: Apart from error detection, the parity bits serve as a rudimentary form of data 

integrity verification. By confirming byte parity post decryption, the system can verify that the decrypted 

plaintext hasn‟t undergone alteration or corruption during transmission or storage. 

6) Integration and Overhead Considerations: The byte-based parity technique seamlessly integrates with AES 

encryption and decryption procedures. However, it introduces a minor overhead in terms of storage and 

computation due to the inclusion and computation of parity bits. 

7) Considerations: While byte-based parity aids in error detection, it lacks advanced error correction 

capabilities. It remains vulnerable to specific error types, such as multiple errors nullifying each other, which 

may evade detection solely through parity checks. 
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This straightforward yet effective approach helps counter the error propagation effect, offering a means to detect 

and potentially rectify errors introduced during data transmission or storage. Nonetheless, recognizing its 

limitations is crucial, prompting consideration for additional error correction mechanisms to uphold robust data 

integrity and reliability. 

B) Redundancy based technique: Implementing a redundancy-based technique alongside AES can be another 

approach to mitigate the error propagation effect. Redundancy-based techniques involve adding redundant 

information to the plaintext before encryption, which can aid error detection and, in some cases, error 

correction. 

Let‟s delve into the integration and implications of a redundancy-based approach alongside AES to address error 

propagation – 

1) Introduction of Redundancy: Before AES encryption, redundant data is incorporated using various means. 

 Checksums: Adding a checksum like CRC or Adler-32 calculated over the plaintext. 

 Error Correction Codes (ECC): Including ECC such as Reed-Solomon, Hamming or BCH codes for error 

detection and correction. 

 Duplicate Copies: Replicating sections of the plaintext for comparison and error detection during decryption. 

2) AES Encryption: The plaintext, now enriched with redundant data, undergoes AES encryption with the 

designated key and encryption mode (e.g., ECB, CBC or GCM). 

3) Decryption and Redundancy Verification: During decryption, the ciphertext is processed using AES 

decryption to retrieve the plaintext along with the redundant data. 

4) Error Detection and Correction: The redundant data is scrutinized to detect and potentially correct errors arising from 

storage. 

 Checksum Verification: Recalculating the checksum over the decrypted plaintext and comparing it with the 

received checksum detects mismatches, signalling potential errors. 

 ECC Decoding: Deciphering error correction codes identifies and rectifies errors in the decrypted plaintext, with 

the extent of correction determined by the ECC used and error severity. 

 Duplicate Copies Comparison: Comparing replicated sections of the plaintext identifies any disparities, 

indicative of potential errors. 

5) Error Management:  

 Corrected Data: Successfully corrected errors yield usable plaintext for further processing. 

 Error Alert: Error instances surpassing correction capabilities prompt either data retransmission requests or 

sender notification. 

6) Enhanced Data Integrity: Redundancy-based methods bolster data integrity by verifying and if viable, 

restoring decrypted plaintext integrity, ensuring its accuracy and reliability. 

7) Integration and Overhead Considerations: Integrating redundancy techniques with AES entails additional 

computational and storage overhead. The chosen redundancy method, its implementation complexity and impact 

on performance necessitate careful evaluation. 

8) Effectiveness: The efficacy of redundancy techniques hinges on redundancy type, strength and error nature. 

While enhancing error detection and correction, redundancy introduces complexity and overhead, demanding a 

balance between effectiveness and practicality. 

Supplementing AES encryption with redundancy strategies enhances error detection and correction, mitigating 

error propagation. However, meticulous assessment of redundancy method and implementation ensures optimal 

performance and reliability in real-world scenarios. 

 

 

XI.   A PROBABILISTIC APPROACH to TACKLE ERROR PROPAGATION EFFECT of AES 

A) Proposed Algorithm – SBM 1.1: It is evident that the redundancy-based method necessitates comparing 128 

bits corresponding to the 128-bit plaintext size. However, Algorithm SBM 1.1 suggests a modification to this 

technique, aiming to minimize the comparison overhead to just 8 bits. This modification involves utilizing the 

Longitudinal Redundancy Check (LRC) code. 

Steps of the algorithm are following – 

1. Input the plaintext P of 128 bits 

2. Produce an LRC code (8 bits), say L, out of P 

3. Encrypt P with AES Encryptor to discover the ciphertext, say C 

4. Decrypt C with AES Decryptor to discover P‟ 

5. Create an LRC code (8 bits), say L‟, out of P‟ 
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6. L and L‟ are now compared. In the event that L and L‟ are found to be same, C is considered to be error free 

and transmitted through the channel. 

 

 
Fig.12   Block Diagram of SBM 1.1 

 

B) Proposed Algorithm – SBM 1.2: The proposed approach outlines encrypting the plaintext an odd number of 

times, denoted as „n‟, using the same key, resulting in „n‟ ciphertexts. It assumes that the likelihood of a single-

bit error occurring during these rounds does not exceed 0.5. Consequently, out of the „n‟ ciphertexts, at most (n-

1)/2 may contain errors, while the minimum number of error-free ciphertexts is (n+1)/2. Employing the 

Majority Rule over these „n‟ ciphers yields the error-free ciphertext. 

Steps of the algorithm are following – 

1. Input the plaintext P of 128 bits 

2. Encrypt P, n number of times with AES Encryptor to discover ciphers {Ci, i = 1 to n}, n being odd 

3. Majority rule is applied over Ci to discover the error-free ciphertext C which is straightforwardly transmitted 

through the channel.  

 

 
Fig.13   Block Diagram of SBM 1.2 

 

C) Proposed Algorithm – SBM 1.3: Algorithm SBM 1.3 introduces a hybrid architecture aimed at mitigating the 

Error Propagation Effect in AES. This scheme combines elements from both algorithms SBM 1.1 and SBM 1.2, 

incorporating both the Longitudinal Redundancy Check (LRC) code and the Majority Rule concurrently. By 

evaluating error propagation in two distinct paths, the algorithm ultimately achieves an error-free ciphertext, 

ensuring dependable communication. 
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Steps of the algorithm are following – 

1. Input the plaintext P of 128 bits 

2. Create an LRC code (8 bits), say L1 out of P 

3. Encrypt P with AES Encryptor to discover the ciphertext, say C‟ 

4. Decrypt C with AES Decryptor to discover P‟ 

5. Produce an LRC Code (8 bits), say L2 out of P‟ 

6. L1 and L2 are now compared. If L1 and L2 are found to be same. C‟ is encouraged to the comparator. 

7. Encrypt P, n number of times with AES Encryptor to discover ciphers {Ci, i = 1 to n}, n being odd 

8. Majority Rule is applied over Ci to discover the ciphertext C” which is additionally nourished to the 

comparator. 

9. On the off chance that C‟ and C” are found to be same, say C, it is considered to be error-free and is 

transmitted through the channel. 

 
Fig.14   Block Diagram of SBM 1.3 

 

D) Proposed Algorithm – SBM 1.4: Steps of the algorithm are following – 

1. Input Key Words for the message of N words. Message is divided into K parts each of k pieces. Each piece is 

of M words. 

2. Discover the occurrence of any keyword within the pieces, beginning with the first block in the first part. If it 

happens, encrypt that piece utilizing the Algorithm SBM 1.3 and all the pieces thereafter in the part. 

3. Repeat (1-2) for all parts, j = 1 to k. When j = k, the proposed plot of encryption is complete. 

 
Fig.15   Block Diagram of SBM 1.4 
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XII.   EVALUATION 

A)   Strength Comparison: AES stands as a formidable ciphering algorithm renowned for its robust security 

measures, available in varying strengths including 128-bit and 256-bit and even 512-bit versions. Although 

discussions often center around the 128-bit and 256-bit variants, the 512-bit iteration showcases the algorithm‟s 

versatility. Despite its seemingly excessive strength, it exemplifies the algorithm‟s adaptability to diverse 

security needs. 

The security prowess of AES, particularly its 128-bit and 256-bit versions, remain unscathed, owing to the sheer 

magnitude of possible combinations they offer. The astronomical number of possibilities they present far 

exceeds the total number of atoms in the observable universe, rendering brute force attacks utterly impractical. 

While conventional wisdom suggests that 256-bit AES is twice as secure as its 128-bit counterpart, the reality is 

even more staggering. The level of security provided by 256-bit AES surpasses that of 128-bit AES by an 

astonishing margin of approximately 340 billion-billion-billion-billion times. Such incomprehensible levels of 

security make any attempt at decryption a monumental feat, requiring an astronomical amount of time and 

computational power. 

To put this into perspective, envision a global network of supercomputers solely dedicated to deciphering 

messages encrypted with 256-bit AES. Even under such ideal circumstances, the decryption process would still 

demand over 100 billion years, far surpassing the estimated age of the universe at 13.8 billion years. 

In light of these monumental figures, it comes as no surprise that AES swiftly replaced the outdated DES 

algorithm in 2000. DES, with its key-length and block size limitations of 56 bits and 64 bits respectively, 

demonstrated inadequacies in the face of evolving security threats. The adoption of AES as the new gold 

standard in encryption reflects the imperative need for robust security measures in safeguarding digital data in 

today‟s era, where data security is paramount. 

B)   Speed Comparison: When assessing the speed performance of AES against other cryptographic algorithms, 

it becomes apparent that AES demonstrates notable efficiency and processing speed across diverse computing 

platforms. Extensive benchmarking studies consistently underscore AES‟s superiority over alternative 

encryption methods like DES and 3DES, particularly in terms of encryption and decryption speeds. This 

performance advantage can be attributed to AES‟s streamlined design and optimized implementation, which 

enhance its speed capabilities. 

Consequently, AES emerges as the preferred choice for applications prioritizing swift encryption and decryption 

process, such as secure communication protocols, data storage systems and network security appliances.   

 

 

 

 1)   During Encryption: 

TABLE II 
Algorithm 25 kb 50 kb 1 mb 3 mb 5 mb 

DES 0.134701729 0.026940823 0.267408848 0.794640541 0.85 

AES 0.011219025 0.022800207 0.215280771 0.652889729 0.65 

BLOWFISH 0.0128901 0.025858641 0.240588665 0.756733418 0.78 

RSA 0.076804876 0.161932247 1.545604706 4.671413422 5.21 
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Fig.16   Encryption time of Different Cryptographic Algorithms 

 

2)   During Decryption: 

TABLE III 
Algorithm 25 kb 50 kb 1 mb 3 mb 5 mb 

DES 0.011985 0.02597 0.419562 1.25876 2.097384 

AES 0.01596 0.035939 0.664321 1.978153 3.295701 

BLOWFISH 0.016956 0.036935 0.709823 2.113284 3.519206 

RSA 0.150672 0.31133 5.453799 16.252107 27.08821 

 

 
Fig.17   Decryption time of Different Cryptographic Algorithms 

 

C)   Memory Requirement Comparison: Although the AES algorithm demonstrates reduced memory usage in 

comparison to the DES algorithm, attributed to its unique characteristics and tailored implementation 

requirements, it is essential to acknowledge the Blowfish Algorithm‟s distinction as the most memory-friendly 

alternative within the realm of encryption algorithms. 
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TABLE IV 
Algorithm Memory used (mb) 

DES 1.80 

AES 2.53 

Blowfish 3.23 

RSA 0.68 

 

 
Fig.18   Memory Usage Comparison of Different Cryptographic Algorithms 

 

D) Error Propagation Effect Analysis: When an error is introduced in any round of AES, it cascades through 

subsequent rounds, resulting in numerous errors within the cipher. To investigate this phenomenon, an 

experiment was conducted deliberately introducing one-bit errors after various rounds. This led to the generation 

of numerous erroneous ciphers. Subsequent decryption of these erroneous ciphers yielded corresponding 

plaintexts, which deviated considerably from the original plaintext. ([1], [2]) 

 

TABLE V 
One-bit Errors injected in 8th bit 

positions of the intermediate states 

No. of Errors in the cipher text after 

injection of one bit error at 

intermediate states 

No. of corresponding Errors in the 

plaintext after decrypting the 

Erroneous Cipher 

After 1st round 71 67 

After 2nd round 67 55 

After 3rd round 56 69 

After 4th round 51 61 

After 5th round 69 73 

After 6th round 62 65 

After 7th round 70 57 

After 8th round 53 70 

After 9th round 62 61 
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Fig.19 Error Propagation Effect of AES after injecting 1-bit error in the intermediate states 

 

XIII.   POTENTIAL METHODS of ATTACKS 

Although the Advanced Encryption Standard (AES) has maintained an unbroken record of security, revelations 

by whistleblower Edward Snowden in 2013 shed light on the National Security Agency‟s (NSA) extensive 

efforts to develop methods for circumventing various encryption algorithms, with AES being a primary target. 

Despite these efforts several attempted attacks on AES have thus far proven unsuccessful- 

A) XSL Attacks: One approach aimed to exploit AES by treating it as a system of quadratic equations. However, 

this method failed to make any significant progress towards breaking the cipher, falling short of compromising 

its security. 

B) Side-Channel Attacks: Certain implementations of AES have been targeted with side-channel attacks, 

particularly those with low complexities, initially starting from 2^119 and later improved to 2^99.5. Although 

these attacks may seem promising, they are typically effective only against simplistic or flawed implementations 

of AES, while the correct implementation remains resilient to such attempts. 

C) Related-Key Attacks: Another attack strategy, proposed by Bruce Schneier, focused on AES-256 and 

involved using only two related keys and significant computational effort to retrieve the full 256-bit key. 

However, this method, known as a related subkey attack, required 2^239 time for a 9-round version, 2^245 time 

for a 10-round version and 2^270 time for an 11-round version. Given that the 256-bit AES operates with 14 

rounds, these attacks remain ineffective against the full implementation of the AES algorithm, highlighting the 

robustness of AES against such cryptographic assaults. 

Despite these attempts, AES continues to stand as a stalwart in encryption, with its reputation for security 

remaining unblemished against all known attacks to date. These unsuccessful endeavours underscore the 

formidable nature of AES and reinforce its status as a cornerstone of modern cryptographic security.  

 

XIV.   CONCLUSION 

In today‟s digital landscape, fueled by widespread internet usage and interconnected networks, the exchange of 

digital data is burgeoning. Within this vast volume of exchanged data lies a significant portion of sensitive and 

confidential information that demands protection. Encryption algorithms emerge as indispensable tools in 

safeguarding this original data from unauthorized access, offering a shield against potential breaches. Among 

the plethora of encryption methods available, the Advanced Encryption Standard (AES) algorithm shines as a 

beacon of efficiency and widespread adoption, seamlessly integrated across diverse hardware and software 

platforms. 

Noteworthy is AES‟s adaptability, accommodating various key sizes ranging from 128 to 256 bits, while 

maintaining a consistent block cipher structure of 128 bits. Its versatility extends further through the similarity 

between encryption and decryption processes, with minor divergences and sequencing nuances that contribute to 

its allure. 

Looking ahead, the trajectory suggests that the utilization of the AES algorithm will likely remain steadfast in 

the foreseeable future. Unless monumental breakthroughs in quantum or supercomputing technology pave the 

way for its decryption, AES is poised to maintain its dominance as a cornerstone of encryption in the digital era. 
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To conclude, addressing the evolving challenges and opportunities surrounding error propagation effects in AES 

encryption requires a collaborative effort from researchers, policymakers, industry players and civil society. By 

fostering cooperation, innovation and responsible practices, we can confidently navigate the complexities of 

error propagation, ensuring the ongoing integrity and security of digital communication in our interconnected 

world. 

It‟s acknowledged that likelihood of a single-bit error occurring during AES rounds is at most 50%. Future 

research endeavors may strive to achieve certainly in preventing the Error Propagation Effect of the AES 

algorithm under all circumstances. 

As the number of rounds increases in AES, so does the complexity of encryption and decryption. Consequently, 

key length may need to extend to 512 bits to accommodate additional rounds. Ultimately, error propagation 

effects in AES encryption underscore the perpetual challenge faced by cryptographic defenders against 

adversaries. However, by collectively advancing cryptographic science, upholding ethical standards and 

protecting individual freedoms, we can pave the way for a more secure and resilient digital future. 
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