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Abstract— King Abdullah Medical Complex in Jeddah (KAMCJ) is a 500-bed hospital with highly qualified
staff, advanced equipment’s and technologies. The hospital provides a wide range of medical services round
the clock. Equipped with the latest technologies and state of the art information and communication systems,
the hospital has the ability and the resilience to operate at full capacity and withstand the different
operational conditions. At the heart of its technological infrastructure comes the computer network, which is
one of the biggest networks in Jeddah. The hospital’s Information and Communication Technology (ICT)
runs different services and systems that automate most of the operations in all divisions. However, making
the operations fully automated comes with a major security challenge. That is, in a fully integrated systems,
compromising one component could cause the failure of the system partially or entirely not to mention the
reputation damage that security breaches could inflict if sensitive patients’ information were compromised.
As such, it is imperative to implement rigorous security measures to safeguard the hospital’s digital assets
against the cyber-attacks. It is also crucial to revise the security policies regularly to make sure that these
measures are always relevant. To this end, this study is devoted to assessing the security measures currently
applied in the hospital’s network and give recommendations on how to consolidate the security of the
hospital’s data and the underlying digital infrastructure. The study starts by conducting a series of semi-
structured interviews involving group of end users in addition to IT staff and information security personnel.
Based on the data collected from the interviews, network architecture discovery was carried out in order to
understand the structure and identify the critical components in hospital’s network. By utilizing the data
acquired during the discovery process, the existing security controls are identified, and the adequacy of these
controls are evaluated. In light of these controls, the vulnerabilities of each of these components are
determined. Based on the identified vulnerabilities, the prepositions and recommendations to improve
security controls as well as the plan on how to deploy these recommendations in the hospital’s network are
proposed. By incorporating the proposed recommendations into the hospital’s IT services and infrastructure,
the security of digital assets will be improved and the risk of losing data or disrupting business operations will
be significantly decreased.
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I. INTRODUCTION

In the era of the 4th industrial revolution, the proliferation of information and communication (ICT)
technologies accompanied by the increasing pressures for cost-effective yet high-quality and error-free
healthcare services have evoked the reliance on digital health information systems (HISs) by many hospitals and
healthcare providers [1]. The adoption of HISs becomes an essential for many healthcare providers to facilitate
many operational activities [2, 3]. As patients’ personal and medical data are very sensitive, it is crucial of any
HIS systems to maintain a high level of security and confidentiality [4, 5]. However, information security is a
major challenge in HIS as the sensitivity of these information as well as the criticality of the healthcare services
increases the risk of unauthorized access and disclosure of confidential information [6].

Healthcare providers face a wide range of threats with respect to information and network security. These
threats come from both internal and external adversaries and can inflict severe damage which might have an
effect on multiple levels like organizational operations, information assets, individuals, customers, partners and
shareholders [7]. Therefore, safeguarding the information infrastructure is imperative to withstand cyberthreats
and minimize the damage. Information security aims at maintaining the confidentiality, preserving the integrity,
and consolidating the availability of the data and services in hospital information systems [8].

Information security risk assessment and management is a structured process that takes place continuously to
identify, evaluate, and mitigate the risks intimidating the digital assets [9-11]. Such process is vital to achieve a
high level of security for both data and network. Nevertheless, information security is dynamic in nature due to
the dynamic strategies adopted by attackers to deceive the detection of the malicious activities [12]. The
attackers change their offensive strategies over time [13]. This evokes that defensive mechanisms need to adapt
to such dynamicity as well [14]. In addition, the working environment in the hospitals evolve overtime due to
several factors like introducing new services, changing some applications, applying new updates [15, 16]. By
conducting a proper and systematic risk assessment, the likelihood of cyberthreats on the organization will
reduce as well [17-19]. By conducting risk assessment, hospitals can focus on the components that are more
vulnerable and allocate more resources and efforts to safeguard them [20, 21].

Hospitals in KSA are the main healthcare service providers [22-24]. Recently, most of the hospitals started
incorporating HISs into different medical and business operations [25]. Such an integration facilitates the
operational procedures which increases medical and administrative productivity. However, several challenges
related to information security have been introduced as well [26, 27]. Therefore, safeguarding information in
HISs is vital for hospitals to maintain a high service quality. With the integration between the local network and
the national healthcare network via the public network, it becomes important to apply rigorous security rules and
policies to protect the hospital’s digital assets from the threats and unauthorized access coming from outside
[28-30].

Due to the integration of HIS into healthcare services, the healthcare providers have encountered many
security and privacy challenges [30]. As such, security and privacy breaches become the main obstacle that
obstructs the momentum of the fully integration and utilization of the digital services in the healthcare industry.
As reported by information security bodies, hospitals and healthcare providers are susceptible to both internal
and external cyberattacks, which jeopardise the integrity and confidentiality of patients’ electronic medical
records [28, 30]. Throughout the world, healthcare system was targeted in 2017 by a major attack using
ransomware, which locked the medical data and disrupted the operation of many organizations [31]. According
to [32], around 41,686 security incidents in 2018 where 2,013 of which were data breaches. To circumvent these
breaches, many countries have enacted information security and privacy legislations to govern collecting,
processing and exchanging patient’s information to ensure the integrity and confidentiality of these data. The
Health Insurance Accountability Act (HIPPA) and General Data Protection Regulation (GDPR) are examples of
such legislations [33, 34].

The extant research emphasized on the importance of security to the healthcare system in order to ensure the
integrity, availability and confidentiality of the data. Therefore, it is necessary to understand existing security
policies applied by the healthcare providers and identify the limitations that might exist in the current practice.
The study conducted by [32] investigated the factors that cause healthcare practitioners in KSA resisting to obey
to information security policies. They concluded that the information security violations can happen due to
social aspects that influence them to ignore the security policies. Similarly, [35] investigated the potential
reasons that end users in healthcare organizations in KSA tend to ignore the security policies and measures.
They concluded that the user unawareness as well as the ambiguous policies are the main factors that many
users opt out following the security policies and best practices. The study conducted by [36] investigated the
current state of electronic patient records security in KSA’s National Health Services from two perspectives, i.e.
enacting the security policies and the application of these policies on the hospitals. The study concluded that the
incorporation of HISs and IT services ignores the security measures and policy application as well as the lack of
security awareness amongst hospital staff. However, these studies tackled the security policies application on
the hospitals in KSA in a generic way, which overlook the differences in the level of adoption between the
hospitals. That is, some hospitals adopt the full integration of HIS services while others apply such services
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partially. Consequently, the risk level becomes different and the solutions proposed might not be suitable for
many hospitals. As such, there is a need to create information security propositions for the healthcare providers
based on their working environment and needs. Therefore, these solutions are not suitable to evaluate and
improve the application of security policies in large healthcare providers like KAMCJ due to the different nature
of the ICT infrastructure and the level of HIS adoption as well as the awareness of information security among
users, which renders the current solutions not applicable. To this end, this study is dedicated to assess and
evaluate the current application of information security policies in KAMCJ and proposed recommendations to
consolidate the security posture of the hospital.

To the best of the authors knowledge, this is the first study that evaluates and assesses security measures
applied in KAMCJ. The rest of this paper is organized as follows. Section 2 provides an explanation about the
methodology adopted in this research. Section 3 discusses the findings. In Section 4, the evaluation of the
adequacy of the existing security controls applied in KMAC]J are elaborated. In Section 5, the recommendations
for improving the security policies and measures are explained. The paper is then concluded by Section 6.

Il. THE METHODOLOGY

The study carried out a series of semi-structured interviews to collect data regarding the current application of
information security policies. The study also applied the analysis approach proposed by [6] to obtain answers to
the research questions. The research environment was the King Abdullah Medical Complex — Jeddah (KAMC)).
The KAMCJ is a 500-bed hospital complex equipped with a state-of-the-art laboratory, trauma centre and
outpatient clinics. To support daily business operations, KAMCJ has built an Information and Communication
Technology (ICT) infrastructure. Two main IT assets constitute the ICT infrastructure, namely the hardware
and software. On the hardware level, KAMCJ IT assets include different types of servers, PCs, router, switches,
firewalls, intrusion prevention system, laptops, high technology printers and scanners. Currently, the KAMCJ
network consists of around 900 PCs, 293 printers, 207 wireless access points, 40 layer 3 switches, 42 scanners
and 8 servers. The software assets, on the other hand, consists of several systems that provide services to the
other departments in the hospital like senior management, human resource, emergency, radiology, inpatient
wards and outpatient clinics. These departments are connected to the hospital’s IT system that provides an
integrated and uninterrupted IT services.

To run the ICT infrastructure, the IT department in KAMCJ is divided into five sections each of which is
responsible for managing a specialized functionality. These sections are Network & operations, technical
support, IT security operations, ERP, and TrakCare (the hospital’s health application). These sections are
specialized groups whose duty is to provide uninterrupted services for other departments throughout the hospital.
To achieve such a goal, the Network & operations section runs two networks, namely internal network and
external network. The purpose of internal network is to provide services to the entire staff including physicians,
nurses, administration, and senior management. Prescription and all sort of medication are carried out with the
electronic application that consolidate the productivity of the physicians as well as other staff. To promote the
usage of the internal network and its applications, an online Ticket Support System is used that receives
technical support requests from end users and assign supporting personnel to handle them. Internal network also
provides access to the ERP system which automates many business-related tasks like payroll, leaves and annual
vacation, and attendance.

The external network, on the other hand provides internet access to the staff, by which they can communicate
with other hospitals, suppliers and related organizations. Supporting companies and suppliers can utilize the
hospital’s external network to get into the internal network for the purpose of providing different support
activities to the medical devices like installing software, updating patches and fixing problems. To access the
hospital’s network from outside, the IT department has created a secured VPN tunneling on top of the IPSec
protocol.

A. Data Collection

To obtain the data, we first conducted interviews with a group of end users who deal with any of IT services.
These people were chosen randomly from different departments. Then, we interviewed the IT staff. In the final
stage, we conducted a focused interview with the IT security personnel. Among the information gathered during
the interviews are the demographics, job descriptions and information security backgrounds. Then, information
security policies-related information were gathered from all participants. Finally, focused our survey with IT
staff and security personnel to collect data related to the information security environment in the hospital
including but not limited to Hardware/Software components of the ICT infrastructure, security policies currently
applied, information security awareness, end user training, and incident reporting. Moreover, we investigated
the impact of the security policies currently applied on end user’s performance and daily activities. The initial
questions provided to the first group were revised to include more focused questions suitable for the IT staff and
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information security personnel. The duration of each interview was between 30 and 45 minutes. All interviews
were carried out face-to-face in the KAMCJ hospital in Jeddah.

B. Data Analysis

The interviews’ questionnaires were analysed thematically according to Braun and Clarke [6]. Thematic
analysis approach looks for common themes (i.e. patterns) within the dataset and underlines the repeated
patterns. This provides a better understanding of the information included in the dataset. The information in the
responses that revealed security policy applications were identified. Additionally, the study focused on the
possible reasons behind the users to resist to follow security policies and directives. A special attention was
given to those policies that got higher resistance in order to understand why people tend to ignore such policies.
The data relating to security incidents and cyberattack breaches were analysed as well.

I11. THE FINDINGS

Information security controls are the technical, procedural, physical, and policy safeguards designed to
protect sensitive data by mitigating the identified and assessed risks to its confidentiality, integrity, and
availability [37, 38]. The selection and specification of these controls are accomplished as part of an
organization’s wide risk management and information security program and is typically dependent on risk
mitigation objectives balanced by implementation cost. In KAMCJ, the following security controls are applied.

A. The current situation in KAMCJ ICT infrastructure

Intrusion Prevention System (IPS) devices protect network with the Threat Suppression Engine (TSE) by
scanning, detecting, and responding to network traffic according to the filters, action sets, and global settings
maintained on each device by a client. FortiGATE firewall is used as IPS for blocking any traffic that does not
match the firewall policies. Furthermore, an enterprise edition antivirus is installed on all the PC’s in the internal
network to protect KAMCJ network against any malicious attack. To avoid power failure, Uninterrupted Power
Supply (UPS) system is installed in main data centre. Moreover, a backup generator is installed and configured
to take over in the case of a long-run power failure. For the physical security, a Close Circuit Television (CCTV)
cameras are installed in each block within the hospital’s perimeter to monitor each activity in the vicinity.
Similarly, the access doors are equipped with access control devices to avoid anonymous access. Within the data
centre, all IT server RACs are highly secured using fingerprint-based access such that only authorized users are
allowed to get access to these devices. Furthermore, fire alarming and distinguisher system is installed for fire
detection and prevention in the data centre. To monitor the different network appliances, an intelligent
management centre is used to network traffic and identify any issues and/or bottlenecks.

B. Security Measures in Currently in Place in KAMCJ

As it contains patients’ sensitive information, security control plays an important role in protecting the
KAMCJ network. To achieve the goal of protecting the network devices from attackers, security devices and/or
applications are essential for KAMCJ. The protection in KAMCJ can be categorized into several layers
including application protection, infrastructure protection and performance protection. For the application
protection, Intrusion Prevention System (IPS) checks the incoming traffic, and if a malicious activity was
detected, IPS would raise an alarm and take responsive actions according to the filters and actions set. in
addition, IPS provides several layers of protection for the network and applications. That is, the IPS was
configured to protect the different KAMCIJ’s applications from known and unknown exploits. In particular,
attack protection filters are in place to block the suspicious traffic. Moreover, reconnaissance filters are applied
to detect and block the activities that try to scan, sweep, and probe for vulnerabilities and collect information
about the any component in the hospital’s network.

Infrastructure protection protects network bandwidth and network infrastructure appliances such as routers
and firewalls from attack using a combination of filters. These filters include but not limited to network
equipment protection filters and traffic normalization filters. The network equipment protection filters protect
network devices from attacks by enforcing physical and access controls. Traffic normalization filters, on the
other hand, detect and block abnormal/malicious traffic like denial of service attacks.

The performance protection maintains the efficiency of bandwidth utilization by prioritizing the applications
such that higher bandwidth is given to the mission critical applications during the times of high congestion. This
was achieved by applying several controls like misuse/abuse filters and traffic management filters. The misuse
and abuse filters protect the resources and usage of file sharing across networks and personal computers. Hence,
these filters protect peer-to-peer services. The traffic Management filters, on the other hand, aims to maintain
the availability of the system resources requested by authorized users.
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C. Security Threats and Attacks Recently Detected in KAMCJ

Recently, several attacks targeting the KAMCJ network have been detected. These attacks include IP
spoofing, Man-in-The-Middle (MITM), Denial of Service (DoS), malware and industrial espionage. The
spoofing attacks tend to construct IP packets that appear to originate from valid addresses within the internal
network (Harwood, 2015). These attacks targeted several servers and applications in hospital’s network to
deceive these devices and making them reveal sensitive information about the patients. The MITM attacks
intercept the communication between two devices in the network and actively monitor, capture, and control the
communication transparently. For example, the attacker tried to re-route a data into attacker’s machine. When
computers are communicating at low levels of the network layer, the computers might not be able to determine
with whom they are exchanging data (Harwood, 2015). The DoS attacks are used to overload the severs in the
network with a huge traffic to render them irresponsive to legitimate requests (Harwood, 2015). This could be
achieved by a malware infection. Viruses, Trojan horses, Worms and Spyware are types of malware usually
used for malware attacks. KAMCJ have been subject to many of the abovementioned attacks, especially when
the antivirus is not updated or not functioning properly. As KAMJCJ is keeping patients' information, spyware
is a real threat that can expose confidential data to unauthorized entities.

While the source of attacks discussed above are external, some other attacks could be launched from the
internal network as well (Easttom, 2016). Such attacks are referred to as an industrial espionage. Internal staff
can be the most threat of KAMCJ. Employees with privilege to sensitive information can be a real threat
specially when they leave KAMCJ. These employees are dangerous because of the valuable information they
have access to, and the threat of exposing it to a third party. The loss of data confidentiality can happen by
copying sensitive documents by disgruntled employees or by using the social engineering technique exploiting
the trust of the employee like spear phishing attack (Easttom, 2016).

IV.THE EVALUATION OF THE ADEQUACY OF THE EXISTING SECURITY CONTROLS APPLIED IN KMACJ

The main objective of security evaluation is to identify threats that could affect confidentiality of the
organization. To help determine whether the previously mentioned security controls are effective in protecting
the digital assets in KAMCYJ, an evaluation of these measures is discussed in this subsection. Security evaluation
is the process of identifying risks and threats to the KAMCJ’s network. The evaluation results may help to
identify whether the IT services and/or appliances fulfil the hospital’s Information security needs. To carry out
risk assessment and evaluate security controls currently in place, the CCTA Risk Analysis and Management
Method (CRAMM) is adopted [39]. The CRAMM is a risk management methodology created by Central
Computer and telecommunication agency in United Kingdom. It consists of three stages, the identification of the
assets and assigning value, the evaluation of the risk associated with each asset based on CIA risks to these
assets, and the selection of suitable countermeasures.

First Stage: Asset Identification and Valuation

In this phase, the assets in KAMCJ were categorized into physical assets and logical assets. The physical
assets include all PCs and network hardware, while logical assets include the data and software. For the physical
assets, the value of each device can be calculated based on its price in addition to the value the data it holds
(Easttom, 2016). Data, on the other hand, is a precious asset whose value could vary based on the category.
Based on the level of confidentiality, data could be categorized to public, restricted, confidential and secret
(Marquis, 2008).

Public data are non-confidential available on the KAMCJ' website. These types of data have no direct impact
on the security assessment. Restricted data are accessible to authorized users only. Human resources, salaries,
list of employees, historical data and appointment schedules are all examples of restricted data and can be seen
by only limited number of staff. The restricted data have impact from (1-5) value. Confidential data are sensitive
that can cause a real damage to the KAMCJ reputation and significant financial loss if exposed. Patient's
information, records, financial information, passwords, operational-related information and trade secrets are all
classified as confidential and have impact from (6-9) value. Secure data are only accessible to the senior
management. This data can be assigned by the government like the identity of one foreign spy has been injured
and the KAMCJ is taking care of him. Information about special illness like AIDS is considered in this category
as well. For software assets, the value of the software is calculated based on its price. Many software are
installed on KAMCJ network like MS Windows, Dameware Remote Support, Kaspersky endpoint security,
Microsoft Office, Enterprise Resource Planning (ERP), and TrakCare.

Second Stage: Risk Assessment

In this stage, the CIA risk related to the different assets is identified. To assess the risk, we need first to
identify the threat, asset, impact relationships and the vulnerability level of each asset. For the assets and
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vulnerability value, the used scale is from 1 to 3 where 3 is high, 2 is medium and 1 is low. The threats have the
scale from 1 to 7 where 7 is considered the highest threat. For the physical assets, the vulnerabilities are
represented in the lack of continues monitoring, Inaccessibility and false rejection in biometric authentication
while the threats include theft, vandalism, destruction, accidental, natural disaster, fire, power failure and
malware infection.

The vulnerabilities on public data include posting too much information on website which gives the hackers
the opportunity to gather more data and expose confidential information. In restricted data, the weak passwords
are the main vulnerability that poses the threat of unauthorized access, which leads to the disclosure of sensitive
information. Likewise, the vulnerabilities related to confidential data are represented by the level of user
awareness, data leakage and data manipulation. Such vulnerabilities lead to several threats like unauthorized
access, sniffing, modification and destruction of the data. Moreover, the main vulnerability of secret data is that
they are accessible to only very limited people. Hence, such data is at risk of loss if something happened to
those people. Software vulnerabilities are embodied in the manual update, malfunctions, reliance on providers,
weak access controls, level of awareness of the users. Consequently, they are prone to several threats like
malware infections, unauthorized access, denial of service, social engineering, phishing and zero-day attack.

Calculating the risk of the identified assets

Table 1 shows the level of risk associated with each asset in KAMCJ. The risk is calculated according to
equation 1.

R = ((Asset Value X Vulnerability Value X Threat Value) / 4.5) @

The risk is high if R > 8, while medium if 5 < R < 8 high; low otherwise.

TABLE 1
ASSET VALUE AND ASSOCIATED RISK ASSESSMENT
Identified Asset Value Vulnerability Threat Risk
PC’s 3 2 4 5 M
Firewall 3 3 5 10 ,High
IPS 3 2 4 5 M
Access Point 2 3 (open source) 6 (Sniffing) 8, H
Switches(layer3) 3 2 Unauthorized access 4 Mac Spoofing 5.3 M
Cisco Router 3 2 Unauthorized access 5 Only 1 router 6.6 M
Printers 2 3 Unauthorized access 6 Theft, copying 8, H
documents
Scanners 2 3 Unauthorized access 6 Theft, copying 8, H
documents
Kaspersky 3 1 Not updated 3 Zero-day attack 25 L
Servers 3 2 Infection 6 DoS 8, H
windows 7 3 1 Infection, malfunction 5 Malware attack 33 L
Dameware 2 2 infection, weak 5 Impersonating, 4.4, L
authorization malware attack
Public Data 0 3 Gathering information 6 Used information | 0
for attack
Confidential Data 2 3 Weak Password, 7 Social 9.5 H
Awareness level engineering, Brute
force attack,
malware attack,
disclosure
Restrict Data 1 3 Access controls, infection | 6 Malware attack, 42, M
disclosure
Secure Data 3 2Infection, Inaccessibility 4 Destroyed, death 5.4, M

Third Stage: Selecting Countermeasures

The required countermeasures are identified based on risk level. The calculated security requirement is a
pointer to a set of applicable countermeasures from which "sufficiently powerful" countermeasures are selected.
In addition, it is necessary to compare the required countermeasures with the countermeasures already applied,
to find out how many new countermeasures we need to apply based on the cost/benefit analysis (Boyle & Panko,
2015). Based on the vulnerabilities and threats discussed previously, there are several countermeasures that the
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KAMCJ needs to consider. First, the least privilege concept is needed to be applied so that users can only access
to information necessary to do their duties. This mitigate the risk associated with disclosure of sensitive
information. Another countermeasure needs to be applied is the enforcing of automatic update for all software
installed on the network. This can be done through admin directory. Moreover, network administrator needs to
ensure that all devices are protected by the latest update of Kaspersky antivirus. This task should be automated
and carried out in a centralized way using the admin directory to avoid user mistakes. Furthermore, a strong
password policy and encryption is necessary to avoid several attacks like MITM.

Creating an incident response plan based on the business continuity plan is necessary to ensure the minimum
level of services provided under foreseen circumstance. Similarly, creating Disaster Recovery Plan is crucial to
improve the preparedness and survive any disaster. Finally, the most important countermeasure is increasing the
level of security awareness within the KAMCJ which can be achieved by creating the security culture and
adjusting training programs appropriate for users.

V. PROPOSITION OF SECURITY IMPROVEMENTS

The primary target is to increase the security level by highlighting the major threats that can exploit the
existing vulnerabilities in KAMCJ’s systems. Based on the security assessment highlighted previously, there are
some recommendations to improve the security in KAMCJ. These recommendations could be applied on end
user level as well as the administrative level. On the user level, several policies and rules could be enforced like
the password policy, authorization and privilege granting. Particularly, system administrators should impose a
strong password policy so that end users need to use a combination of capital letters, small letters, numbers and
special characters. The policy should also impose changing the password regularly and prevent using the same
password again.

For granting and revoking permissions, there should be a group policy in place such that the users with
similar permission needs are assigned into one group. Then these groups will be granted the permissions
required for its members. As such, it becomes easy to manage the different groups and eliminate the mistakes
that could lead to grant users permissions higher that what they need. System administrators need also to inform
the end users about any change in security policy and requirements that might have direct and/or indirect effect
on those users. Furthermore, system administrators need to control the access to the data and prevent
unauthorized access to sensitive resources like patient’s digital records and the financial posture. In addition, a
non-disclosure agreement should be in place so that all users need to sign the time they report duty.

Increasing the security awareness is an important factor that determines the security posture of the hospital.
Therefore, conducting a specialized security training for the head of all departments to increase the security
awareness level and enable them to guide their subordinates to follow the best security practices. Logging user
activities, especially when they deal with mission-critical resources or sensitive data is imperative to decrease
the risk that such resources are misused. Outdated devices like hard disk drives and USBs need to be get rid of
properly to prevent unauthorized data retrieval attempts if these devices fall into wrong hands.

From data and resources perspective, a backup and disaster recovery plan are needed so that KAMCJ could
withstand any disastrous situation. Planning for disaster recovery and security incident reporting need to be
documented. Maintaining an up-to-date patch levels, security hotfixes, and service packs need to be monitored
in a regular basis. Likewise, fixing devices with defects is necessary to avoid any break down they could cause,
which might lead to severe interruption to business continuity. Additionally, fixing the faulty devices and/or
applications should be carried out by the authorized users as it may pose threat to the network if those devices
have not been handled properly.

VI1.CONCLUSION

In this paper, the current application of information security policies in KAMCJ are assessed and evaluated.
Based on the assessment, recommendations to consolidate the security posture of the hospital were proposed. A
series of semi-structured interviews have been conducted. The participants in these interviews were selected
from end users that deal with one or more of ICT hardware and/or software in a daily basis. The IT staff and
information security personnel were participated in the interview as well. The interview data were collected and
analysed. Based on the analysis, hospital’s network architecture was described, and the critical components were
identified. The security controls policies currently applied in KAMCJ were determined, and the adequacy of
such application was evaluated. Based on the evaluation, we identified the security vulnerabilities in the
KAMCJ network. The recommendations to improve security controls as well as the plan on how to deploy these
recommendations in the hospital’s network are proposed were proposed. By applying these recommendations
into, it is expected that the security of the KAMCJ will be improved and the risk of losing data or disrupting
business operations will be significantly decreased.
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