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Abstract: Text messages are considered one of the most common types of data circulating through 

social media, which requires protection due to the fact that they contain confidential information or 

information of a personal nature that no unauthorized person is allowed to see. In this research 

paper we will introduce a method to secure LSB2 method of hiding secret message, this method will 

based on secret message decomposition to divide a message into various segment, the each segment 

will be hidden in a selected image block. The hiding method will be associated with a complicated 

private key; this key will contain a complex structure to increase the hiding method security by 

preventing the hacking process performed by unauthorized persons.    
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1- Introduction 
Digital color images [11], [12], [13] are one of the most common and widely used types of data, and 

these images are characterized by their ease of obtaining and their large size, which makes the digital 

image a basic source for use to hide secret text messages [14], [15]. 

 
Data steganography as shown in figure 1 is the process of hiding confidential data in the digital image 

so that the concealment process does not distort the image or change its features, and that no change is 

noticed with the naked eye. The quality of the holding image must be much closed to quality of the 

covering image, so the mean square error (MSE) between the covering image and the holding image 

must be closed to zero, or the peak-to-signal-noise ratio (PSNR) between the two images must be very 

high. 

http://www.ijcsmc.com/
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Figure 1: Data steganography process 

 

Many methods were proposed for data steganography[16], [17], [18], most of them are based on least 

significant bit (LSB) method of data hiding, and here in this paper we will use LSB2 method because it 

has good features such as doubling the hiding capacity, providing low value for MSE and high value 

for PSNR [19], [20], [21]. 

 LSB2 method [22] can be implemented by using the least two significant bits (see figure 2) to hold 

data from the secret message as shown in table 1 

 

 
Figure 2: LSB2 implementation 

 

Table 1: Hiding process using LSB2 (Hiding character A) 

 

From table 1 we can see that LSB2 method of data hiding adds minor changes to the covering image, 

and the change ranges(if there is any) from +3 to -3, these changes in the pixels colors cannot be no-

ticed by the human eyes. 

The process of data hiding and data extracting using LSB2 method is very simple, figure 3 shows the 

process if hiding, while figure 4 shows the process of data extracting: 
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Figure 3: LSB2 hiding process 

 

 
Figure 4: LSB2 extraction process 

 

2- Secret Message Segmentation 
The secret message used in the proposed method must be segmented [6], [7] based on wave packet tree 

decomposition [8]. [9]. [10] by calculation the approximation and details [23], [24] for the message as 

shown in figure 5: 

 
Figure 5: 3 levels of message decomposition 

 

Here the number of levels must be kept as a part of the private key (PK). 

Tables2 and 3 show the obtained message segments using 4 and 6 levels of message decomposition: 
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Table 2: Dividing message into 4 segments 

Message Length Contents 

Original 120 Petra is a historical Jordanian city dating back to the time of the Nabataeans. It is 

an artistic chandelier made of rock 

Segment1 15 Petra is a hist 

Segment2 15 orical Jordania 

Segment3 30 n city dating back to the time 

Segment4 60 of the Nabataeans. It is an artistic chandelier made of rock 

 

Table 3: Dividing message into 6 segments 

Message Length Contents 

Original 120 Petra is a historical Jordanian city dating back to the time of the Nabataeans. It 

is an artistic chandelier made of rock 

Segment1 4 Petr 

Segment2 4 a is 

Segment3 8 a histo 

Segment4 15 rical Jordanian 

Segment5 30 city dating back to the time 

Segment6 59 of the Nabataeans. It is an artistic chandelier made of rock 

 

3- Image Blocking 
Digital color images [1], [2], [3] are usually represented by 3D matrix [4]. [5], the first dimension is 

referring to the row number, and the second is referring to the column number, while the third one 

represents the color number.     

The second phases of the proposed secure method is color image blocking, here we have to select the 

block size by selecting the number of rows and number of columns in each row, these number are not 

fixed and they must be saved as a part of PK. Figures 3 and 5 show how to divide the original image 

with size 151x333x3 into blocks with R1=100 and Col1=150. 

 
Figure 6: Original image (example) 

 
Figure 7: Image blocks 
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Color images have various sizes, and here we can use various values for R1 and Col1 even for the same 

image, table 4 shows how to block some selected color images: 

 

Table 4: Images blocking 

 
 

4- The Proposed Method 
The proposed method can be implemented applying the following phases: 

Phase 1: Image blocking 

Here we have to get the image size and select the necessary values for R1 and Col1, these values must 
form a part of the PK as shown in figure 8. 

 

 
Figure 8: Image blocking phase 
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Phase 2: Message segmentation 

 

 
 

Figure 9: Message segmentation phase 

 

In this phase we have to save the message length to be used as a part of the PK, then select the number 

of levels for message decomposition to get the length of each segment as shown in figure 10. 

 

Phase 3: Message hiding using LSB2 

Now the image blocks and the message segments are defined, here we will assign one block to hold 

one message segment by creating a table to map segment into the selected block, this table is called 

segment-block table and it must be used as a part of the PK as shown  in figure 10  
 

 
Figure 10: Secure LSB2 method 

 

5- Implementation and Experimental Results 

The following secret message "Petra is a historical Jordanian city dating back to the time of the Naba-

taeans. It is an artistic chandelier made of rock" with length 120 character was divided into 4 segments 

as shown in table 2, 10 different images were taken, each of them was divided into blocks as shown in 
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4, the following segment-block table (table 5) was used to hide the message into each image (this table 

can vary from image to another):  

 

Table 5: Segment-block table 

Segment number Block number 

1 3 

2 7 

3 2 

4 6 

 

Table 6 shows the results of hiding process implementation: 

Table 6: Obtained experimental results 

Image# Segment 6 size MSE PSNR 

1 00322 0.0032 168.4114 

2 2012 0.0056 162.5991 

3 00222 0.00088156 181.1635 

4 012222 0.000085006 204.5531 

5 302222 0.000095233 203.4171 

6 00022 0.0039 166.3316 

7 02022 0.00091242 180.8193 

8 01222 0.0024 170.9660 

9 02002 0.0029 169.1157 

10 02002 0.0025 170.8031 

 

From table 6 we can see that the proposed method keeps the good features of LSB2 method of data 

steganography by keeping MSE values low, and PSNR values high, which means that the holding 

image is very close to the covering image, in addition to that the proposed method adds a security 

procedures to LSB2 which cannot be hacked. 

 

Conclusion 
LSB2 method of secret message hiding was implemented, security procedures were added to this 

method which does not negatively affect the good features of LSB2 method, the security procedures 

are complicated and they form a complex private key, which contains various and changeable data 

structures, which makes the process of secret message hacking difficult. 
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