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Abstract

Least significant bit of data hiding is one of the most popular used methods in data steganography, this method is
simple and efficient, but it is not secure.

In this research paper a modified LSB method version will be proposed, this version added a private key as an input
of data hiding and data extracting. The private key will contain 8 components which provide a necessary key space
to protect the hidden message. The PK key will be used to perform the required substitution and arrangement of the
binary version of the secret message.

The proposed method will be tested for quality and performance to prove that the proposed method keeps the
performance of the LSB method without changes. Several images will be used as a covering images and a
recommendation will be suggested to keep the method efficient.

Keywords: Steganography, covering image, stego image, secret message, PK, substitution, MSE, PSNR.

Introduction

Steganography is the art of hiding information among other less visible information to prevent eavesdropping by
concealing its existence in the first place[1-11]. This research focuses on investigating enhanced LSB method of
hiding information during modern digital communication. Initially, the focus will be on achieving steganography as
a whole, before applying steganography to text information [15-21]. This specific field was chosen because of
limited research in this area, and the text is ubiquitous in documents, open source and the Internet. The research will
include the strengths and weaknesses of LSB method and suggest solutions and alternative means. In order to
complete this extensive research from conference proceedings and journals related to steganography was
investigated to identify the basic techniques that could be applied. The importance of this information lies in
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presenting a single document that brings together basic methods that can be applied on the basis of current research.
In this research paper, the steganography method was used to build a system that hides text information inside the
image, and the application creates a (stego image) that contains the text and confidential data and is password-
protected for more security [22-30]. The main objective of the research is to design an application to hide
information that provides good security strength. It provides a higher degree of security that enables the protection
of the image (stego) that contains the message from attacks by people who are not authorized to view confidential
information. The accuracy and clarity of the image will not change much when the message is included in an image
using LSB method, a substitution sequence will be used to create a PK key, this will provide the LSB method with
the required security to protect the embedded secrete message [30-41].

Data steganography as shown in figure 1 is the process of hiding secret data into another data. Big size color image
is usually used as a covering media. One of the most popular methods of data steganography is LSB method [12-18].
This method uses 8 bytes from the covering image to hide one character of the secret message. The binary version of
the character is to be inserted in the LSBs of the set of 8 bytes of the covering image as shown in figure 2.

Covering image

Stego image

g1111111]
I

MESSAGE |

Figure 1. Data steganography process

201 | 211 | 231 | 224 11001001 | 11010011 | 11100111 | 11100000
226 | 237 | 223 | 217 Decimsito 11100010 | 11101101 | 11011111 | 11011001
220 | 223 | 221 | 220 Binary 11011100 | 11011111 | 11011101 | 11011100
223 | 220 | 225 | 251 11011111 | 11011100 | 11100001 | 11111011
Covering image

4x4

Fiirst byte: 10000100 Least
= — i g
Second byte: 00100001 Significant Bit

11001001 | 11010100 | 11101000 | 11100000
11100010 | 11101101 | 11100000 | 11011010
11011100 | 11011111 | 11011101 | 11011100
11100000 | 11011100 | 11100010 | 11111011

Binayy to
MSE=0.4375 Decimal

PSNR=118.7758

201 | 212 | 232 | 224
CC=0.9989 226 | 237 | 224 | 218

220 | 224 | 221 | 220
NPNCR=56.25 224 | 220 | 226 | 251

Stego image

Figure 2: LSB operations
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LSB method of data steganography is a simple method of data hiding and extracting, and it has the following
features [19-30]:

- The pixel in the carrier image is slightly affected by the process of hiding the secret message, as the pixel
value changes within the range -1 and +1 (see table 1), which is a very small value that cannot be noticed
with the naked eye, and by this the MSE between the carrier and stego images will be small, while the
PSNR and CC between them will be high [31-40].

Table 1: Effects of bit hiding

Message bit Carrier bit Stego bit Changes

0 0 0 No change
0 1 0 Subtract 1
1 0 1 Add 1

1 1 1 No change

The capacity of LSB method equal the carrier image size divided by 8.

LSB method is not secure, the message can be easily extracted of the hacker has a good programming
experience [25-32].

The objectives of the proposed method are to protect the hidden message from being hacked by a adding a security
issues to LSB method. A PK must be used, this key will contain information about the substitution sequence of data
hiding and extracting process.

The Proposed Method

The proposed method is based on LSB method of data steganography; it uses a PK to secure the hidden message.
The message binary matrix for LSB method as shown in figure 3 is a 2D matrix (one column for each character and
8 rows (8 bits for the character binary number)), this matrix must be transposed to get a new 2D matrix (8 columns
for the binary numbers and one row for each character).
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a="Staganography’;
b=uint8(a)
b=

83 116 97 103 97 110 111 103 114 97 112 104 121
13x8

character: 01010011

1
2 character: 01110100 Sx13
4 character: 01100111
S character: 01100001  SUbstitution o
11 character: 01110000
12 character: 01101000
13 character: 01111001
ﬁ ﬁ 1 L
a gt character character
1 LSB method
bi hits arrangement
1ts
Proposed method
:u:'r:mgemem

Figure 3: Message bits’ arrangement

The proposed method will use a transpose binary matrix to apply message hiding and extracting as shown in figure
4, the matrix must be reshaped to one column matrix, this column matrix will replace the LSB in the covering image
binary matrix. The order of the column in the message binary matrix must be determine by the continents of the PK
as shown in figure 5.

LSB

arrangement
000 Transpose
111 arrangement
000
000 01000001
000 01000010
000 01000011
011
101

HENOoOoOoQoOMFEFOoOMFEFOoOoQLoOFEFOoOFEFOoOoooOoHED
=N R — R = — R R =T = =]

Figure 4: Using the transpose message binary matrix
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0
0
0
0
0
12345678 12345678 0
01000001 00100010 !
01000010 00110000 [ 1
01000011 00110010 1 Hidding sequence
13 i'
PK 25 1
32
35271486 47 0
51 0
6 4 0
78 0
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0
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0
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Figure 5: Using PK for column substitution

According to the results of substitution the resulting binary matrix is to be reshaped to 1 column matrix, and the
column will define the sequence of the hidden bits as shown in figure 6

Reshaped to 1 column

0 First 0
1 0 15t bits of all characters
0 0
0 1
LSB 0 1 20t bits of all characters
arrangement 0 1
1] 1]
000 1 character Trauspuse 0 a1 pits of all characters
111 0 Second arrangement L
000 1 0
000 0 01000001 0 4% bits of all characters
000 0 01000010 0
000 0 01000011 0
011 1] 0 st bits of all characters
101 1 0
0 character 0
0 Third 0 6% bits of all characters
1 0
1] 1]
0 1 T bits of all characters
0 1
0 1
1 0 8% bits of all characters
1 character 1—

Figure 6: Hiding bits’ sequence
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The PK contains 8 components, each of them varies from 1 to 8, so the key will provide a number of combinations
equal to 8"8=16,777,216, and tis key space will be sufficient to protect the hidden secret message.

The proposed method data hiding phase can be implemented applying the following algorithm:
Inputs
Message, covering image, PK
Output
Stego image
Process
1- Get the message
2- Get the message length (L)
3- Change the message to decimal
4- Change the decimal message to binary
5- Get the transpose message binary matrix
6- Getthe PK
7- Rearrange the transpose matrix based on the PK contents
8- Reshape the transpose matrix to one column array
9- Reshape the covering image into one column array
10- Convert the image array into binary
11- Let the LSB of the first L*8 equal message array
12- Convert the image array back to decimal

13- Reshape the image column to 3D matrix
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The following code can be used to apply message hiding:

in=imread('C:\Users\Dr.Tayseer\Desktop\drziad\MAVAVY21l2. jpg'):;
[Nl n2 n3]=size(in) ;ss=nl*n2%*n3i;
m='Ziad Algadi Albalga Amman Jordan Steganography';
I=length (m) ;

a=reshape (in, [1,nl*n2*n3]) ;

tic

ml=uint8 (m) ;

m22=decZ2bin(ml,8) ;
m2(:,1}y=m22(:,3);
m2(:,2)y=m22(:,5);
m2(:,3)=m22(:,2);

m2(:, 4)y=m22(:,7);
m2(:,5)=m22(:,1);
m2(:,6)}=m22(:,4);
m2(:,7T)y=m22(:,8);
m2(:,8)=m22(:,6);

al=a(l,1:L.*8) ;

aZ=dec2bin(al, B8} ;

m3=reshape (m2, [L*¥8,1]) ;
az(:,8)=m3;

ad=bin2dec(a?)';

a(l,1:L.*8)=a3;

ad=reshape(a, [nl n2 n3i]);
ht=toc;

The extracting phase can be implemented applying the following algorithm;
Input

Stego image, PK

Output

Secret message
Process
1- Get the stego image
2- Get the image size
3- Reshape the image into one row
4- Get the message length (L)
5-  From the image extract a part with length equal L*8
6- Convert the image part to binary
7-  From the binary image select column 8

8- Reshape the obtained column to transpose matrix
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9- Getthe PK

10- Rearrange the matrix according to the PK contents

11- Convert the matrix to decimal to get the ASCII characters
12- Convert the decimal message to character

The following code can be used to apply message extracting:

FExtracting

tic
ab=reshape (ad, [1,nl*n2%*n3]) ;
ab=ab(1l,1:L*8) ;
al=dec2bin(ab,8) ;
madsh=aT(:,8) ;
mdd=reshape (md5, [L. B]) ;
md(:,1)=mdd(:, 5);

mad(: ,2)=mdd(: , 3);
mad(:,3)=md4(:,1);

md(: 4)=mdd(:,6);
mad(:,5)=mdd(: , 2);
mad(:,6)=mdd(:, 8);
mad(:,7)=mdd(:,4);

md(: 8)=mdd(:,7);
mb=reshape (m4, [L,8]) ;
mé=binZ2dec (m&) ';
mT=char (mé)

et=toc;

Implementation and Experimental Results

The proposed method was implemented using various in lengths messages and various in sizes carrying color
images. The main objective of the hiding process it to get a stego image which is very closed to the covering image,
the changes must not be noticed by human eyes, here we can visually check the differences between the covering
and the stego images, figures 7 and 8 show a sample outputs of hiding a 5000 characters’ message in a color image
with size equal 6119256 bytes.

Using images with smaller sizes will negatively affect the quality of the stego image, figures 9 and 10 show the
sample outputs of hiding the same message in a covering image with size equal 150975 bytes
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Figure 8: Big stego image
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Figure 9: Covering image with size = 150975 bytes
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Figure 10: Smaller stego image
The quality of the stego image can be measured by MSE, PSNR, CC and NSCR.
The quality of the stego image must be very high, so MSE must be very low and PSNR must be very high

MSE and PSNR can be calculated using equations 1 and 2:

MAX?
PSNE = 10 logyg ﬁdﬂ, (1)
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I A
MSE N??m—mh @)

Where: MAX is the maximum possible value of the color matrix (In our case the maximum value is 255), N is the
total number of samples (pixels), xi and yi are the corresponding sample values of the plain and encrypted files.

If we select a covering image with big size we can maximize the quality of the stego image by decreasing MSE and
increasing PSNR, Using the big image shown in figure 7 as a covering image we can obtain MSE with value 0.0033
and PSNR with value equal 167.9678 (using a message with length=5000 characters).

The proposed method is very efficient, table 2 shows the averages of the performance parameters:

Table 2: Performance results

Parameter Value
Hiding time (second) 0.1703
Extracting time (second) 0.0424
Hiding throughput(K bytes per second) 28.6773
Extracting throughput(K bytes per second) 115.1827
Conclusion

A simple and efficient modification of LSB method of data steganography was proposed. The modified LSB method
protects the hiding secret message by using a PK which provided a suitable key space to increase the security level
of the LSB method. The quality of the stego images was examined and it was shown that the proposed method gave
an excellent quality, the quality can be enhanced when using a bigger in size covering image, and this will not
negatively affect the performance of the proposed method.

The proposed method is very flexible, it can use any type of images as a covering image (color or gray images), the
selected type of image does not require any modification in the method algorithm, also the PK can be easily change
without changing the algorithm.

The proposed method was very efficient even if we use big images or big messages, the obtained throughputs for
data hiding and extracting were acceptable.
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