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Abstract: 

The process of selecting the private key, which is used in the process of generating the secret key to encrypt 

messages, is one of the most important processes used in the encryption process, which determines the efficiency of 

the method used in terms of security and speed of implementation, because part of the encryption time is consumed 

in generating the secret key.   In this paper research we will introduce two methods of using private keys to generate 

a secret index key, the first key will be used a chaotic logistic map model to generate a chaotic key, the chaotic key 

will be converted to secret index key. The second way is using a color image as an image_key, an array will be 

extracted from this image, and the array will be converted to secret index key. A simple procedure of message 

encryption-decryption will be used, this procedure is based on the secret index key, this key will be used to 

rearrange the message characters’ binary bits. 

The two approaches of generating secret index key will be implemented using various messages, the obtained results 

will be analyzed, and the results of analysis will be used to raise some recommendations regarding the message 

length, security, quality and the speed of message cryptography. 

Keywords:  Cryptography, CK, CLMM, image_key, SIK, MBM, rearrangement. 

 

Introduction 

Text messages are considered one of the most widely circulated types of data through the various means of 

communication [1-10]. These messages may be private or confidential so that unauthorized persons or entities may 

not view or understand them, which require providing the necessary protection for them, for the following reasons 

[11-15]: 

- The text message may be confidential and contain highly confidential information, or it may be private and must be 

hidden from intruders and data thieves. 
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- Recently, and with the expansion of various communication technologies, the number of data hackers has increased, 

and their experience in the process of decoding secret messages has increased, and since some communication 

environments are insecure (see figure 1), data hackers may be able to decipher the message, modify it, and then 

redirect it to the receiver so that it can It constitutes damage to the future, which requires transforming the 

communication environment from an insecure environment to a secure environment (see figure 2)that prevents the 

risk of data hackers [16-21]. 

- There are a lot of protection tools available in the various means of communication, but there are no bulletins or 

special information about these tools, which could lead to doubts about the ineffectiveness of these tools. 

 
Figure 1: Unsafe communication environment 

 

 
Figure 2: Safe communication environment 

 

One of the easiest and popular methods used to protect secret messages from being hacked is message cryptography 

[22-30]. Cryptography means encoding the message and converting this message to unreadable corrupted damaged 
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message in the encryption phase and retrieving a message which is identical to the source message in the decryption 

phase. 

The crypto system as shown in figure 3 contains two parts: the sending part and the receiving part. The sending part 

uses the encryption function to manipulate the secret message (plain message) and the private key (PK) to produce 

the encrypted message (cipher message), while the receiver part uses the decryption function to manipulate the 

cipher message and the PK to produce a decrypted message [31-40]. 

  A good method of message cryptography must meet the following requirements: 

- Low quality of the encrypted message, the encrypted message must be corrupted and damaged and unreadable, the 

quality parameters measured between the source and the encrypted messages must meet the quality requirements 

listed table 1 [35-40]. 

-  High quality of the decrypted message, the decrypted message must be identical to the source message, the quality 

parameters measured between the source and the decrypted messages must meet the quality requirements listed table 

1 [40-50]. 

- High speed of cryptography, the method of cryptography must reduce the encryption-decryption time, thus it must 

increase the throughput of encryption and decryption processes. 

- Security, the method must use a PK that provides a huge key space to resist hacking attacks, the results of 

decryption phase must be sensitive to the selected PK, any changes in the PK in the decryption phase must be 

considered as a hacking attempt by producing a damaged decrypted message. 

- Simplicity and flexibility, the encryption and decryption functions must be simplified, these functions must remain 

without any changes when changing the input data needed to be encrypted. 

 

 
Figure 3: Crypto system components 

 

Table 1: Quality requirements [40-47] 

Quality parameter Measured between source and 

encrypted messages 

Measured between source and 

decrypted messages 

Mean square error (MSE) High 0 

Peak signal to noise ratio (PSNR) Low Infinity 

Correlation coefficient (CC) Low 1 

Number of characters change rate 

(NCCR) 

High 0 
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The Proposed Method 

The proposed method will use a simplified encryption and decryption functions. Each of these functions will apply 

message bits’ replacement base on the generated secret index key (SIK), the message to be rearranged (replaced) 

must be treated as follows: 

a) Get the message. 

b) Retrieve the message length. 

c) Convert the message to decimal. 

d) Convert the decimal message to binary to get the character’s binary matrix (CBM). 

e) Reshape CBM to one row matrix. 

f) Use the SIK to rearrange the message binary bits. 

g) Reshape the message back to 8 column matrix. 

h) Convert the message to decimal, then to characters to get the encrypted message. 

Figure 4 illustrate an example of producing an encrypted message. 

 

 
Figure 4: Encryption example 

 

The encrypted message can be converted to decrypted message applying similar steps, figure 5 illustrates an 

example of decrypting the encrypted message: 

 
Figure 5: Decryption example 
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The proposed method uses SIK to apply message binary bits’ rearrangement; in this research paper we will analyze 

two ways of generating this key: the first way is using a color image [55-63] as a PK; the second way is using a 

chaotic logistic parameter as a PK. 

It is very easy to use a color image as an image_key, this image must be kept in secret between the sender and 

receiver, the key_image must be reshaped to one row matrix, and a part from this image with a size equal the 

message length multiplied by 8 must extracted from the image, this part must be sorted to get SIK [48-54]. 

The method can use any image, changing the image will not require any changes in the method. The generated SIK 

will be very sensitive to the selected image, changing the image will lead to change the SIK contents as shown in 

figures 6 and 7: 

 
Figure 6: Using image to generate SIK 

 

 
Figure 7: Changing the image_key changes SIK 

 

The second way of generating SIK is using chaotic logistic map model (CLMM), the PK here will contain the 

chaotic parameters r1 and x1 and the message length, the parameters values are to be used to run a CLMM to 

generate a chaotic key (CK), this key will be sorted to get the SIK. 

The generated SIK using CLMM is also very sensitive to the selected values in the PK.  
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Implementation and Results Discussion 

The proposed method was implemented using various short and long messages, the two ways of SIK generations 

were tested, below the obtained results will be discussed. 

Speed Analysis 

One of the most important factors of evaluating a method of message cryptography is a speed of cryptography, the 

method must increase the speed by increasing the method throughput (number of characters encrypted-decrypted per 

second), this can be achieved by decreasing both the encryption and decryption times. 

A set of long messages were selected and processed using CLMM to generate SIK, table 2 shows the obtained speed 

parameters: 

 

Table 2: Long messages speed parameters using CK 

Message 

length(characters) 

KGT ET TET TP 

50000 263.3691 0.5784 263.9475 189 

20000 33.6054 0.2404 33.8458 591 

15000 15.4202 0.1798 15.6000 962 

10000 6.3972 0.1233 6.5205 1534 

7500 3.2270 0.0933 3.3202 2259 

5000 0.9964 0.0651 1.0615 4710 

2500 0.1617 0.0458 0.2075 12048 

2000 0.1045 0.0303 0.1347 14848 

1000 0.0369 0.0193 0.0561 17825 

750 0.0179 0.0165 0.0343 21866 

500 0.0090 0.0128   0.0217 23041 

400 0.0062 0.0123 0.0185 21622 

The same messages were processed using an image_key to generate SIK, table 3 show the obtained results: 

 

Table 3: Long messages speed parameters using image_key 

Message 

length(characters) 

KGT ET TET TP 

50000 0.0294 0.5949 0.6243 80090 

20000 0.0124 0.2449 0.2573 77731 

15000 0.0093 0.1844 0.1937 77423 

10000 0.0066 0.1245 0.1312 76229 

7500 0.0053 0.0980 0.1033 72575 

5000 0.0048 0.0660 0.0709 70552 

2500 0.0028 0.0362 0.0390 64161 

2000 0.0029 0.0304 0.0333 60119 

1000 0.0022 0.0180 0.0203 49283 

750 0.0023 0.0151 0.0174 43137 

500 0.0020 0.0122 0.0142 35186 

400 0.0020 0.0111 0.0131 30438 

From tables 2 and 3 we can raise the following facts: 

- Increasing the message size will require a SIK with big size, generating long CK with big size require a lot of time, 

and thus the encryption-decryption time will rapidly increase, and her the method will be inefficient (see figure 8). 
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- It is better to use an image_key to generate SIK when dealing with long message, here we can save a lot of time for 

key generation and the obtained throughput will be better and the performance of the cryptography process will be 

enhanced.   

 

 
Figure 8: a) ET using CK, b) TP using CK, c) ET using image_key, d) TP using image_key 

 

The previous experiment was repeated for short messages, tables 4 and 5 show the obtained speed parameters 

values: 

 

Table 4: Short messages speed parameters using CK 

Message length 

(characters) 

KGT(seconds) ET(seconds) TET(seconds) TP(characters per 

second) 

10 0.0030 0.0100 0.0130 769.2308 

50 0.0050 0.0110 0.0160 3125 

100 0.0110 0.0120 0.0230 4347.8 

150 0.0230 0.0120 0.0350 4285.7 

200 0.0360 0.0130 0.0490 4081.6 

300 0.0560 0.0130 0.0690 4347.8 

400 0.0580 0.0150 0.0730 5479.5 

500 0.0660 0.0160 0.0820 6097.6 

750 0.0760 0.0180 0.0940 7978.7 

800 0.0770 0.0180 0.0950 8421.1 

1000 0.0910 0.0200 0.1110 9009 
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Table 5: Short messages speed parameters using Image_key 

Message length 

(characters) 

KGT(seconds) ET(seconds) TET(seconds) TP(characters per 

second) 

10 0.00100 0.0100 0.0110 909 

50 0.00100 0.0120 0.0130 3846 

100 0.00100 0.0122 0.0132 7576 

150 0.00100 0.0130 0.0140 10714 

200 0.00100 0.0135 0.0145 13793 

300 0.00100 0.0147 0.0157 19108 

400 0.00100 0.01530 0.0163 24540 

500 0.00100 0.01610 0.0171 29240 

750 0.00100 0.01760 0.0186 40323 

800 0.00100 0.0180 0.0190 42105 

1000 0.00100 0.0200 0.0210 47619 

Here the performance of the method using CK to generate SIK was enhanced but the method performance using 

image_key still better as shown in figure 9. 

 

 
Figure 9: Performances comparisons 

 

Based on the obtained results we can strongly recommend the way of using image_key to generate SIK when 

dealing with short and long messages. Using CK to generate SIK will give a poor efficiency, and this efficiency can 

be enhanced when dealing with short messages, but here the method using image_key will give better speed results 

and it provides a speed up comparing with the method which uses CLMM to generate SIK as shown in table 6, for 

long messages it is recommended to use image_key and ignore CK as shown in table 7. 
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Table 6: Speed up of using image_key (for short messages) 

Message length TP using CK TP using IK Speed up of using IK 

10 769.2308 909 1.1817 

50 3125 3846 1.2307 

100 4347.8 7576 1.7425 

150 4285.7 10714 2.4999 

200 4081.6 13793 3.3793 

300 4347.8 19108 4.3949 

400 5479.5 24540 4.4785 

500 6097.6 29240 4.7953 

750 7978.7 40323 5.0538 

800 8421.1 42105 4.9999 

1000 9009 47619 5.2857 

 

Table 7: Speed up of using image_key (for long messages messages) 

Message 

length(characters) 

TP using CK TP using IK Speed up of using IK 

50000 189 80090 423.7566 

20000 591 77731 131.5245 

15000 962 77423 80.4813 

10000 1534 76229 49.6930 

7500 2259 72575 32.1270 

5000 4710 70552 14.9792 

2500 12048 64161 5.3254 

2000 14848 60119 4.0490 

1000 17825 49283 2.7648 

750 21866 43137 1.9728 

500 23041 35186 1.5271 

400 21622 30438 1.4077 

 

Quality Analysis 

The method using each of the two ways of generating SIK was tested for quality, the two ways gave an acceptable 

results of quality as shown in table 8: 

 

Table 8: Quality parameters measured between source and encrypted messages 

Message 

length(characters) 

Used SIK MSE PSNR CC NCCR 

10 

 

CK 11590 15.3562 -0.7200 100 

IK 50575 25.5390 0.6238 100 

50 CK 12370 16.4377 -0.0865 100 

IK 10185 18.2222 0.1134 100 

100 CK 10320 18.4066 0.0193 100 

IK 10181 18.5421 18.5421 100 

1000 CK 10816 17.9375 0.0150 99.6000 

IK 1.0475 18.2581 0.0217 99.5000 

2500 CK 10953 17.8114 0.0116 99.6800 

IK 10768 17.9823 0.0079 99.5600 
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5000 CK 11002 17.7670 -0.0021 99.3200 

IK 10822 17.9315 0.0135 99.4200 

Remarks High Low Low High 

 

Sensitivity Analysis 

The method using any of the two ways of SIK generation was tested for sensitivity, changing the chaotic PK 

parameters in the decryption phase will be considered as a hacking attempt by producing a damaged decrypted 

message,   to show this fact the following message was encrypted using the PK shown below, the encrypted message 

was decrypted using the changes listed in table 9, as shown in this any changes in the PK will lead to produce a 

corrupted decrypted message.  

The message “Message protection using SIK” 

 
 

Table 9: PK sensitivity using CK 

Changing Changes Decrypted message 

No - Message protection using SIK 

Yes r1=3.87 

 
Yes x1=.19 

 
Yes r1=3.78; x1=0.11 

 
The same message was processed using image_key, the PK was the image 2.2.01.tiff, the encrypted message was 

decrypted using other image_keys in the decryption phase, the obtained results show in table 10 shows that the 

decrypted message is sensitive to the selected PK 

 

Table 10: PK sensitivity using image_key 

Used image_key in the 

decryption phase 

Decrypted message 

2.2.01.tiff Message protection using SIK 

4.1.05.tiff 
 

4.1.06.tiff  
4.2.06.tiff 

 
House.tiff 

 

 

Conclusion 

A simple and easy to implement method of message cryptography was presented; the encryption and decryption 

functions were simplified and used a simple rearrangement of message binary bits based on the generated secret 

index key, the method was flexible and it was used to process short and long messages, changing the message and/or 

changing the PK did not require any changes in the encryption and decryption functions. Two ways of SIK 

generation were tested and implemented, and for speed of cryptography it was shown that using image_key to 

generate SIK was better than using chaotic key, the CK generation require a lot of time and this will negatively 

affect the performance of the process of cryptography, for long messages it was recommended to use image_key 

instead of chaotic key to generate SIK, for short message the use of CK to generate SIK will give a good 

performance butt also here using image_key will speed up  the process of cryptography. 

Both ways of SIK generation were tested for quality and sensitivity, and both ways gave good results. 
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