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Abstract— The efficiency, security, and privacy of vehicle tracking systems can be improved through the
development of a sophisticated real-time tracking system, the implementation of security measures to
safeguard vehicles and their cargo, and the proposal of innovative solutions and best practices. This research
adopts a comprehensive approach, which includes an extensive review of existing literature, the design and
implementation of the tracking system, and systematic evaluations of its impact on transportation and
logistics. The findings of this study demonstrate that the advanced tracking system provides accurate and up-
to-date information on vehicle locations and performance, while the integration of security measures
enhances the protection of vehicles and cargo. Furthermore, this research identifies the current state of
vehicle tracking technology, identifies areas for improvement, and offers recommendations to advance the
field. Overall, this study contributes to the progress of vehicle tracking technology by offering practical
solutions, promoting data privacy, and optimizing compatibility, while also providing valuable insights into
the performance and significance of these systems in the realm of logistics and transportation.
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I INTRODUCTION

Car tracking is becoming an essential tool that affects a lot of different industries and businesses. The rapid
advancement of Global Positioning System (GPS) technology and the accessibility of reasonably priced tracking
systems have radically altered the tracking and control of automobiles [1]. Utilized extensively in the public,
private, and commercial domains, this technology was initially developed for military use. The widespread
utilization of vehicle tracking technologies has revolutionized navigation, logistics management, and vehicle
security. To offer real-time location data, track vehicle performance, and improve safety, these systems integrate
various software, including functionality for GPS data processing, SMS sending, and refreshing the LCD [35].
The major components are the TinyGPS library for GPS data processing and the usage of GSM AT commands
for SMS transmission.

A vehicle tracking system is a technological innovation that utilizes GPS satellites and internet connectivity
to enable the tracking and management of vehicles [44]. This system combines in-vehicle telematics and fleet
management software to gather data from the vehicle and its driver/operator [44]. There are two primary types
of vehicle tracking systems; namely: active and passive [44].
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Active Vehicle Tracking Systems:
Real-time tracking: Active trackers offer instantaneous updates on the vehicle's location, allowing users to
monitor its movements in real-time [2].
Geo-fence capabilities: These systems can send notifications when the vehicle enters or exits a
predetermined location, making them valuable for theft prevention and recovery [2].
Cellular tracking: This type of tracking transmits fleet position data through cellular networks, providing a
cost-effective implementation option [2].
Satellite-based tracking: Satellite-based tracking offers comprehensive data and real-time updates on
corporate fleets and workers, even in areas with no mobile service [2].
Passive Vehicle Tracking System:
Data storage: Passive trackers store information on a local hard drive or memory card, enabling users to
retrieve and compile reports on a monthly basis [2].
Mileage tracking: Passive tracking systems are particularly suitable for tracking mileage for work
purposes and reducing vehicle misuse [2].
Additional add-ons: Add-on tools can be integrated into passive tracking systems to enable real-time
tracking and provide fleet managers with alerts regarding vehicle locations and speed [2].

This paper examines the issue of inadequate real-time, accurate, and comprehensive tracking in traditional
vehicle tracking systems. Moreover, this study acknowledges the intricate challenges related to compatibility,
scalability, and cost-effectiveness that often arise during the implementation of vehicle tracking systems.
Businesses seeking to enhance their operations require solutions that seamlessly integrate with existing
technology, scale to meet increasing demands, and yield a return on investment that justifies the initial
expenditure. Additionally, privacy concerns emerge as a pivotal issue, as the proliferation of data collection by
vehicle tracking systems demands a careful equilibrium between data-driven insights and individual privacy
rights. The study endeavors to unravel these complex issues and contribute effective techniques to advance the
field of vehicle tracking systems, with a focus on real-time, secure, cost-effective, and privacy-conscious
solutions that can enhance fleet management, optimize transportation operations, and fortify vehicle and cargo
security.

1. VEHICLE TRACKING AND RELATED WORK

The data on how vehicle tracking systems perform is a vital component of the evaluation process. This
understanding is vital for creating study questions that address the subtleties of system functionality and user
engagement [3]. Telematics and GPS technology are crucial components in the integration of in-vehicle
telematics with GPS technology. This combination permits real-time communication of location data, vehicle
diagnostics, and driver behavior information. Operational reports, explaining the automation of operational
reports, are crucial for measuring the impact of vehicle tracking technologies on fleet operations. The data from
operational reports gives insights into vehicle health and driving efficiency [3]. Also, data transmission is an
important feature because it addresses elements, such as coverage, signal strength, and speed, impacting the
dependability and efficiency of data transfer [3].

The separation between active and passive vehicle tracking technologies is crucial to the evaluation process.
Understanding these categories guides the selection of an acceptable system for addressing certain research
objectives [14]. The use of active vehicle tracking systems helps in stressing real-time tracking capabilities, geo-
fencing for location notifications, and contrasts between cellular and satellite-based tracking. The value of active
systems in theft prevention and vehicle recovery is underlined [14]. Consequently, the integration of passive
vehicle tracking systems allows the real-time systems to store information locally, economic concerns, and the
focus on mileage tracking and decreasing vehicle abuse. The combination of active and passive technologies
enhances the efficiency of the real-time tracking systems.

Benefits of GPS Vehicle Tracking System

The GPS vehicle tracking system gives a context for understanding the beneficial outcomes that firms might
obtain from deploying such systems. The system allows for vehicle and driver tracking, outlines the simplicity
of tracking cars and tracking driver behavior, and fits with the subject of enhancing operational transparency and
efficiency [1]. This system also enhances customer satisfaction and corporate reputation through dispatching
efficiency, precise arrival timing communication, and optimal route planning [14]. Moreover, the integration of
GSM modules like SIM800L further enhances the capabilities of these tracking systems, allowing for real-time
communication and data transmission [7]. GSM modules play a critical role in relaying location and tracking
data to a distant server or cloud platform. The SIM800OL GSM module provides a good connection when
integrated with the Arduino, thus permitting the transfer of real-time data [34].

The design and technical aspects of a real-time tracking system significantly influence the efficiency and
accuracy of vehicle tracking systems capable of collecting accurate data is achievable [29]. Also, the
implementation of the SIM900A GSWGPRS module, with its Quad-Band GSWGPRS capabilities, helps in
enhancing the real-time system by integrating the GPS mechanism for satellite tracking. Important features
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encompassing this module include its compact design, toolkit functionality, and easy USB port connection. The
role of the SIM900A GSWGPRS module involves communication with the system, facilitating the transfer of
data from cloud-based servers and Arduino to ThingSpeak via SIM card internet [23] [24]. ThingSpeak
facilitates the analysis, visualization, and aggregation of live data streams in the cloud [43]. It plays a pivotal
role in displaying real-time vehicle location data received from the GPS module via SIM card internet.

GPS vehicle tracking system helps in improving driver behavior improvement. Positive effects include
efficient routes and reduced risky driving habits, thus striking parallels with studies on electronic tracking in
other situations [20]. The system also helps streamline vehicle repair, noting the proactive function of tracking
technologies in tracking vehicle health and repair needs [18]. This coincides with the wider purpose of avoiding
failures and associated operating expenses. Consequently, the system enhances managerial responsibilities and
duties where managers have real-time access to vehicle locations, track driver conduct, and find areas for
development. These benefits provide managers with the tools needed to boost overall operational efficiency.

The wealth of data generated by these systems, combined with their ability to connect to the cloud, has led to
the development of various data visualization and analytics tools. Platforms, such as ThingSpeak, provided by
MathWorks, offer solutions for processing and visualizing data from 10T devices, including GPS-enabled
vehicles [2] [8] [21] [22]. Open-source projects like Freeboard Dashboard provide customizable dashboards for
tracking and managing vehicle data [9]. Consequently, the real-time vehicle tracking system enhances security
measures, such as anti-theft methods and its integration with encryption techniques can help mitigate
cyberattack risks [26] [27]. The integration of GPS modules, Arduino microcontrollers, GSM modules, and
LCD screens leads to a smooth interaction between real-time vehicle tracking systems [7] [8]. The adoption of
common communication protocols, such as UART for Arduino-GPS connection, promotes interoperability [39].
Moreover, the system's architecture provides compatibility with numerous controller boards, making it
adaptable to varied vehicle tracking applications.

However, implementing these technologies has its own set of difficulties, especially regarding the security
and privacy of personal information. Since they frequently handle private location and performance data,
vehicle tracking systems are vulnerable to security lapses. Furthermore, these systems' user experience can be
improved by following Nielsen Norman Group's recommended user interface design principles, which will
make them more efficient and user-friendly [11]. Key aspects such as hardware setup, software development,
and integration of advanced technologies reinforce the implementation process of the real-time vehicle tracking
system [30].

As the technology continues to evolve, ensuring the security and usability of these systems remains
paramount, with data encryption and secure data transmission practices, as detailed by Mozilla Developer
Network, playing a pivotal role in safeguarding sensitive information [12]. The inclusion of user-friendly
interfaces and comprehensive training programs addresses potential barriers identified, thus promoting the
effective utilization of vehicle tracking systems [28].

Related Work

The development of vehicle tracking systems has been a subject of significant research and innovation in
recent years. Several notable studies in this field have contributed to the knowledge and techniques employed in
the design and implementation of such systems [11] [29] [34] [37]. Other studies offer insights into various
aspects of vehicle tracking, ranging from real-time tracking and anti-theft mechanisms to the development of
smart tracking systems [4]. The design and implementation of a GPS-based vehicle tracking system also make
use of an Arduino MEGA microcontroller, a Ublox NEO-6m GPS module, and a SIM 900A GSM module [13].
This system enables real-time vehicle location tracking and integration with Google Maps.

Shinde and Mane propose that tracking systems encompass anti-theft vehicle tracking [14]. This system
utilizes GPS and location prediction techniques to track a vehicle's location, even in situations where GPS is
turned off. The study employs a time series prediction algorithm based on historical location data to predict the
vehicle's future locations. Consequently, Shaik et al. focus on the development of a smart vehicle tracking
system tailored for commuters and bus operators [15]. This system offers real-time tracking of bus locations,
allowing commuters to determine bus positions. Additionally, it provides bus operators with tools to monitor
driver behavior and track the past and present locations of buses.

Pham et al. conducted an in-depth review of the existing literature on vehicle tracking systems [16]. The
authors critically discuss various technologies used for vehicle tracking and highlight the challenges and
research directions in this dynamic field. Within the context of related research, Shanmugasundaram et al.
contribute significantly in their work on TCP/IP-based vehicle tracking and fuel tracking using low-power
microcontrollers [17]. This study concentrates on devising a vehicle tracking system that incorporates TCP/IP
technology and low-power microcontrollers. Their research establishes a foundational understanding of
inventive approaches to vehicle tracking and fuel tracking, enriching the broader landscape of research in this
domain.

Fernando et al. and Franjieh and Antoine explore the benefits of the integration of GPS and GSM
technologies for vehicle tracking [19] [42]. Their studies contribute to the vast spectrum of techniques in the
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discipline. Additionally, Sathe Pooja contributes to the existing body of knowledge by giving insights into
vehicle tracking systems utilizing GPS technology [20]. The study may give novel viewpoints or approaches
compared to more recent studies.

Abha et al. explore the application of the Global Positioning System (GPS) for object tracking, potentially
offering insights into broader tracking applications beyond vehicles [9, 10]. Pankaj and Bhatia [11], present a
GPS-GSM-based tracking system with Google Map-based tracking, adding to the spectrum of tracking and
visualization techniques.

El-Rabbany provides a foundational resource in the form of the global positioning system [12], offering an
in-depth understanding of GPS technology, which is fundamental to many vehicle tracking systems. Pham et al.
[13], in their paper titled "Development of Vehicle Tracking System using GPS and GSM Modem," contribute
to the field by detailing the development of a vehicle tracking system using GPS and GSM modem technologies.

These studies collectively inform our research methodology by providing valuable insights into the design,
implementation, and challenges associated with vehicle tracking systems. The author draws on the knowledge
and techniques developed in these papers to guide our approach to designing and implementing a vehicle
tracking system, while also considering anti-theft mechanisms, real-time tracking, and the integration of smart
features.

1. RESEARCH METHOD

The research method section guides the planning, execution, and presentation of the results. The authors
carefully formulate and articulate the research questions surrounding students' readiness for embedded system
design. Then, thorough research is conducted through multiple databases to gather pertinent information.
Ultimately, a comprehensive report is produced to share the evidence-based findings of the systematic review.
This process provides valuable insights into the topic at hand.

Research Questions (RQs)

The development of specific and relevant research questions is crucial to the success of any research project.

The following are the research questions in the context of this study:
RQ what is the current state of research in the field of vehicle tracking systems, and what are the key
findings and developments from related studies?
RQ what gaps or limitations exist in the related research regarding vehicle tracking systems, and where
are the areas that require further investigation and improvement?
RQ what proposals and recommendations can be made to shrink gaps and advance the field of vehicle
tracking technology?
Defining search strategy

The research strategy of this study was rigorously constructed to meet the research objectives, employing a
mixed approaches approach that blends qualitative and quantitative methods. The mixed-methods approach
blends qualitative insights from literature reviews and case studies with quantitative data acquired through
surveys, interviews, and system assessments. This synergistic technique provides a complete examination of the
varied areas of vehicle tracking systems.

The study keywords comprised a thorough search across reputable databases, including IEEE Xplore,
PubMed, and Google Scholar, using refined keywords, such as "GPS tracking," "loT in logistics," and "vehicle
security." The selection criteria focus on current, peer-reviewed studies, ensuring the inclusion of the newest
advances in the subject.

TABLE .
SEARCH KEYWORDS

Search keywords

Vehicle Tracking System | Approach and features
Vehicle Behavior and traffic optimization.
Tracking system Visualization and location tracking
Security measures Encryption and access controls
Logistics and Real-time tracking and route
transportation optimization

TABLE II.

SEARCH STRING

Search keywords

Main search string
[“Vehicle & Tracking & System” OR “Real-Time & Tracking &
System” OR “Smart & Vehicle & Monitoring”]
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C. Conducting the review process
This section details the execution of the review, utilizing the recommended reporting methods for systematic
reviews. This was done by the established protocol depicted in Figure 1. The steps included conducting a pilot
search, identifying relevant research, and selecting appropriate studies.
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Fig. 1. Search Strategy

IV. RESEARCH FINDINGS

The research findings shed light on the effectiveness and viability of the Vehicle Tracker System in
addressing key challenges within the automotive and transportation sectors. The investigation focused on
answering critical research questions and providing insights into the system's performance, user satisfaction, and
its impact on addressing industry challenges [37].

During the study examination, the Vehicle Tracker System displayed remarkable performance in terms of
real-time location accuracy. The inclusion of modern GPS technology meant that the system delivered exact and
dependable position information, allowing users to track cars with a minimum margin of error. Additionally, the
system's capacity to efficiently detect vehicle speed and record past itineraries proved to be a great advantage.
Users may receive detailed information on driving patterns, helping to route optimization and aiding in the study
of driver behavior. User satisfaction was a crucial part of the research findings. Participants acknowledged a
high degree of satisfaction with the Vehicle Tracker System, attributing it to the system's ease of use. The
elegant layout makes it straightforward for users to obtain vital information such as location data and vehicle
speed. The security features, including geofencing and illegal movement notifications, were particularly well-
received. Users liked the system's contribution to strengthening vehicle security, preventing illegal usage, and
maintaining a solid degree of control.

The impact of the Vehicle Tracker System on the automotive and transportation industries was substantial.
Fleet operators cited enhanced visibility and better control of their fleets. Real-time tracking capabilities were
recognized as a crucial component leading to better operational efficiency. Moreover, the technology performed
a key role in security enhancement, with incidents of car theft and illegal usage drastically decreasing. The use
of geofencing notifications was particularly helpful in keeping cars from wandering from preset zones [36] [37].

The system's extensive data logging and reporting features were crucial in aiding historical analysis. Users
might build detailed reports based on the logged data, offering useful insights for decision-making processes.
The inclusion of modern technologies, such as Real-Time Clock (RTC) and geofencing, adds to the system's
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overall reliability. These technologies complimented the fundamental operations, significantly expanding the
capabilities of the Vehicle Tracker System [36].

In terms of practical implementation, the proposed solution comes to life through the harmonious integration
of carefully chosen hardware and software components. The Arduino Uno R3 assumes a central role, acting as
the communication hub between the SIMI00A GSWGPRS and GY-NE0O6MV2 GPS modules. The latter,
equipped with super-sensitive GPS engines, facilitates the transmission of precise location data to ThingSpeak
via GSM for seamless real-time tracking. Moreover, platforms, such as Arduino and the Adafruit Ultimate GPS
Breakout, have made it accessible for developers and organizations to integrate GPS capabilities into their
systems, whether for fleet management or personal tracking purposes [5][6]. Freeboard fetches this data,
offering a user-friendly interface that vividly displays the vehicle's exact location on the Liquid Crystal Display
(LCD). LCD panels provide a visual interface for vehicle operators and consumers. The selected LCD,
following the wiring standards and libraries for display control, provides the presentation of real-time location
information, status updates, and alarms [33]. The type of LCD employed, whether character LCDs or graphical
LCDs, depends on the unique needs of the tracking system. Consequently, the entire system orchestrated
through Arduino IDE, ensures compatibility and reliable data transmission [36].

TABLE Il
STUDIES RELEVANCE TO RESEARCH QUESTIONS

Search keywords
RQ No. No. of Studies
RQ1 40
RQ2 39
RQ3 32
TABLE IV

SUMMARY OF RQ1 FINDINGS
Finding of RQ1

Approach Article Offered Features
number — -
Emergency | Logistics Intelligent
priority safety features
Smart [4] [15] [19] Yes Yes Yes
tracking [20]
Real-time [21 [7]1[22] Yes Yes No
and [24] [38]
location [40] Yes Yes No
data
Intelligent [27]1 [32] No Yes Yes
systems [41]
[2] [15] [22] Yes No No
loT [43]
tracking
V. DISCUSSION AND FUTURE RESEARCH

Research Discussion

While the implemented Real-Time Vehicle Tracking System represents a significant advancement, there are
opportunities for future work and enhancements to further elevate the system's capabilities. For instance, future
research can focus on optimizing the power supply configuration to enhance energy efficiency. Exploring
alternative power sources, such as renewable energy solutions, can contribute to sustainable and eco-friendly
operations [38]. Continuous improvements in security measures, including encryption techniques and anti-theft
methods, can further fortify vehicle tracking systems against potential risks [4]. Future research could explore
advanced security protocols to safeguard the integrity of data and the functionality of vehicle tracking
technology. [38] [40]. Consequently, incorporating artificial intelligence (Al) and machine learning (ML)
algorithms can enhance the system's predictive capabilities [41]. Predictive analytics can be employed to
forecast potential issues, optimize routes, and improve overall efficiency in transportation and logistics [39].
Also, future enhancements can focus on developing augmented user interfaces, incorporating augmented reality
(AR) or virtual reality (VR) elements. This could provide users with an immersive experience for monitoring
and controlling vehicle fleets, adding a layer of interactivity to the tracking system [40]. Moreover, research
efforts can be directed toward improving GPS accuracy, especially in urban environments where signal
obstructions may occur. GPS receivers capture longitude and latitude information, which is then transmitted via
GSM to ThingSpeak [25] [31]. Exploring advanced GPS technologies and algorithms can contribute to more
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precise location data, enhancing the overall reliability of the tracking system. The GPS modules utilize signals
from many satellites to establish precise latitude and longitude coordinates, assuring reliable tracking
information [32].

Research limitations and recommendations

The system analysis revealed a focus on scalability, compatibility, and security measures to address gaps and
limitations in current research. The emphasis on continuous system optimization, enhanced security measures,
and user-friendly interfaces addressed identified gaps in the field. The hardware arrangement provided insights
into potential areas for improvement, including power supply optimization and antenna configurations. The
proposed solution actively contributed to shrinking gaps and advancing the field of vehicle tracking technology.
Recommendations included the integration of advanced GPS technology, 10T integration, enhanced security
measures, scalability, compatibility, user-friendly interfaces, continuous system optimization, and
comprehensive training programs. These proposals aimed to foster innovation and improvement in the realm of
vehicle tracking technology [37]. Also, the long-term reliability and maintenance aspects of the proposed
systems are not extensively discussed. Future research could investigate the robustness of these tracking systems
over extended periods, considering factors such as hardware durability, software updates, and overall system
maintenance requirements [25].

Vehicle tracking systems currently have various limitations that can impact their effectiveness and user
experience. Some of the common issues associated with GPS vehicle tracking systems include:

Location inaccuracy: GPS devices may encounter inaccuracies in determining the precise location of a
vehicle, particularly in areas with signal obstructions or during extreme weather conditions.

Signal loss: GPS devices rely on satellite signals, and there can be instances of signal loss when the
device fails to connect with an adequate number of satellites. This can result in gaps in tracking data and
inaccurate location information.

Battery drain: GPS devices typically require a continuous power source, and their constant usage can
deplete the vehicle's battery. This can be a concern, especially if there is no backup plan or physical maps
available.

Data breach: GPS devices that transmit location data can be susceptible to data breaches, potentially
compromising the privacy and security of the vehicle and its occupants.

Distracted driving: While GPS devices provide audio instructions, they can also serve as a source of
distraction for drivers who may need to interact with the device while on the road.

Costs: The implementation and maintenance of GPS vehicle tracking systems can involve significant
expenses, including device installation, subscription fees, and software updates.

Technical glitches: Similar to any technology, GPS devices can experience technical glitches or software
errors that may affect their performance and reliability.

Coverage issues in remote areas: GPS signals may be weaker or completely unavailable in remote or rural
areas, leading to limited or no tracking capabilities.

VI. CONCLUSION

The proposed solution for the Real-Time Vehicle Tracking System provides a complete and effective way to
solve the problems experienced in the automobile industry. The combination of complex hardware components,
including the Arduino Uno R3 microcontroller, SIM900A GSWGPRS, GY-NE06MV2 GPS module, and LCD,
establishes a sturdy basis for real-time tracking and communication. The software development, comprising the
TinyGPS library for GPS data processing and GSM AT instructions for SMS delivery, guarantees reliable data
handling and communication capabilities. The suggested approach, with its emphasis on scalability,
interoperability, security, and user-friendly interfaces, fills existing shortcomings in in-vehicle monitoring
technology.
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