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Abstract:

A modified, secure and efficient LSB based method (MSE_LSB) of message steganography will be introduced. The
single character of the secret message will be hidden in spaced covering bytes. The covering-stego bytes will be
reordered and scattered based on the contents of the generated secret indices key, this key will be used to reorder and
reorder back the covering-stego bytes. The proposed MSE_LSB method will use a complicated private key, this key
will provide a huge key space capable to make it strong enough to resist hacking attacks; the extracted message will
be very sensitive to the selected private key. The secret indices key will be generated using chaotic logistic
parameters for short and medium messages, and an image_key will be used to generate the indices key for long
messages to keep the method efficient. The proposed method will modify and simplify the processes of characters
hiding and extracting by using simple assignment operation. The image_key will replace the chaotic logistic key to
reduce the key generation time, this is because long chaotic key will require a long time, thus the speed of message
steganography will be negatively affected.

The proposed MSE_LSB method will be tested and implemented using various short, medium and long messages,
the obtained results will be used to prove the fact that the proposed method will meet the requirements of good stego
system (quality, security, sensitivity and speed). The speed results of the proposed method will be compared with
other methods speeds to show how the proposed method will increase the speed of message steganography by
decreasing both the hiding and extracting times.

Keywords: Steganography, secret message, covering image, stego image, IK, PK, CK, CLMM, image_key,
reordering, reordering back.

© 2024, 1ICSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden 1


https://ijcsmc.com/
https://doi.org/10.47760/ijcsmc.2024.v13i08.001

11

Prof. Ziad Al Qadi, International Journal of Computer Science and Mobile Computing, VVol.13 Issue.8, August- 2024, pg. 1-15

1. Introduction
Securing secret message[11-18] and protecting it from being hacked is a vital issue, a new based LSB method will
be introduced in this paper research to protect the message by modifying the classical LSB method to insure that the
hidden message is protected and cannot be hacked [19-25].
Message steganography
Message steganography [1-5] is the easiest way to secure and protect secret message. Message steganography means
hiding a secret message in a digital media, without affecting much the quality of the covering digital media.
Message steganography as shown in figure 1 uses Embedding (hiding) and extracting functions, the hiding function
is to be implemented by the message sender, while the extracting function is to be implemented by the message
receiver [6-10].

Covering
image

PK

EMBEDDING
FUNCTION
s STEGO 11001010
e 10110001
g EXTRACTED 10000101
MESSAGE 10011010
10011010
~ SECRET 11100100
11100100°  MESSAGE 10000110
10000110

Figure 1: Stego system diagram

The hiding function manipulates the covering media, the secret message and the private key (PK) (optional) to
produce a stego media, while the extracting function manipulates the stego media and the PK (if it was used) to
produce a secret message [26-32].

A good stego system must meet the following requirements [32-40]:

Quality of steganography:

The extracted message must be the same as the source message. The stego media must be closed to the covering
media, the mean square error (MSE) calculated between them must be low, while the peak signal to noise ratio
(PSNR) calculated between them must be high (more than 50 41-50]].

Speed:

The message hiding and extracting speeds must be high, thus the hiding and extracting times must be minimized.
Security:

An extra security issues must be added to the classical methods of message steganography [51-59], a complicated
PK must be used, this key must provide a huge key space and an entropy space of high value [70] to make the key
strong enough to resist hacking attacks, the extracted message must be sensitive to the selected values of the PK.
Flexibility:

The stego system must be able to process any message with any length efficiently [16-20].

© 2024, 1ICSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden 2



Prof. Ziad Al Qadi, International Journal of Computer Science and Mobile Computing, VVol.13 Issue.8, August- 2024, pg. 1-15

- Simplicity:
The processes of message hiding and message extracting must be simplified by reducing the required sequence of
operation in the hiding and extracting functions [60-65].

1.2 Covering media
The used covering media [11-16]to hold the secret message must be easy tp process and it must provide a high
capacity hiding (maximum length of the message. Which can be hidden, and it equals the covering media size
divided by 8).
The most convenient digital data that can be used as a covering media is digital color image (DCI) for the following
reasons

- Easy to obtained, transfer and store.

- Easy to process. DCI is a 3D matrix (three 2D matrices: the first one for the red colors, the second one for the green
colors and the third one for the blue colors), the process of manipulating the matrix is an easy process [17-20].

- Easy to convert the image #D matrix to one row matrix and vice versa by reshaping the image.

- Easy to extract a number of bytes to be used as covering-stego bytes.

- The values of the image colors are compatible with values of the message characters; they are unsigned integer
values within the range 0 to 255 [21-26].

- DCI can be easily processed at the bytes and at the bits levels; it is easy to convert the colors decimal values to
binary and vice versa, figure 2 shows various ways of presenting DCI [27-31].

DCI
233 5 62
91 246 247 3D matrix
145 161 g0 233 5 62 91 246 247 145 161 60
240 74 239 *240 76 239 20 70 173 16 234 233
20 570 173 17 182 104 106 145 129 26 230 162
16 234 233
17 182 104 ‘ Reshaping to one row matrix
106 145 129 Columns 1 through 17
26 330 16 233240 17 5 76 182 62 239 104 91 20 106 246 70 145 247 173
Columns 18 through 27 ‘
129 145 16 26 161 234 230 60 233 162 11101001
' 11110000
Pixels 00010001
00000101
01001100
10110110
00111110
IBM
00111100
11101001
10100010

Figure 2: Various ways to present DCI

1.3 Secret message
Secret message is a set of characters organized in one row matrix [1-10]; the characters values can be easily
converted to binary to form the message binary matrix (MBM). and this matrix can be reshaped to one column
matrix to form the one column message binary matrix (OCMBM), figure 3 shows how the secret message can be
presented.
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Message:
MSE_LSB
Decimal:
77 83 69 95 76 83 66

Binary:
01001101 ‘
01010011
01000101 *
01011111
01001100
01010011

01000010
MBEM

Ll e a  — I — R — R — i — i — i —]

OCMBM

SR N

Figure 3: Secret message presentation

2. Related Works
Many LSB based methods were introduced [1-10], these methods satisfied the quality requirements, and they
provided a various speed, the proposed method speed will be compared with the speed of some of these methods
such as SLSB and DSLSB methods [65-69], it will be shown that the proposed method will speed up the process of
message steganography.
Least significant bit (LSB) method uses the least significant bits of the covering-stego bytes to hide-extract the bits
of the secret message, the message will be hidden in consecutive pixel using the red byte, then the green byte, then
the blue byte as shown in figure 4.
LSB methods require some modification to enhance the process of message hiding_extracting, these modifications
include:
LSB based methods are not secure, knowing that the image is holding a message and with some programming
experience the message can be hacked. To avoid this problem the proposed MSE_LSB method will use a
complicated PK to protect the message from being hacked.
LSB based methods use consecutive pixels to hide the message, the process of hiding --extracting will require a
complicated sequence of logical operations, this will lead to difficult hiding and extracting functions programming.
And this way of data hiding will make the process of data extracting unsecure. To avoid this problem the proposed
MSE_LSB method will use inconsecutive scattered bytes to hide the message. The character bit will be hidden-
extracted using one simple assignment operation, the OCMBM will be used to replace all the LSBs of the covering
bytes, and all LSBs of the stego bytes will be extracted using one operation.
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Covering image

11111111 00000000
00000000 11111111
00000000 00000000

00000000 11111111
00000000 11111111
11111111 00000000

Stego image

11111110 00000000 —
oo000001 11111110
00000000 00000000 A

00000000 11111111 [ 91000001
00000000 11111111
11111111 00000000 _

Figure 4: LSB method message hiding

To use inconsecutive scattered bytes for data hiding these bytes will reordered using a secret generated indices key,
and after hiding the message bits the holding bytes will be reordered back to get the stego bytes, and here each
message character will be hidden in separate un ordered bytes, figures 5 and 6 illustrates an examples of data hiding
using LSB based methods and using the proposed MSE_LSB method.

Covering image

233 5 62 91 246 247 145 161 60
240 76 239 20 70 173 16 234 233

Message: AB decimal:65 66 17 182 104 106 145 129 26 230 162

Binary:
010000001 Covering bytes:
010000010 Red first character
Blue second charactet
Stego image
232 4 62 91 246 247 144 160 60
241 76 239 20 70173 16 235 233 *
17 182 104 106 145 129 26 230 162

Figure 5: Consecutive bytes in LSB based methods
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Covering image

233 5 62 91 246 247 145 161 60
240 76 239 20 70 173 -

. 5 16 234 233

Message: AB decimal:65 66 -

Bi.nar\';g 17 182 104 106 145 129 26 230 162

010000001

010000010 Covering bytes:
104 91 20 106 246 70 145 247 173 129 145 16 26 161 234 230
IK:
1 10 6 2 4 8 16 14 12 11 13 15 7 3 5 9
Reordered covering bytes:

Stego image 104 129 70 91 106 247 230 161 16 145 26 234 145 20 246 173
First character Second character

Stego byte:

104 128 71 91 106 246 230 160 16 144 26 234 144 21 247 172
Reordered stego bytes:
104 91 21 106 247 71 144 246 172 128 144 16 26 160 234 230

233 5 62 91 247 246 144 160 60

* 240 76 239 21 71 172 16 234 233

17 182 104 106 144 128 26 230 162

Figure 6: Inconsecutive bytes in MSE_LSB method

3. The Proposed MSE_LSB Method
The proposed MSE_LSB method uses a PK to protect the hidden message from being hacked, based on this key the
proposed method performs some simple tasks to apply message hiding extracting, which include: key generation,
covering and stego bytes reordering ,covering bytes reordering back, message bits hiding and extracting.
Key generation
The PK used in the proposed method is used to find the starting position of the covering_stego bytes and to scatter
these bytes making them unordered. The PK will be used to generate an indices key (1K) with length equal the
covering bytes length (message length multiplied by 8), this key will be formed by sorting the generated chaotic key
(CK). CK will generated by running a chaotic logistic map model (CLMM) by using the chaotic parameters
included in the private key.
The generated CK has the following features:
It is very sensitive to the selected values of the chaotic parameters, any minor changes in the parameters values will
lead to change the contents of the CK.
Increasing the CK length will rapidly increase the key generation time (KGT), and this will negatively affect the
speed of message steganography. To solve this problem the PK will contain an image_key, this image will be used
for long messages, the data set required to form the 1K will be a set of bytes selected from the image_key.
To show why to use an image_key, a set of IK with various lengths were generated using CLMM and using
image_key, the KGT was calculated, and table 1 shows the obtained results:

Table 1; KGT results

Message length IK length (covering bytes | KGT using CLMM KGT using image_key
length)
50 400 0.0030 0.0230
100 800 0.0090 0.0230
500 4000 0.0740 0.0250
750 6000 0.0720 0.0260
1000 8000 0.0870 0.0270
1500 12000 0.1290 0.0276

© 2024, 1ICSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden 6




Prof. Ziad Al Qadi, International Journal of Computer Science and Mobile Computing, VVol.13 Issue.8, August- 2024, pg. 1-15

2000 16000 0.1870 0.0280
4000 32000 0.5880 0.0292
5000 40000 0.9170 0.0300
10000 80000 6.7870 0.0320
20000 160000 34.0050 0.0400

As it is shown in table 1 the KGT when using CLMM to generate a key will rapidly increase when increasing the
message length, while the KGT when using an image_key will slowly change when increasing the message length
(see figure 7).

Using CLMM Using image-key

38 ! ! ! 0.04 ! ! !
| | | ] RS R S A

L 1mmmmeees prmteeees rR : : :
o R

25 ---oooe I onne e i feeee E : :
i i i 0.034 ==~ oo e o]

] E E ; T : : :
5 20 Ty T T v S 0032t -

Q : : : Q : : :

8 : : : 8 : : :
e R R S S R

x : : : X : : :
s s s 0.028 - /% b o e

L oo e oo e e e
A 0028 -t

5w e oo e 1 s s s
! ! ! 0.024 f--------- T penenenes TrTTTe

0 1 i i 0022 i i i
0 0.5 1 1.5 2 0 0.5 1 1.5 2
Message length{character) % 104 Message length{character) % 104

Figure 7: KGT vs message length

Based on the obtained results shown in table 1 we will use a CLMM to generate the secret indices key for short
messages with length less than 500 characters, for longer messages we will use an image_key to generate the indices
key, and here we have to notice the following:

Changing the starting position, where to start getting the data set to be used to form the IK will change the contents
of the IK.

Changing the image_key will change the contents of the generated IK.

As shown in figure 8, the IK will be used to scatter the covering bytes before message hiding and making them un
ordered, after message hiding the bytes must be scattered back:

© 2024, 1ICSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden 7




Prof. Ziad Al Qadi, International Journal of Computer Science and Mobile Computing, VVol.13 Issue.8, August- 2024, pg. 1-15

r=3.77:x=0.11;
for 1=1:10

=x"r*(1-x);

ck(i)=x; =
- mp o 5 1 3 710 6 2 4 8

[aa IKEY]=sort{ck);

Ordered bytes:
148 37 68 200 41 15 248 116 163 4
1 2 3 4 5 6 7 8 9 10-gesm Index(sequence)

Scattering:
Un ordered bytes:

for i=1:10 al = i
=IKEY(i); * 163 41 148 68 248 4 15 37 200 116
al(i)=a(c);
end
Scattering back:
Ordered bytes:  fori=1:10 a2 =
=IKEY(i); . -
al(c)=al(i}:*148 37 68 200 41 15 248 116 163 4
end

Figure 8: Scattering and scattering back operations

3.2 Hiding function
The following algorithm will describe the sequence of steps required to implement the hiding function:
Step 1: Data inputs initialization
a) Get the covering image.
b) Get the image size.
c) Reshape the image matrix into one row matrix.
d) Get the secret message.
e) Get the message length (L).
f) Get the PK.
g) Calculate the starting position of the covering bytes.
Step 2: Secret indices key generation.
a) Runthe CLMM using the chaotic parameters and L to generate CK.
b) Sort CK to get the IK.
Step 3: Covering bytes reordering.
a) Get the covering bytes.
b) Use IK to reorder the covering bytes.
Step 4: Message hiding:
a) Convert the message to binary to get MBM.
b) Reshape MBM to one column matrix to get OCMBM.
c) Convert the covering bytes to binary.
d) Replace all the LSBs of the covering bytes by OCMBM.
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Convert the covering byte back to decimal to get the stego bytes.
Step 5: Reordering back of the stego bytes:

Use IK to reorder back the stego bytes.

Return back the stego bytes to the image row matrix.

Reshape the image row matrix to 3D matrix to get the stego image.

For researchers and readers, who are interested in implementing the hiding algorithm the following mat lab code can

be useful:

a=imread('C:\Users'win 7\Desktop'\Lena.jpg');

[n]l n2 n3]=size(a);S=nl*n2*n3;

al=reshape(a,l.S);

m="MSE LSB method of message steganography';
L=length(m);

r=3.77;x=0.11;

P=0.32;

POS=fix(P*S);

for i=1:L*8
ck(i)=x;
=x"r*(1-x);
end
[dd IK]=sort(ck);
cov=al(1,POS+1:POS+L*8);
for =1:L*8
c=IK{i);
covr{l,ij=cov(l,c);
end
covb=dec2bin(covr,8);
ml=dec2bin{m.8);
m2=reshape(ml.L*8.1);
covh(:.8)=m2;
st=hin2dec{covh)';
for i=1:L*8
c=IK{i);
st1(1.c)=st(1.i);
end
al(1,POS+1:POS+L*8)=stl;
a2=reshape(al.nl.n2 n3);

The extracting algorithm will be implemented using the following steps:

Step 1: Data inputs initialization:

Get the stego image.

Get the image size.

Reshape the image 3D matrix to one row matrix.
Get the PK.

Calculate the starting position of the stego bytes.
Step 2: Secret indices key generation:

Use the PK to run CLMM to generate CK.
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Sort CK to get IK.
Step 3: Stego bytes reordering:
Get the stego bytes.
Use the IK to reorder the stego bytes.
Step 4: Message extracting:
Convert the stego bytes to binary.
Extract all the LSBs from the stego bytes to get OCMBM.
Reshape OCMBM to 8 columns matrix to get MBM.
Convert MBM to decimal.
Convert the decimal results to characters to get the secret message.
For researchers and readers, who are interested in implementing the hiding algorithm the following mat lab code can
be useful:
al=reshape(al,l.S);
r=3.77;x=0.11;
P=0.32;
POS=fix(P*S);
for =1:L*8
ckl(i)=x;
=x"r*(l-x);
end
[dd IK1]=sort{ck);
st2=a3(1,POS+1:POS+L*8);
for i=1:1.*8
c=IK1(i);
st3(L.i)=stl{1.c);
end
std=dec2bin(st3.8);
m3=std(:.8);
m4=reshape(m3,L.8);
m3=hin2dec{m4d)';

mb=char{m53);

4. Implementation and Results Discussion
The proposed method was implemented using mat lab 7 and using a computer with the following specifications:

Processon Intel(R) Core(TM]) i5-3210M CPU @ 2.50GHz 2.50 GHz
Installed memory (RAM): 400 GB

System type: 64-bit Operating System

Pen and Touch: Mo Pen or Touch Input is available for this Display

The quality of the proposed method was tested, the following two images shown in figure 9 were selected and used
to hide two messages, short message with 100 characters length, and long message with 5000 characters length,
figures 10 and 11 show the obtained stego images:
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Covering image 1

Covering image 2

Size=1071x1600x3

Size=240x240x3
Figure 9: Selected covering images

Stego image 1 Stego image 2

MSE=0..000078, PSNR=205.3383

MSE=0.0023, PSNR=171.5597

Figure 10: Stego images, each of them is holding 100 characters
Stego image 1 Stego image 2

MSE=0.0039, PSNR=166.2399

MSE=0.1159, PSNR=132.3778
Figure 11: Stego images, each of them is holding 5000 characters

From figures 9, 10 and 11 it is shown that the stego image was always closed to the covering image, the low values
of MSE and the high values of PSNR calculated between the covering and the stego images prove that the proposed

method satisfies the quality requirements of good stego system.
The speed of the proposed method was tested, the hiding and extracting times were calculated after implementing

several messages, the obtained speed results are shown in table 2:
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Table 2: Proposed method speed results using CK

Message length Hiding time (second) | Hiding Extracting time | Extracting
throughput (K | (second) throughput (K bytes
bytes per second) per second)

10 0.0130 0.7512 0.0030 3.2552

50 0.0160 3.0518 0.0070 6.9754

100 0.0200 4.8828 0.0200 5.4253

200 0.0280 6.9754 0.0520 3.7560

250 0.0330 7.3982 0.0780 3.1300

500 0.0670 7.2878 0.1600 3.0518

750 0.1150 6.3689 0.2880 2.5431

1000 0.1770 5.5173 0.4740 2.0603

1500 0.3460 4.2337 1.0100 1.4503

2000 0.5630 3.4691 1.7750 1.1004

5000 1.2220 3.9958 10.4450 0.4675

10000 3.2110 3.0413 43.8470 0.2227

The same messages were processed using the proposed method, the 1K was generated from an image_key, which
was used to replace the CK, and table 3 shows the obtained speed results:

Table 3: Proposed method speed results Using image_key

Message length Hiding time (second) | Hiding Extracting time | Extracting
throughput (K | (second) throughput (K bytes
bytes per second) per second)

10 0.0150 0.6510 0.0040 2.4414

50 0.0180 2.7127 0.0070 6.9754

100 0.0210 4.6503 0.0170 5.7445

200 0.0300 6.5104 0.0550 3.5511

250 0.0350 6.9754 0.0820 2.9773

500 0.0700 6.9754 0.1630 2.9956

750 0.1410 5.1945 0.3480 2.1047

1000 0.1840 5.3074 0.4850 2.0135

1500 0.3480 4.2093 1.0020 1.4619

2000 0.6140 3.1810 1.7240 1.1329

5000 1.2400 3.9378 10.5750 0.4617

10000 3.2810 2.9764 44.0420 0.2217

From tables 2 and 3 it is shown that the proposed method provided a good speed, the speed of steganography is
much closed to unsecure classical LSB method (65-69].

5. Conclusion

A modified, secure and efficient MSE_LSB method of message steganography was proposed, the method used a
simple assignment operation to apply message bits hiding and extracting. The proposed method used a complicated
private key to secure the hidden message, the PK was used to run a CLMM to generate a chaotic key, this key was
used to generate a secret indices key, The indices key was used to perform simple covering-stego bytes reordering
and reordering back, the recording operation was used to change the order of the covering-stego bytes, and each
message character was hidden using separate inconsecutive covering bytes.

It was shown that the proposed method is capable to use chaotic logistic map parameters and image_key to generate
the required indices key.

© 2024, 1ICSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden 12




Prof. Ziad Al Qadi, International Journal of Computer Science and Mobile Computing, VVol.13 Issue.8, August- 2024, pg. 1-15

The proposed method was tested and implemented using various messages, and the obtained results proved the good
quality and speed provided by the proposed method.
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