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Abstract— As technology evolves, so does the threat of cyberattacks – making Digital Forensics crucial for 

damage control and prevention. This paper aims to address the inefficiencies faced by investigators in a 

forensic setting by automating the processes necessary for disk and memory image acquisition, forensic 

artifact parsing, and timeline generation. Leveraging publicly available tools such as: WinPmem, FTK 

Imager, Volatility 3 (VOL3), and The Sleuth Kit (TSK), the developed Python script is then able to provide for 

a clearer insight into the series of events that have transpired during a cyber incident through the generation 

of detailed and cohesively organized timelines, then using the Timsort algorithm for timeline analysis. 
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I. INTRODUCTION 

As the usage of technology grows in our modern age, the possibility and threat of cyberattacks grow together 

with it. The importance of Digital Forensics therefore cannot be understated as it helps with damage mitigation 

whilst providing useful insights through security measures to prevent attacks on computer systems [1]. Digital 

Forensics involves the identification, preservation, analysis, documentation, and presentation of digital evidence 

– all of which are crucial steps for uncovering the series of events that took place during cyber incidents [2]. 

It should be noted, however, that various researchers and experts in the field have felt that the number and 

complexity of investigations would inevitably rise in the future, giving rise to distinct potential challenges [3]. 

These include technical, law enforcement, personnel-related, and operational challenges [4]. 
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Automation involves the use of a software or program to perform tasks that are usually done manually, 

enhancing the efficiency and accuracy of forensic investigations [5]. While there have been multiple studies 

tackling process automation to further simplify tedious work, most only focus on its importance and the 

contextualization of the challenges it brings about, rather than actively building the necessary tools for it.  

As calls for the creation of advanced forensics tools for evidence collection are continuously made [3], this 

study aims to fill in this gap and develop a straightforward solution that would provide for the simplification of 

tasks for digital incident responders by combining image acquisition for both disk and memory aspects of digital 

forensics together with the timelining of their respective outputs. 

Digital forensic investigations require the use of multiple tools for the collection and analysis of forensic data. 

This often involves manual intervention, leading to inefficiencies and potentially human-based errors. 

 

A. Design of the Study 

Throughout the research process, significant focus was placed on integrating multiple digital forensics tools 

to create a systematic approach in determining the series of events that transpired on a forensic target. More 

specifically, the study aims to: 

i. Design a user-friendly script that provides an automated workflow for acquiring disk and memory images, 

parsing data, and generating timelines for further analysis. 

ii. Integrate disk and memory image acquisition for forensic analysis by leveraging existing, publicly available 

image acquisition tools such as WinPmem and FTK Imager. 

iii. Integrate disk and memory image parsing to extract the relevant artifacts necessary for timeline generation by 

leveraging existing, publicly available parsing and timeline generation tools such as The Sleuth Kit (TSK) and 

Volatility 3 (VOL3). 

 

II. LITERATURE REVIEW 

A. Open-source Tools 

a) FTK Imager 

   Obtaining the disk image is a crucial part of disk forensics. FTK Imager serves as one of such tools used by 

experts in the field of cybersecurity in gathering and analyzing forensic evidence [6]. Its publicly available 

executable files provided by Exterro, after having acquired the rights from AccessData, features in-depth hard 

disk searching mechanism to reconstruct an image of hard disk drives [7]. Integrity verification is then 

facilitated by computing the MD5 and SHA1 checksums on any of its possible file format outputs: DD/raw, 

AD1, and E01. 

  While recent media installations of FTK Imager, as provided by AccessData, allows for the acquisition of both 

disk and memory images, these features are Graphical User Interface (GUI) restricted and are not partial to 

Command Line Interface (CLI) automation. 

  Looking back into previous version iterations, the v3.1.1 release of FTK Imager once offered support for 

command line functions but is, however, no longer publicly available for downloads after AccessData’s change 

of domains following its acquisition by Exterro on the 3
rd

 of December 2020 [8]. 

  Utilizing the Wayback Machine, a digital archive of the world wide web, it becomes possible to recover the 

now lost domain with most of its features intact, including the download page for FTK Imager v.3.1.1 [9].  
 

TABLE I 
FTK IMAGER V.3.1.1 RELEVANT COMMAND LINE FUNCTIONS 

Options Description 

--list-drives Shows detected physical drives. 

--verify 
Verifies the destination image. 

Verifies the source image if no destination is specified. 

--eo1 Creates an E01 format image. 

--so1 Creates a SMART ew-compressed image. 

 

  As detailed in its provided documentation file, FTK Imager v3.1.1 follows the usage format: ftkimager [source] 

[destination file] [options]. While it offers a plethora of other helpful functions in disk forensics, the above listed 

options are among those that are concerned with the automation of the disk imaging process. Incidentally, unlike 

the most recent versions with added support for memory imaging, FTK Imager v3.1.1 only supports disk 

imaging in either E01 or S01 file extensions. 

 

b) WinPmem 

  To extend the support of the timeline generation features of the developed script to also include memory 

imaging, a different standalone executable file with CLI support is necessary. The v4.0 release of WinPmem 

implements a Fast IO mode and can perform memory imaging via the command line [10], outputting a .raw file 

format. It is a straightforward CLI based application following the usage format: winpmem [destination_file]. 
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   Despite its decline in popularity with the growing preference over GUI-based tools, WinPmem has been noted 

for its alternative imaging methods that are capable of circumventing anti-forensic attempts [11]. While it is 

limited only to Windows OS systems, its support for command line functions makes it an invaluable tool in the 

filling the role of a memory acquisition tool for workflow automation. 

 

c) Volatility 3 (VOL3) 

  In contrast to Linux systems, Volatility 3 is not native on Windows OS machines. Primarily used for memory 

image analysis, VOL3 offers support for performing scans that target process objects, thread objects, network 

connections and sockets, as well as loaded DLLs – all of which, with their respective timestamps, contribute to a 

coherent consolidation of what transpired on the forensic target’s memory dump [12]. 
 

TABLE II 

VOLATILITY-3 (WINDOWS OS) RELEVANT COMMAND LINE FUNCTIONS 

Plugins Description 

windows.psscan.PsScan Scans for and lists processes structures in memory.  

windows.thrdscan.ThrdScan Scans for and lists thread structures in memory. 

windows.netscan.NetScan Scans for and lists network connections and sockets. 

windows.dlllist.DllList 
Scans for and lists loaded Dynamic Link Libraries (DDLs) by 

running processes. 

 

d) The Sleuth Kit (TSK) 

  TSK offers functions for disk image analysis, offering means for the analysis, recovery, and collection of 

digital evidence [13]. Its plugins allow for examining the provided file system, recursively going through each 

file and directory, and appending their corresponding file activity [14]. While it has built-in timelining 

capabilities, it exports the data in a text file format, making it unsuitable for immediate integration with 

structured databases or for advanced analysis that requires more complex querying and filtering capabilities. 
 

TABLE III 

THE SLEUTH KIT (TSK) RELEVANT COMMAND LINE FUNCTIONS 

Tools Description 

mmls.exe Obtains the offset value for the NTFS filesystem.  

fls.exe 
Extracts metadata and lists file system contents, including 

deleted files. 

mactime.pl 
Creates a timeline of file activity based on MAC (modified, 

accessed, and changed) times. 

 

III. TIMSORT ALGORITHM 

Sorting algorithms are generally used in various fields to rearrange a collection of data following a given rule 

set [15]. In the context of programming, multiple different factors play pivotal roles in choosing the most 

appropriate algorithm to use depe[nding on the situation at hand. Determining which algorithm is the best fit for 

a given dataset proves to be an arduous task as analysts would have to consider multiple factors such as worst-

case time complexity, memory usage, and specific application requirements to maximize its effectiveness and 

efficiency [16]. 

In Python, the primary sorting algorithm for the sort() function is what is known as Timsort. Developed by 

Tim Peters in 2002 specifically for the programming language, the algorithm integrates the principal functions 

of Merge and Insertion sort, both of which are designed to handle sorting through heaps and stacks of 

uncategorized information [16]. Studies have shown its superior effectiveness against classical sorting 

algorithms: Heap Sort, Shell Sort, Merge Sort, and Quick Sort. Despite the increase on each sorting algorithm's 

individual execution time as the data size increases, Timsort was shown to consistently produce the fastest 

execution time across all data sizes [17]. Data sets reaching up to over a million elements highlights Quick Sort 

and Timsort's efficiency among all the other tested sorting algorithms. 

The rationale behind the implementation of the Timsort algorithm in the developed script lies in the 

unpredictability of the possible number of elements each image file might contain when parsed. Given that 

Timsort has been shown to have yielded promising results for both small and large datasets, it becomes 

imperative to use when rearranging extracted forensic artifacts based on their corresponding timestamps in 

reverse chronological order to provide a clearer picture of a cybersecurity incident for the forensic analyst in the 

most efficient way possible. 
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IV. PROPOSED WORK 

An outline of the systematic approach for acquiring and analyzing forensic evidence is shown below. The 

proposed methodology is divided into three main workflows based on the type of data being analyzed. For 

memory and disk acquisition, WinPmem, and FTK imager are utilized, respectively.  

 

 
Fig. 1 Code execution flowchart for image acquisition and timeline generation 

 

 
Fig. 2 Workflow process for the parsing of memory artifacts using VOL3 on the generated .raw file by WinPmem 

 

The acquired memory image from WinPmem will be parsed using Volatility 3. VOL3 provides various plugins 

for extracting information, complete with their corresponding timestamps for running processes, threads, 

inbound and outbound network connections, and loaded DLLs — all of which are to be collected and used to 

create a comprehensive timeline of events. 

 

 

 
Fig. 3 Workflow process for the parsing of disk artifacts using TSK on the generated. E01 file by FTK Imager 

 

On the other hand, the acquired disk image from FTK Imager is instead to be analyzed using TSK’s different 

tools. This process will extract file system activity logs, converting the exported list into a CSV format for 

further analysis. 
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V. RESULT AND DISCUSSION 

The study involves developing a Python script to automate the acquisition of either the memory or the disk 

image, or both depending on user preference – from which forensic artifacts will be extracted and processed to 

generate a timeline in a .csv file format. 

 

A. Memory Forensics Timelining 

Utilizing command-line functions to automate scanning for processes, threads, network connections, and 

loaded DLLs, each individual event is then saved into a list and eventually sorted in reverse chronological order 

with a time complexity of O(nlogn) via Python’s Timsort, a derivative of merge and insertion sort. 

 
Fig. 4 Sample timeline in .csv file format performed on a Windows 7 memory image (.raw) 

 

TABLE IV 
ACTIVITY TYPE FOR VOL3 OUTPUT 

Type Description 

process_creation Denotes an event where a process was executed in the system. 

process_termination Denotes an event where a process was terminated in the system. 

thread_creation 
Denotes an event where a process called for the creation of a new thread in 

the system. 

network_connection 
Denotes an event where a connection is established or closed between the 

local machine and a remote machine over a network. 

dll_load Denotes an event where a DLL is loaded into the memory of a process. 

 

The events listed in the generated timeline are sorted depending on their activity type. Relevant columns are 

filled with corresponding information regarding the event details. 

 

B. Disk Forensics Timelining 

Disk forensics instead utilizes fls.exe to recursively go through the file system and extract their corresponding 

metadata. The handling of the timeline generation falls on mactime.pl, with the above-mentioned sorting 

algorithm also applying to the timelining process for disk forensics. 

 

 
Fig. 5 Sample timeline in .csv file format performed on a Windows 7 disk image (. E01) 
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For reference, the activity type for each file in column 4 in Fig 2. pertains to the following: 
 

TABLE V 

ACTIVITY TYPE FOR MACTIME.PL OUTPUT 

File System m a c b 

Ext4 Modified Accessed Changed Created 

Ext2/3 Modified Accessed Changed N/A 

FAT Written Accessed N/A Created 

NTFS File Modified Accessed MFT Modified Created 

USF Modified Accessed Changed N/A 

 

Since disk forensics is primarily concerned with NTFS filesystems, the corresponding designations for the 

MACB timestamp types are as shown in the 3
rd

 row. 

 

VI. CONCLUSIONS AND RECOMMENDATIONS 

The paper was determined to show the feasibility and corresponding benefits of automating key processes in 

digital forensics, specifically in disk and memory image acquisition, and timeline generation. By leveraging 

tools such as WinPmem and VOL3 for memory forensics and FTK Imager and TSK for disk forensics, results 

have shown that automation can enhance the efficiency and reliability of forensic investigations. 

Since a memory image is only capable of capturing artifacts for currently running tasks, combining it with the 

artifacts obtained from a disk image will give the incident responder a clearer picture of what happened in the 

event of an attack. In the disk image timeline, files that were created or modified can be seen. This in tandem 

with the generated memory timeline provides a better view of the series of activities that transpired on the 

forensic target. 

Further areas to consider for improvement include extending the support to other operating systems such as 

Mac and Linux. Researchers may also opt to perform comparative analysis of the automated system against 

manually obtained data from image parsing tools.  
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