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Abstract— Al not only opens a whole new realm of possibilities but also a can of worms and
opportunities for dark exploitation. For instance, Al systems exhibit vulnerabilities that stem from the
algorithm configurations which are exploited by hackers to initiate either input or poisoning attacks.
Such vulnerability exacerbates the susceptibility to prompt injection-based adversarial attacks that
jeopardize the Al system and large language mechanisms (LLM) as in the example of ChatGPT shared in
the results analysis section. Al has also exacerbated the intensity and effectiveness of social engineering
and phishing attacks by enabling realistic deep fakes and cloning of human voices and audio. The
irresponsible and malicious application of Al technologies has also aggravated unethical practices like
breaching user data privacy rules for profit while foregoing user consent and autonomy. Hence,
proactive, holistic and interdisciplinary efforts involving Al developers, users, researchers and regulators
among others will be required to counter the evolving nature of Al security threats and attacks.
Ultimately, by comprehensively exploring such aspects of Artificial intrusion and exploitation, this
research will profoundly contribute to the comprehension of the risks affiliated with Al exploitation and
how such risks can be proactively addressed to secure Al systems.
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I INTRODUCTION

Artificial intelligence has always held the relevance of application to different aspects such as autonomous
vehicles, medical technology, manufacturing and e-commerce among others (Strong 66). Nevertheless, a
comprehensive scope of research has also established that Al technologies are extensively susceptible to
targeted attacks, manipulation and exploitation. Subsequently, such forms of exploitation influence Al systems
to make bad, unethical and harmful decisions with undesirable and far-reaching organizational and social
outcomes (Banafa). Therefore, this research will delve into the dark art of Al exploration by examining
vulnerabilities of Al systems, adversarial attacks in Al, the role of Al in cyber security, application of Al for
social engineering and phishing and overall ethical concerns affiliated with Al intrusions. This research paper
concludes by identifying and mapping the future of Al security, trends, and countermeasures.
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1. PROPOSED METHODOLOGY BLOCK DIAGRAM
The proposed methodology block diagram of poisoning attacks common in Al security.
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Figure 1: Proposed methodology block diagram
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ALGORITHM

Algorithm 1 Algorithm for designing anomaly detection functions

Input: (NUMFUNC, Nse, 0sp)

1: m<5
2: counter + 0
3: while counter < NUMFUNC do

4: Let ¥ be the set of all m-tuples of CAN variables

5: while ¥ is not empty do

6: Select random m-tuple from ¥

7: Select all rules containing selected m CAN variables

8: Construct function graph

9: while property 3 true and graph does not meet all properties do
10: Add artificial edge between any two nodes that are not connected
11: end while

12: if no graph found then

13: U + U\ {m-tuple}

14: goto 6

15: end if

16: for all operations on all artificial edges with all weights do
17: Select parameters for LSTM network

18: Train the LSTM network

19: for all anomaly types and all locations do
20: Test the LSTM network
21: Measure sensitivity and specificity
22: end for
23: Compute mean sensitivity and mean specificity
24: if mean sensitivity > ns. and mean specificity > 75, then
25: Select function if sensitivity is higher that current selection
26: end if
27: end for
28: if function selected then
29: counter < counter + 1
30: end if
31: if counter = NUMFUNC then
32: break
33: end if
34: end while
35: m+—m+1

36: end while
37: return list of functions
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FLOW CHART

The flowchart below shows how attackers initiate input attacks to compromise and manipulate the Al system.
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1. RESULT ANALYSIS

A.  Vulnerabilities of Al systems

The Dark art of Al exploitation involves multiple aspects and incidences of unethical, irresponsible and
harmful deployment of Artificial intelligence (Al) technologies. Such unethical and harmful practices are
enabled by the exploitation of vulnerabilities within Al technologies by black hat hackers (Comiter 1).
According to Comiter, the most common form of vulnerability affecting Al systems manifests as either input or
poisoning attacks (3). Input vulnerabilities are influenced by the susceptibility of Al systems to malfunction due
to alteration of the data input fed into the Al algorithm (Comiter 5). On the other hand, Poisoning attacks
compromise the Al model and algorithm so that it is flawed and skewed in an attacker’s favor once deployed
(Simms 7). Therefore, regardless of the form of vulnerability, both forms of Al system attacks exhibit far-
reaching and negative impacts on safety, privacy and social disruption. Additionally, Al vulnerabilities exist
because of the underlying core limitations in Al algorithms that can be exploited by black hat hackers.

Notably, black hat hackers exploit input attacks using strategies like prompt injections. During prompt
injections, hackers submit malicious content or code into the algorithm to manipulate the Al system (Mudarova
41). Besides, they can also exploit weaknesses like weak access controls, unprotected APIs or initiate brute
force attacks on private code (Simms 8). Alternatively, hackers exploit poisoning vulnerabilities through dataset,
algorithm or model poisoning. In dataset poisoning, the legitimate machine learning dataset is poisoned using an
incorrect or mislabeled dataset (Simms 8). Algorithm poisoning involves manipulation of the algorithm whereas
model poisoning involves the replacement of a legitimate model with a poisoned one (Alsuwat 11). For example,
white hat hackers of a cybersecurity firm managed to access at least 723 accounts with exposed HuggingFace
API tokens belonging to major tech companies like Meta, Microsoft, VMware and Google (8allocate). This
attack enabled the firm to gain control of the training data sets and repositories of the tech companies which
could be used to initiate data poisoning attacks.

B.  Adversarial Attacks
Adversarial attacks are enabled by the ability to extract information about how Al models like machine
learning behave before using this information to manipulate and deceive Al models (North Carolina State
University). This manipulation not only affects the Al system but also its large language mechanisms (LLM)
enabling the circumvention of security guidelines and safeguards while creating opportunities for exploitation
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(Swaney). Adversarial attacks are also enabled by prompt injection attacks such as Do it Now (DAN). For
example, DAN was used against Chat GPT leading to the bypassing of the filter responsible for preventing the
platform from sharing harmful or criminal information (Swaney). Consequently, Hu acknowledges that such
adversarial attacks undermine the safe and reliable application of Al technologies by provoking, instigating and
emphasizing the disadvantages and harms of Al over its benefits (7).

Subsequently, adversarial attacks are well hidden and hard to curb. Nevertheless, Tao asserts that various
defensive strategies can be adopted to enforce robust protection against adversarial attacks (16213). Such
strategies include training the model to recognize the forms of input affiliated with prompt injection attacks
besides recognizing adversarial attack prompts (North Carolina State University). Another approach is filtering
instructions from retrieved inputs which undermines the execution of unauthorized instructions from external
sources. Robustly testing the vulnerability of Al systems to attacks can also support the detection and prevention
of these attacks. The testing can be enabled by robust tools such as QuadAttacK which determines how data can
be manipulated to deceive the Al system before feeding the manipulated data into the system to determine the
response and identify vulnerabilities that can be rectified (North Carolina State University).

Al in Social Engineering and Phishing

Acrtificial intelligence also exhibits the likelihood of enhancing the effectiveness, ferociousness, and
sophistication of social engineering attacks. According to Sjouwerman, social engineering involves the process
of manipulating and deceiving users to gain control of a computer system or network. Essentially, there are
several ways by which Al can foster the robustness of social engineering and phishing attacks. Unlike traditional
phishing attacks which were susceptible to grammatical mistakes, incorporating Al tools like ChatGPT can
create robust and sophisticated phishing and social engineering emails with proper grammar. Al also enables the
creation of deep fakes that appear realistic and can be used by scammers to social engineer victims into
revealing sensitive and confidential information.

Sjouwerman also acknowledged that Al can be used to clone human speech and audio to instigate advanced
and realistic phishing attacks. An example is when researchers manipulated a Bing chatbot to impersonate a
Microsoft employee before generating phishing messages that requested user credit information (Sjouwerman).
Subsequently, such incidences demonstrate how Al can be leveraged and used to create and implement realistic
phishing and social engineering schemes. However, Basit recommends that such Al-powered phishing and
social engineering attacks can be alleviated by training users to recognize phishing and social engineering
attacks and implementing Al-enabled security protocols besides adopting multi-factor authentication (141).

Ethical and Legal Implications

Another essential aspect of artificial intrusions is affiliated with ethical and legal implications. Notably, Al
systems rely on the collection, storage and analysis of voluminous data. Such vast scopes of data raise ethical
concerns related to data privacy and protection considering the vulnerability of such data to unauthorized and
third-party exploitation (Roche, et al.1097). For example, as countries like China increasingly adopt Al systems
and data analytics to ensure connected cities and communities, potential unethical questions might emerge from
incidences like the use of Al-enabled facial recognition systems to not only track but also identify individuals
without consent.

Additionally, Quach also asserts that increasing commercialization of data also exhibits ethical implications
like the intrusion of people’s privacy (1301). For instance, besides the positive role of Al in enabling targeted
marketing, the exploitation of user data in the process prioritizes profit margin instead of the autonomy, consent
and well-being of individuals whose data trains targeted marketing algorithms. Hence, such ethical concerns
affiliated with privacy have influenced the implementation of several data protection policies such as the
General Data Protection Regulation (GDPR) in Europe, HIPAA in the US and the California Consumer Privacy
Act among others.

Nevertheless, Lescrauwaet et al also opine that the effectiveness and regulatory flexibility of the existing
legal framework is also undermined by the fast-paced evolution and advancement of Al technologies besides the
emergence of new attacking mechanisms (209). For instance, despite Chat GPT developers updating the model
to resist prompt injection attacks that bypassed the filter, attackers and users have kept circumventing the filter
leading to the evolution of DNA attacks to version 12 (Swaney). Therefore, besides the regulatory framework,
Al developers and users also have the responsibility of upholding responsible, safe and ethical practices while
interacting with Al technologies.
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Future Trends and Countermeasures

Going forward, future Al security trends will be consistently marked by threat actors using emerging Al
technologies to get ahead in terms of developing and staging advanced Al security attacks. Therefore, a holistic
and proactive scope of advanced countermeasures and security protocols will be required against the expected
evolution of Al security threats. As part of the holistic framework, Lescrauwaet et al recommend that
organizations will not only have to re-examine the internal security guidelines but also the security guidelines of
vendors and third-party suppliers (204). Additionally, interdisciplinary research and global collaboration will
also be essential in keeping up with highly dynamic and evolving Al security challenges. Notably,
interdisciplinary research efforts will be requisite and essential in creating awareness about emerging Al
security attacks, identifying and sharing evidence-based security practices, and informing the actions of
policymakers (Lescrauwaet et al. 205).

IV. CONCLUSION
In conclusion, the analysis above demonstrates how the dark art of Al exploitation is not only multifaceted but
also complex and marred by concerns of safety, privacy, and social disruption. These concerns are expected to
intensify as new Al technologies and Al security attack mechanisms emerge. Therefore, curbing the dark side
of Al requires holistic and interdisciplinary efforts of stakeholders such as Al researchers, developers, users, and
policymakers, besides government and industry oversight and regulatory institutions.
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