Michael Gabriel A. Del Rosario, International Journal of Computer Science & Mobile Computing, Vol.13 Issue.8, August- 2024, pg. 76-85

Available Online at www.ijcsmc.com

International Journal of Computer Science and Mobile Computing

A Monthly Journal of Computer Science and Information Technology

ISSN 2320-088X

IMPACT FACTOR: 7.056

IJCSMC, Vol. 13, Issue. 8, August 2024, pg.76 — 85

PARSNIP: Parsing Registry Hives from
Snip-Snapped Shadow Copies with
Timelining and Timsort

Michael Gabriel A. Del Rosario

Computer Technology — De La Salle University Manila, Philippines
delrosariomichaelgabriel@gmail.com

DOI: https://doi.org/10.47760/ijcsmc.2024.v13i08.009

Abstract— The processing of a Windows system’s Registry data into a readable format — parsing — is an
essential step in conducting forensic investigations. It allows for the analysis of a system’s information and
configurations at a point in time according to its snapshot, which is called a shadow copy. Upon parsing, an
analyst may proceed to attempt to detect Indicators of Compromise (IOC) or malware through altered,
inserted, or deleted entries containing this type of information — values — which can be found within their
respective containers called keys. On the other hand, keys are stored as groups — hives — which compose the
Registry. This journal discusses the Registry and its evidence, and evaluated a Python-based hive parsing tool
called PARSNIP which provides a timeline of the hives throughout its times of being parsed, and the capacity
to sort the parsed data using Timsort. Notably, it also timelines the hive changes for any inserted or deleted
values. The evaluation of the tool will focus on its features and capacity in enhancing the investigation
process, for a timely and detailed analysis. A recommended usage was then derived based on this and the
related literatures.

Keywords— Cybersecurity, Digital Forensics, Parsing, Registry Forensics, Timeline, Timsort, Windows
Registry

I. INTRODUCTION

Microsoft Windows is the most popular operating system; however, this makes it prone to becoming a
frequent target for attackers [7]. In line with this, the main target of malware within a Windows system is the
Registry, a hierarchical database and primary location for configuration data for the hardware, software and user
profiles [16]. Malware can execute its malicious actions by altering the contents of the Registry [1], which plays
a crucial role in the functioning of the Windows operating system. Its keys can provide valuable insights into the
behaviour of software.

Registry hives are the building blocks of the Windows Registry, there are various hives containing different
information with regards to the machine [2]. Some examples of hives and the type of data they store can be seen
in Table I. Keys are the containers of values, which contain the information that a key entails.
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TABLE |
Windows Registry Hives and its Data
Hive Data
HKEY_LOCAL_MACHINE Contains configuration data for the local machine.
(HKLM)
HKEY_CURRENT_USER Contains stored settings specific to the currently logged-in
(HKCU) user.
HKEY_CLASSES_ROOT Contains information about file associations and COM
(HKCR) objects.
HKEY_USERS (HKU) Contains stored settings for all users on the system.
HKEY_CURRENT_CONFIG Contains information about the current hardware profile.
(HKCC)

A Python-based parsing tool is proposed — PARSNIP — which aims to aid in the monitoring of the Registry
through timelining the parsing of a hive and its changes and sorting of the keys. It also provides an automatic
parsing for passive monitoring. It expedites and provide ease in the process of forensic investigations of
Windows systems.

TABLE Il
Sequence of Registry Analysis
Path Relevance
1. HKEY LOCAL Knowing about the system and its owner is the most essential step in the preliminary
MACHINE\Software phase of an investigation. Microsoft\ Windows NT\Current Version in Software is a
critically examined subkey that stores such information.
2. HKEY LOCAL System stores the information of configurations that are essential for booting a system
MACHINE\System and its critical features.
3. HKEY LOCAL The devices, services, and drivers that have been attached to a system may be useful
MACHINE\System\ControlSet\ in profiling the previous activities.
Enum
4. HKEY LOCAL Profiling the information related to the system’s TCP\IP network is useful for cases of
MACHINE\System\Services\Tc network intrusion and malware circulation within a network.
pIp

Initial procedures during an investigation include the analysis of the keys within the Registry. This analysis
should be done in a proper sequence to ensure the smooth conduct of the investigation, Table Il shows this
sequence and their relevance [6].

Il. METHODOLOGY
The hardware and software resources for this evaluation can be seen below. The evaluation is to be conducted
by executing PARSNIP with administrator privileges, for accessing the actual hives in live artifact collection.
The various features of the tool are then to be tested by interacting with its interface, like the sorting of its
entries. For the prerequisites of the evaluation, Table 111 shows the specifications of the computer used, while
Table 1V shows the software used and their purposes.

TABLE 11l
Computer Specifications
Item Value
OS Name Microsoft Windows 11 Home Single Language
System Type x64-based PC
Processor AMD Ryzen 9 5900HX with Radeon Graphics, 3301 Mhz, 8 Core(s),
16 Logical Processor(s)
Total Physical Memory 154 GB
Total Virtual Memory 21.6 GB
TABLE IV
Software Prerequisites
Software Purpose
Python For the execution of the tool.
Registry Editor For the cross-checking of existing Registry keys.
Microsoft Excel or similar For viewing the CSV outputs of the tool

To verify the effectivity of the tool’s capacity and features, various tests were done. Foremost, the parsing of
new data into a hive and detecting changes within it was tested. After which, the parsing of existing keys was
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tested by cross-checking their presence in the Tool’s outputs and Registry Editor. Finally, the alphabetical
sorting capacity of the tool was conducted. Fig. 1 shows the flowchart for the tool’s usage and functionality.
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Fig. 1 Usage Flowchart of the Proposed Tool

The tool foremost starts with the parsing of a specified hive, where upon parsing will generate the respective
CSV files named as the timestamp of their creation for the parsed data and detected changes, the latter being
only for when an initial parsing of the hive has already been done. Parsing of the data is done using regipy,
while pandas is used for the CSV creation. Obtaining a shadow copy for the actual hive files in live artifact
collection is done through VSS. Finally, clicking a column will sort the keys of the parsed hive according to
this, Python’s sorted() function is used for this task which utilizes Timsort [3].

111.REVIEW OF RELATED LITERATURE
. Registry Artifacts

Indicators of Compromise (IOCs) are used for the detection of malicious programs and intrusion within a
system. These can be related to network or operating system [15].

An experimental scenario was investigated by a study involving a keylogger and remote control of a system
through Virtual Network Computing (VNC) [16]. Registry keys involving these were found, indicating the
attack. This further demonstrates the value of the Registry as a forensic resource in gathering evidence of
compromise.
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Ransomware can inflict significant damage on data of users and organizations by encrypting files and
blocking system access, TorrentLocker is an example of a Ransomware, it alters a key in the Registry for
persistence. Table V shows the other Registry operations stemming from this Ransomware [9]. This is an
example of how malware can interact with the Windows Registry, further emphasizing the forensic value of the
latter.

TABLE V
Registry Operations Related to TorrentLocker

Key Insertion Value Deletion Value Alteration

HKEY_LOCAL_MACHINE\
software\microsoft\windows\currentvers

HKEY_CURRENT_USER\
softwere\microsoft\windows\currentver

HKEY_LOCAL_MACHINE\
microsoft\software\windows\currentv

ion sio n\internet sectings[proxyserver] ers ion\run{ucerepat}
\run
HKEY_LOCAL_MACHINE \software\ HKEY_LOCAL_MACHINE\
microsoft microsoft\internetexploler\

\windous\currentversion\internet settings

phishingfilter \{enebledv9}

HKEY_LOCAL_MACHINE
\software\microsoft\internet
explorer\phishingfilter

HKEY_LOCAL_MACHINE\
software\wor6432node\ microsoft
\tracing

Fileless malware use legitimate processes in tools instead of malicious executables, avoiding anti-virus
solutions. Some of these processes include Microsoft Office, Powershell, and WMI. An example of a fileless
malware is Poweliks, it installs itself into the Registry and uses it for its persistence [8]. This sheds further light
on the Registry as a forensic resource.

Registry keys with forensic value were explored by a study. Those which contain software configurations for
a system and its users is useful for evaluating the system for intrusion. Table VI shows some of the keys
regarding software with forensic value [10].

TABLE VI
Registry Keys Regarding Software with Forensic Value

Key Contents

Microsoft Subkey of SOFTWARE in HKEY_LOCAL_MACHINE Information on installations,
uninstallations, Command
Prompt, and recently logged
on users.

Microsoft Subkey of Software in HKEY_CURRENT_USER Information on Run
commands, recent search

terms, and file interaction.

Registry keys with forensic value about the hardware can be seen in Table VII [10]. These are particularly
useful as external devices, which may be a part of an intrusion, can serve in forming the context of a case with
the current hardware settings. For forensically valuable keys about the network, it can be seen in Table VIII
[10], these may be used to form the context of the connected network and devices of the system.

TABLE VII
Registry Keys Regarding Hardware with Forensic Value

Key Contents

CurrentControlSet Subkey in SYSTEM of HKEY_LOCAL_MACHINE Information on hardware
settings and USB devices.

MountedDevices Subkey in SYSTEM of HKEY_LOCAL_MACHINE Devices mounted on the

system.

TABLE VIII
Registry Keys Regarding the Network with Forensic Value

Key Path Contents

Services Subkey under CurrentControlSet in SYSTEM of HKEY_LOCAL_MACHINE Information on the IP address

and gateway.

Microsoft Subkey of Software in HKEY_CURRENT_USER Information on the mapped

network devices.
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B. Volume Shadow Copy

Volume shadow copies are valuable forensic resources for the examination of Windows machines during an
investigation. It utilizes a service that creates backups of files within a volume — Volume Shadow Service (VSS)
— which provides a wealth of historical information on these files and data [13]. PARSNIP utilizes the VSS
directly for creating shadow copies from the actual hive files of the system for live artifact collection.

C. Timsort

Timsort is a sorting algorithm designed by Tim Peters in 2002 for Python [4], it is particularly used by the
sorted() function, and is a combination of Merge sort and Insertion sort [3]. It runs on a time complexity of O(n
log n) [4]. This is particularly utilized by PARSNIP for the sorting of the entries of the parsed data.

A study compared Timsort with Bubble sort for their performances, it found that Timsort is more suitable for
long-term applications, where the amount of data increases over time, compared to Bubble sort. Minimal
difference was observed between the two algorithms for data sizes up to 1000, while significant difference was
seen in sizes from 10000, more so for sizes of 100000 [5].

Another study compared Timsort to other sorting algorithms, particularly to Insertion, Heap, Shell, Merge,
Quick, Q, and Intro sort. It found that Timsort works better with long lists of heavy items compared to Merge
and Quick sort. Moreover, it was seen from 12 classes of input that Timsort was the best performer among all
Merge sort implementations of the experiment, being only 7% slower than the best Quick sort implementation
[14].

IV.EVALUATING THE PROPOSED TOOL
A. Overview

PARSNIP automates the checking for hive changes and creating snapshots of the hives - shadow copies -
which shall be parsed in live artifact collection. For existing copies of hives, the tool simply parses for the
collection of offline artifacts. It also has an automatic parsing and extracting feature that is executed after a time
interval.

The tool’s features provide analysts the opportunity to resort to a more time-efficient and accurate mode of
monitoring the Registry. This aids forensic investigations where accuracy and timeliness may be paramount. Its
timelining feature provides analysts the overview of the flow hive activities. All the tool’s relevant features can
be seen in Table IX.

Windows Registy Hive
sy

Fig. Logo of the Proposed Tool

TABLE IX
Features of the Tool
Feature General Purpose
Live artifact collection Obtain shadow copies of hives for future use or reference.
Offline artifact collection For analysis of existing shadow copies of hives.
Change detection Automates checking for change within hives.
CSV Outputs Named as Timestamps of Parsing. For timelining, archival, and future purposes.
GUI with collapsible trees. Leverages on the tree-like structure of the Registry for
organization.
Time interval specification. For automatic parsing.
Entry limit specification for CSV outputs. Sets the limit for entries in CSV outputs.
Entry sorting using keys and its attributes. Sorts the entries according to the selected column (Key,
Name, Value, or Type). This generates new CSV files.
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Functionality

The tool functions by foremost parsing a specified hive, this creates an initial snapshot reference of which for
a comparison to a subsequent snapshot, which when the latter is parsed would execute the detection of changes
from the former.

CSV files containing the outputs are generated for every time the registry is parsed, these are stored within
the same directory as the tool and are named according to the system’s military time during its creation. The
format of the appended timestamp to the filename is: <year><day><month>_<hour><minute><seconds>.
Evaluation Goal

The tool was evaluated for its capacity and features. First, the parsing of new data was tested by inserting
values to different parts of the Registry, where it will be verified through the parsed data of a hive and the list of
detected changes. Second, its capacity for alphabetically sorting the keys was tested by using the Name column
as basis. The results of these tests shall then be used to determine the effectivity of the tool for the use of the
Registry, being a source of evidence as discussed by the reviewed literature.

Parsing and Change Detection

The tool was tested for its capacity to parse new data and detect changes within a hive through the insertion
of values. This was conducted by executing commands through a command prompt with administrator
privileges. Table X shows the commands used for the insertion of values into keys. The collected live artifacts
are then to be checked for the detection of the inserted keys. Fig. 3 shows CSV outputs for parsed data and
changes, for a sample of how such would look like. It also verifies the entry limit’s functionality, which is set to
100, with the first row being consumed by the columns’ names for the parsed data.

TABLE X
Commands Used for Value Insertion
Command Purpose
reg add Inserts to the Registry key containing advanced settings for
"HKEY_CURRENT_USER\Software\Microsoft\Windows\C | the Windows File Explorer for a current user, detection of
urrentVersion\Explorer\Advanced" /v "ExplorerTest" /t this can be seen in Fig. 4.
REG_DWORD /d 1 /f
reg add Inserts to the Registry key related to the behaviour of
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\ | service logging in Windows Event Log, detection of this can
Services\EventLog\System\ExampleService" /v be seen in Fig. 5.
"ServiceTest" /t REG_DWORD /d 1 /f
reg add "HKEY_USERS\S-1-5-21-170115108-3786241348- Inserts a Registry key into the HKEY_USERS hive, which
3338679178-1001\Software\ExampleApp" /v is related to application settings for user profiles, detection
"ExampleSetting" /t REG_SZ /d "UsersTest" /f of this can be seen in Fig. 6.
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Fig. 6 HKEY_USERS After Executing Command 3

Verification of existing Registry entries was conducted by selecting random ones from the Registry Editor,
where upon cross-checking for its existence with the tool’s parsed data, the successful parsing of a hive’s
contents can be indicated. Table XI shows the existing entries used for this verification.

TABLE XI
Commands Used for Value Insertion

Hive

Entry Path

HKEY_CURRENT_USER

\Software\Microsoft\GameBarApi\4068\0\Visible, refer to Fig. 7.

HKEY_LOCAL_MACHINE

\SYSTEM\ControlSet001\Enum\BTHENUM\{0000110b-0000-1000-8000-
00805f9b34fb} LOCALMFG&0046, refer to Fig. 8.

HKEY_CURRENT_USER

\Printers\Settings\Wizard, refer to Fig. 9.
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Sorting

Alphabetical sorting of the entries, within the entries and its subsequent CSV outputs for the sorted data, is
based on the column clicked. For instance, click the Value column will sort the entries based on the alphabetical
order of their respective values. The output of a sample test of sorting can be seen in Fig. 10, using the column
Name as basis of the alphabetical order, with a parsed SAM hive.
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Fig. 8 SAM Hive After Sorting by Name

Results and Analysis

Table XII shows the results of each test done in the evaluation. Live artifact collection was successful for all
tests involving the parsing and detecting new values and existing keys within different hives. Alphabetical
sorting of SAM keys was also successful using the Name column as basis. Respective CSV files were also
generated for the parsed data, changes, and sorted keys, with the correct timestamps of their creation. This
displays the effectivity of the tool’s usage with the Registry, being a good source of evidence of malware and
compromise, as discussed by the reviewed literatures.

With this, an analyst may reliably utilize the tool to monitor changes and timeline activities within a hive, in
an organized fashion through sorting according to the necessary information for a case. The sequential analysis
of the Registry, as shown by Table Il [6], may be conducted with ease using the tool. Forensically valuable keys
shown by Table V, VI, and VII [10], alongside other keys that may be valuable according to a certain context,
may be timelined and viewed in an organized manner through the tool.

TABLE XII

Test Results
Test Result
Parsing and Detecting an Inserted Value in HKEY_CURRENT_USER Success
Parsing and Detecting an Inserted Value in HKEY_LOCAL_MACHINE Success
Parsing and Detecting an Inserted Value in HKEY_USERS Success
Parsing an Existing Key in Software of HKEY_CURRENT_USER Success
Parsing an Existing Key in SYSTEM of HKEY_LOCAL_MACHINE Success
Parsing an Existing Key in Printers of HKEY_CURRENT_USER Success
Alphabetical Sorting of Keys in SAM According to Name Success
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G. Comparison to Other Tools
There are other proposed tools for the Registry, some of which are RegAnalyzer [11] and RegForensicTool
[12]. These profile and focus on information of user, network, and device activities from the Registry. Table
X111 shows the comparison of these tools with PARSNIP.

TABLE XIlII
RegAnalyzer in Comparison with the Tool
RegAnalyzer RegForensicTool PARSNIP
Records the time in which the Can generate timestamp for Timelines the parsing of a hive’s
Registry was modified Registry keys. data and its detection of changes.
Generates a report for the Simply extracts the relevant Generates CSV files for the parsed
documentation of an analysis. data for the generation of a data, sorted data, and detected
report. changes of a hive.
Focuses only on certain kinds of Profiles user and network Parses all possible data of a hive.
information. activity.

Other Registry tools include Autorun and Autorunsc which only covers autorun activity. ProDiscoverBasic
focuses on only the viewing of the Registry. OSForensic is similar to ProDiscoverBasic but with the inclusion of
capabilities for timeline and activity analysis. MuiCacheView only covers the MuiCache key white
USBDEVIEW only covers USB devices [7].

V. CONCLUSIONS

The Registry and its structure were explored, alongside its use in forensic investigations, from cases of
Ransomware to malicious procedures of an attacker. The journal’s goal of evaluating PARSNIP, a Windows
Registry parsing tool, has shown its effectiveness in its capacities and features. This employs the tool’s potential
in practical applications of the Registry in investigations.

It is recommended that further evaluation of the tool is conducted to find improvements, exploration of other
tools may be conducted to find other possible features to integrate. Exploration of other sorting algorithms is
also recommended for more efficiency. Full coverage of all hives per parsing may also be implemented.
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