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Abstract— Forensic analysis has become crucial for detecting financial crimes such as
fraud, extortion, money laundering, and tax evasion in a rapidly evolving world. This type
of analysis is also essential for promoting economic development and enhancing public
trust in governments. As fraud strategies advance alongside rapid digital innovations,
traditional forensic accounting relies on manual data examination and is increasingly
inadequate for addressing sophisticated criminal fraud. The rise in cybercrime underscores
digital forensics' need to conduct effective investigations. This study provides an overview
of digital forensic accounting, emphasizing the need for forensic accountants to acquire
digital forensic skills to conduct thorough investigations. It reviews previous research
highlighting the importance of integrating digital technologies into forensic accounting,
stressing that this convergence is crucial for enhancing the detection of financial crimes
and cyber fraud. Furthermore, the study outlines the basic concepts of both traditional
forensic accounting and digital forensics and presents some digital forensic accounting
tools that can be utilized in forensic accounting and computer forensics.

Keywords— Forensic Science, Forensic accounting, Digital forensics, Digital forensic
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. INTRODUCTION

Forensic science (FS) utilizes scientific knowledge and techniques to uncover evidence in criminal
investigations. The evidence obtained through this process is characterized by high confidence and reliability,
rendering it highly trustworthy with a significant probative value that deems it admissible in court. Moreover, it
also offers a moderate degree of utility, proving advantageous for research purposes [1]. FS plays a crucial role
in understanding patterns of criminal behavior and furnishing proof to bolster inquiries into illegal activities.
Through assembling remnants found at the scenes of crimes, forensic experts assume the role of investigators in
deciphering unlawful actions. Consequently, this process enables them to derive valuable perspectives that have
the potential to enhance protective measures and, in the final analysis, ensure the safety of our societies [2].
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The study in [3] explored the efficacy of forensic methodologies in detecting corruption, focusing on using tools
like digital forensics, forensic auditing, and forensic accounting to uncover undisclosed assets, expose financial
discrepancies, and gather evidence for legal proceedings. The study delved into corruption cases in the Khomas
Region of Namibia to identify and scrutinize common tactics of deceitful individuals and entities. Forensic
science plays a crucial role in investigations due to its ability to generate objective and highly precise evidence.
This attribute significantly enhances the technological advancement of the procedure[4].

Advanced anti-corruption mechanisms are deemed necessary in emerging nations, as indicated by the
Corruption Perception Index (CPI) [5]. Forensic accountants should embrace digital forensic investigation
processes in cases involving cyber fraud [6].

Forensic accounting is a combination of accounting, auditing, criminology, and law. The investigation is
considered unbiased and serves the interests of company owners and stakeholders. Forensic accounting is a
practice that combines traditional accounting with legal frameworks to detect fraud and enhance prosecution
efforts.Forensic accounting can help prevent financial crime by identifying and tracking potential fraud
instances [7].

Digital Forensics (DF) is a field of forensic science that investigates and interprets digital data. DF is a field of
forensic science that investigates and interprets digital data. Digital forensics involves analyzing, validating, and
interpreting digital evidence associated with a crime. The proliferation of internet-connected gadgets has led to
greater security vulnerabilities for digital media. The internet hosts a variety of attacks, malware, and malicious
activities. Crimes can occur due to security flaws and vulnerabilities. Therefore, DF is necessary to promote
transparency and prevent crimes [8].

The motivation of this study is to show the critical importance of digital forensic accounting as technology for
combating fraud in developing countries that need this technology, particularly since traditional forensic
accounting methods alone are insufficient.

1. RELATED WORK

The author stated in [9] that cybersecurity measures aim to protect financial information and mitigate
the risk of fraudulent activities. Forensic accountants are tasked with examining fraud cases related to
cybersecurity breaches and deficiencies in internal controls. The study in [10] explored how forensic accounting
adapted to digital advancements. Recent research indicated that financial fraud was becoming more
sophisticated with technology. Forensic accountants had to employ new tools to address the growing threat.
Research in [6] illustrated the connection between digital forensic accounting and decreased cyber fraud in
Nigeria. Accountants using these methods were better at identifying phishing scams, advance fee fraud, and
credit card fraud. The study recommended enhanced training for accountants and government adoption of these
procedures to provide more evidence for court cases. The study in [3] examined the potential of forensic tools in
combating corruption in Namibia's Khomas Region. Financial records and electronic data were analyzed to
uncover hidden corruption and gather evidence for prosecution. This approach aimed to prevent future
corruption and restore trust in the administration. The study recommended enhancing the forensic skills of law
enforcement and financial institutions for more efficient investigations. In [11], the research focused on how
forensic accounting enhanced financial reporting and increased user trust. The study highlighted that forensic
accounting practices could improve the reliability of financial reports and bolster confidence among
stakeholders. The study in [12] demonstrated that digital forensics could be an effective tool in fraud auditing. It
provided a real-world example of warehouse theft to show how fraud auditing, which focuses on anomalies and
patterns, differed from financial auditing. The study emphasized the importance of coordination between fraud
auditors and digital investigators in detecting financial crimes in the digital age. The study in [13] highlighted
the evolution of forensic accounting techniques in the digital age as financial crimes grew more complex. It
pointed out the necessity of integrating cutting-edge technologies and digital methods into modern forensic
accounting practices. The study explored both traditional and advanced techniques, underscoring the need for
forensic accountants to stay updated to combat fraud effectively. In [7], the research investigated the use of
forensic accounting and improved management controls to combat cyber fraud in banks. The goal was to
enhance efficiency and reputation by minimizing losses. A model was created to demonstrate the synergy of
these tactics, which was validated through testing. The proposal was for banks to employ both forensic
accounting and improved internal controls to effectively combat cybercrime.

I1l.  DIGITAL FORENSIC
The expertise of computer forensics allows accountants to make informed decisions about what measures to take
and how to proceed with an inquiry without tainting the evidence [14]. Computer forensics, also known as
digital forensics, encompasses various domains, including network, server, computer, internet, social media,
memory, online gaming, data/disk, and VR forensics [15].
There are essential skills that a forensic accountant must acquire to perform their duties effectively one of these
skills is computer forensics [16]. Digital Forensics (DF) identifies cybercrime patterns using established
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methodologies for investigating digital crimes by extracting Potential Digital Evidence (PDE) to present in court.
Principles in DF involve extracting digital evidence without tampering, conducting examinations and analyses
in a repeatable manner, and maintaining accountability [17]. Digital forensics is the study of recovering and
examining evidence from digital devices, particularly in cases involving computer-related crimes [18].

The typical DF process includes three phases: acquisition, analysis, and presentation. Digital evidence is
gathered during the acquisition process, analyzed later, and finally presented [8].

Acquisition: During this step, digital evidence is collected from various electronic devices such as hard drives,
USB drives, and cameras. To prevent the original evidence from being altered, a copy (image) of the device's
data is created [8].

Analysis: After gathering data, it is inspected and analyzed. This includes identifying potential criminal
evidence, such as documents, photographs, videos, logs, and so on. The investigator evaluates and analyses
these artifacts to gain a better understanding [8].

Presentation: Finally, the investigator compiles a report that summarizes their findings. This report describes
the procedures followed during the inquiry, the evidence gathered, its interpretation, and the overall outcome.
This report is commonly used in court for legal proceedings [8].

A. DIGITAL FORENSIC SERVICES

The utilization of computer and network technologies in business accounting has grown due to the expansion of
electronic accounting. Consequently, techniques for finding, protecting, examining, and presenting digital
evidence in investigations and court cases have been developed. Forensic accountants have devised methods for
locating, safeguarding, examining, and presenting digital evidence in investigations and legal proceedings [19].
Digital forensics involves various processes such as collection, validation, identification, analysis, interpretation,
documentation, and presentation of digital evidence from digital sources using scientifically proven techniques
[20]. This procedure aims to reconstruct unlawful incidents or prevent unauthorized acts that may disrupt
scheduled operations.

Forensic accountants specialize in computer forensics and e-discovery due to the increasing reliance on digital
systems. The digital forensic procedure involves four primary objectives: finding, protecting, recovering, and
presenting evidence. Digital evidence needs to be organized, displayed transparently, summarized clearly, and
explained effectively [21].

IV.  FORENSIC ACCOUNTING
Forensic accounting represents a nascent occupation that has experienced rapid expansion since its inception.
Presently, there is a significant need for professionals in this field, and the trend shows continued growth[22].
Traditional forensic accounting involves manually examining financial data, conducting interviews, and
analyzing financial statements to detect abnormalities and signs of fraud [23]. Key challenges in forensic
accounting and fraud investigation include the proliferation of big data and digital technology, the complexity of
financial transactions, and the increasing sophistication of criminals [12]. Forensic accountants utilize distinct
methodologies and models to conduct inquiries that offer dependable information (assurance), validation of
financial documents (attestation), and specialized guidance (advising) within legal proceedings[24]. One such
model is the Beneish Model, a tool used by forensic accountants to combat accounting fraud. Developed by
Massoud Beneish, this method allows a comprehensive examination of a company’s financial health by
analyzing accounts from both the income statement and the balance sheet [25]. Each non-financial listed
company's eight indicators are fed into the Beneish regression model, which produces a Manipulation Score.
Businesses that have an M-score higher than the -2.22 benchmark ought to be suspected of manipulating
earnings [26].
The Beneish Model and its 8 indicators are listed below [25, 26]:
Days Sales in Receivables Indicator (DSRI).
Gross Margin Indicator (GMI):
Asset Quality Indicator (AQI).
Sales Growth Indicator (SGI).
Depreciation Indicator (DEPI).
Sales General and Administrative Expenses Indicator (SGAI).
Leverage Indicator (LVGI).
Total Accruals to Total Assets (TATA).
The Beneish Model (M-Score) formula is as follows [25, 26]:
Beneish Model = M- Score = -4,840 + (0.920 x DSRI) + (0.528 x GMI) + (0,404 x AQI) + (0,892 x SGI) +
(0,115 x DEPI) + (-0,172 x SGAI) + (4,679 x TATA) + (-0,327 x LEVI).
The Beneish Model (M-Score) formula is as follows [21, 22]:
Beneish Model = M- Score = -4,840 + (0.920 x DSRI) + (0.528 x GMI) + (0,404 x AQI) + (0,892 x SGI) +
(0,115 x DEPI) + (-0,172 x SGAI) + (4,679 x TATA) + (-0,327 x LEVI)
Forensic accounting practices are classified into three main areas [27]:
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Investigative Auditing: The evidence acquired by investigative auditors is an essential component of the
investigation process. Effective and precise examination of the information by investigative auditors
significantly increases the likelihood of successful outcomes.

Litigation Support: The contributions of forensic accountants are critical to the accuracy of court decisions.
Criminal Investigation: Police forces in many industrialized countries rely on forensic accounting tools to
conduct effective criminal investigations into accounting fraud.

A. FORENSIC ACCOUNTING CHALLENGES

In the era of cybercrime, forensic accounting faces numerous challenges. One major challenge is the growing
variety and complexity of cybercrimes, including phishing, advance fee fraud, credit card fraud, payroll fraud,
invoice fraud, and cryptocurrency fraud [28].

Another significant obstacle is the absence of a suitable framework for detecting and addressing fraud using
forensic accounting techniques [29]. This lack of standardized approaches hampers the effectiveness of forensic
accounting in uncovering fraudulent activities.

Additionally, implementing forensic accounting practices can be hindered by several factors, including resource
shortages, a lack of specialized expertise, and inadequate managerial support. Overcoming these challenges is
crucial for enhancing the role of forensic accounting in fraud prevention and detection from a management
perspective[29].

B. FORENSIC ACCOUNTING IN THE FIGHT AGAINST CRIME

Forensic accounting, a relatively new and rapidly growing field, is gaining increasing prominence, especially in
emerging economies. A significant challenge in this domain is the shortage of skilled accountants with the
technical expertise and competencies necessary for forensic work [30]. This field is crucial for identifying and
addressing deceptive practices both within and outside organizations, particularly when third-party actions
suggest potential fraud [31]. Forensic accounting integrates investigative, auditing, and accounting skills [32].
Also known as investigative accounting, it represents a synthesis of forensic science and accounting disciplines.
This field merges accounting, auditing, and investigative techniques to tackle disputes and legal issues
stemming from fraudulent activities. The term "forensic" underscores the field's relevance to judicial
proceedings, highlighting the focus of forensic accountants on resolving unresolved matters using established
evidence-based principles [29]. A study detailed in [33] examined the role of forensic accounting in mitigating
economic crimes in Ukraine. The research found that Ukraine is rapidly adopting forensic expertise to combat
fraud, with positive effects on the national economy. The study recommends that Eastern European countries
looking to develop effective strategies against economic crime should consider adopting Ukraine's approach to
forensic accounting. In the UK, forensic accounting is overseen by certified professionals and is experiencing
growing acceptance [34] the expansion of forensic accounting firms and the inclusion of relevant principles in
national educational programs have contributed to its increasing prevalence. While advanced countries have
developed various frameworks for forensic accounting, there is no universally accepted model due to the unique
nature of fraud risks and mitigation strategies in different organizations. The most recent developments in
establishing a durable digital framework for forensic accounting are summarized in Table 1 [29].

TABLE |
PROGRESS IN ESTABLISHING A DURABLE DIGITAL FRAMEWORK FOR FORENSIC ACCOUNTING [29]

Author Contribution Framework phases

Pilli et al. (2010) Preparation, authentication, detection, incidence
response, data collection, preservation, protection,
examination, analysis, nvestigation, fact
presentation and review

Preparation, scene capturing, survey,
documentation, communication, evidence collection
preservation, examination, analysis, result
presentation and review

A generic framework for
network forensics

Agarwal ef al (2011) Systematic digital forensic

investigation model

Amshire and
Meshram (2012)
Prayudi et al (2015)

Jain and Kalbande
(2015)

Talib and Alomary
(2015)

Jadhap and Agarwal
(2016)

Source:

Development of a digital
forensic model
Digital forensic business model

Digital forensic framew ork

Comprehensive ontology based-
investigation for digital
forensics cybercrime

Digital forensics investigation
model for social networking site

fang and Wu (2017)

Planning, scene capturing, examination, analysis,
result presentation, review and reporting

Digital investigation, evidence handling, object
identification and environment recognition
Planning, authentication, evidence gathering,
cybercrime classification, reporting and future
update

Preparation, investigation, scene capturing and
presentation

Checking, ana]}-'}:i'::, scanning, communication and
reporting
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V. DIGITAL FORENSIC ACCOUNTING

Cyber fraud, also known as internet or online fraud, represents a type of economic cybercrime where the
internet is used to obscure or present misleading information with the intent of deceiving individuals into
financial loss, asset loss, or other forms of harm[35]. The increasing use of digital media for data storage has
been accompanied by a rise in computer crimes and cyber fraud, exacerbating the challenges faced by security
and law enforcement agencies globally [36]. The failure of governments to enforce pre-emptive measures has
been identified as a major factor contributing to the persistence of cybercrime [37]. To address these offenses, it
is crucial for governmental entities to engage in ongoing surveillance [38]. The importance of digital evidence is
growing in both criminal and civil cases, as its utilization now encompasses a wide range of criminal activities,
including cybercrime [39]. Research in digital forensics and cybercrime has focused on advancing digital
forensic techniques due to the increasing role of digital evidence in corruption cases [3]. Key research areas
include data recovery, attribution, and evidence retention, particularly in the context of cyber-related corruption
[3]. The Systematic Digital Forensic Investigation Model (SDFIM) consists of eleven phases designed to
uncover instances of cybercrime and cyber fraud [8]. Forensic accountants, with their expertise in investigative
skills, analytical skills, auditing, accounting, and the preservation of digital forensic evidence, are well-
positioned to be valuable resources in mitigating cyber fraud [9]. Forensic accounting has been recognized for
its significant role in examining fraudulent activities [40]. The exponential increase in instances of financial
fraud and white-collar forensics forefront of attention [41]. Digital forensic accounting methods utilize
technology to analyze large datasets, identify patterns, and enhance the detection of fraudulent behaviour.
Techniques such as computer-assisted auditing, data mining, and advanced analytics are commonly employed
[10]. Forensic accounting requires procedures such as evidence collection, analysis, and documentation[11].

Accountants use various investigation techniques to examine accounting schemes and frauds perpetrated
through digital means [42]. Research conducted in [43] proposed employing a digital forensic framework to
identify typical phases of forensic execution, integrating traditional forensic methodology with a digital context
to effectively reduce fraud instances. Additionally, research in [44] suggested using an advanced data
acquisition model in digital forensic accounting, which focuses on data acquisition, management, and the digital
aspects of social spaces commonly used for fraud. Authors in [45] identified three key components of a digital
forensic accounting framework: preparation, in-depth investigation, and presentation of findings for fraud
detection and prosecution, as illustrated in Fig.1.

Preparation Investigafion Presentation

Fig.1 Proposed Framework for Digital Forensic Accounting [45]

A. DIGITAL FORENSIC ACCOUNTING TOOLS

Specialized software for forensic accounting is available for use in investigations, assisting in the
collection of evidence and maintaining data integrity. In the context of investigating illegal activities,
digital forensic accounting aids in data recovery and evidence preservation. A list of notable
accounting and digital forensic tools is provided in Table 2.

TABLE Il
DIGITAL FORENSIC ACCOUNTING TOOLS

Sr.No Tool Name Utilization Latest VVersion Aspects
1 Forensic tool kit (FTK) [46-48] Forensic 8 Collects and stores data across
Accounting and networks, supports acquisition
Computer Forensic from 3,500 mobile devices,

detects missing data and
malicious activity, and tracks

data movements and
modifications.
2 Encase [47-49] Forensic 8.7 Comprehensive Data
Accounting and Handling: Collects data from
Computer Forensic diverse sources  (network,

cloud, mobile), generates
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detailed reports, utilizes
metadata, keywords, and
hashes, supports memory
acquisition, disk imaging, live
device data acquisition via
USB, data carving, password
recovery, and remote data
collection and processing.

3 ProDiscover [47, 48] Forensic 8.2 Inspects and captures data,
Accounting and performs advanced searches,
Computer Forensic responds to threats rapidly,

includes installable SMART
AGENT, malware detection,
uses  Perl  scripts, and
generates automatic evidence

reports.
4 Autopsy [49, 50] Computer 4.21 collaborative work by
Forensic allowing multiple examiners

to handle large cases
simultaneously enables text
extraction and searches for
specific terms and regular
expression patterns, extracts
artifacts from web browsers,
is easy to install on Windows,
and supports internal and
external hard drives as well as

smartphones.
5 Computer Assisted Audit Tool Forensic Various Versions | Auditing entire datasets to
(CAAT) [51, 52] Accounting identify red flags, utilizing

familiar commands, reducing
the learning curve, assisting in
report  creation,  offering
flexibility in data export
formats, and preserving data
integrity by preventing editing
and automating test runs.

VI. RECOMMENDATIONS

This article underscores the significance of digital forensic accounting in combating financial crime and cyber
fraud in the digital age. Several recommendations are proposed to enhance its effectiveness:
Enhance Skills Through Training: Improving the skills of workers by implementing specialized digital forensics
training programs for accountants is crucial. Additionally, boosting communication between these professionals
and digital investigators will lead to more thorough investigations.
Integrate Digital Forensics in Law Enforcement: Law enforcement and regulatory organizations should
incorporate digital forensics into their investigative processes. Investing in advanced tools and providing
comprehensive personnel training are essential steps in this integration.
Raise Public Awareness: Public awareness campaigns should be conducted to educate individuals and
businesses about internet fraud. These campaigns can encourage the reporting of suspected crimes and promote
proactive measures to enhance cybersecurity.
Promote Ongoing Research and Development: Continued research and development are vital for keeping up
with advancements in digital forensic technology. Encouraging collaboration between academics and industry
professionals will help in developing advanced approaches and best practices in digital forensic accounting.
Implementing these recommendations will contribute to building a stronger system for addressing financial
crime in the digital era.

VIl. CONCLUSIONS

Forensic science plays a crucial role in uncovering evidence for criminal investigations. However, the advent
of the digital age has introduced new challenges, notably cybercrime and financial fraud conducted through
digital platforms. Traditional forensic accounting methods are increasingly inadequate to address these complex
issues. This situation necessitates the integration of digital forensics with forensic accounting, leading to the
emergence of digital forensic accounting as a specialized field. By combining expertise in accounting, auditing,
and digital forensics, professionals in this field will be equipped to analyze large datasets, identify patterns, and
uncover concealed evidence of financial misconduct. Research has demonstrated the effectiveness of digital
forensic accounting in mitigating cyber fraud and enhancing financial reporting. As financial crimes become
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more sophisticated, it is essential for forensic accountants to continually develop their skill sets and adopt
advanced digital forensic techniques. This ongoing evolution will be critical in addressing and combating the
emerging threats posed by increasingly complex financial crimes.
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