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Abstract: 

A highly secure method of message cryptography will be introduced, the method will use a complicated PK, which 

will provide a high entropy space capable to resist hacking attempts, and the produced decrypted message will be 

very sensitive to the selected values of the PK components. The PK will be used to generate two chaotic keys; these 

keys will be converted to indices key to be used to reorder the message contents at the character level and at the bit 

level. The encryption-decryption process will be implemented in two rounds: the first round will be used to reorder 

the message characters, while the second round will be used to reorder the message blocks of bits. The PK will be 

also used to divide the message array of bits to equal blocks. 

The introduced method will simplify the process of message cryptography by applying simple reordering operations 

and eliminating the need to use a complex og logical operations used in other methods of message cryptography. 

The proposed method will be implemented and tested using various short, medium and long messages, the obtained 

results will be analyzed to prove the enhancements provided by the proposed method in: speed, quality and 

sensitivity of message cryptography. 
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Abbreviations 

EF: Encryption function. 

DF: Decryption function. 

ET: Encryption time. 

ETP: Encryption throughput. 

DTP: Decryption throughput. 

MAC: Message array of characters. 

MAD: Message array of decimals. 

MBM: Message binary matrix. 
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MAB: Message array of bits. 

PK: Private Key. 

CK: Chaotic key. 

IK: Indices key. 

CLMM: Chaotic logistic map model. 

MSE: Mean square error. 

PSNR: Peak signal to noise ratio. 

 

 

Introduction 

1. Text message 

Text message [1-10] is an array of characters; it can be easily converted to decimal to form the message array of 

decimals (MAD). MAD can be easily converted to binary to form the message binary matrix (MBM). MBM is a 2D 

matrix with 8 columns and one row for each character. MBM can be also easily reshaped one row matrix to form the 

message array of bits (MAB) as shown in figure 1 [11-15]. 

 
Figure 1: Converting message to MAB 

Reversing the previous operations we can easily convert MAB to characters as shown in figure 2: 

 
Figure 2: Converting MAB to characters 
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2. Indices keys generation 

The indices key is a set of decimal unsigned non repeated values, and it can be obtained by sorting a set of another 

values. In the proposed method a chaotic logistic array will be used to form the indices key [16-20]. 

The PK will contain two sets of chaotic logistic parameters (r1, x1, r2 and x2), these parameters will used to run 

CLMM to generate two CKs. CKs will be sorted to get two indices keys. The length of the IKs will equal the 

message length, while the length of the second IKs will equal the number of blocks obtained by dividing the length 

of MBM by the block size [21-27], 

CK has the following features: 

- Easy to generate, applying the chaotic equation using the values of r and x parameters and the length of CK we can 

get the CK, sorting this key will produce the IK as shown in the sequence of mat lab operations shown in figure 3 

[28-32]: 

 
Figure 3: IK generation sequence of operations 

 

- IK is very sensitive to the selected values of the PK, any minor changes in the PK components will change the 

generated IK as shown in figure 4 [33-40]: 

 
 

Figure 4: Changing the PK will change the generated IKs 
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3. Message reordering 

The message reordering process will applied at the characters and the bits level. At the character level the encrypted 

message can be obtained by reordering the message characters based on the contents of IK1, the content of the IK1 

points to the index where to put the associated character, while the decrypted message can be obtained based on the 

content of the IK1 [41-46], the content will point to the position where to get the associated character as shown in 

figure 5. 

 

 
Figure 5: Message reordering at the character level 

 

The message reordering at the bit level requires converting the message to MAB, this array must be devided into 

equal blocks, the blocks will be reordered based on the contents of IK2 using the same procedures as in message 

reordering at the character level, figure 6 illustrate an example of MAB reordering [47-52]: 

 
Figure 6: Message reordering at the bit level 

 

4. Message cryptography 

Message cryptography means encrypting and decrypting the message [53-60]. The encryption process as shown in 

figure 7 is implemented using the encryption function, which processes the source message and the PK to produce a 

cipher encrypted message. The decryption process as shown in figure 8 is implemented using the decryption 

function, which processes the cipher message and the PK to produce a decrypted message [61-70]. 
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Figure 7: Encryption process diagram 

 

 
Figure 8: Decryption process diagram 

 

A good crypto system must satisfy the following requirements: 

- Encrypted message quality [71-75]: 

The encrypted message must be damaged, corrupted and unreadable, MSE measured between the source and the 

encrypted messages must be high, while PSNR must be low. 

- Decrypted message quality[76-80]: 

The decrypted message must be identical to the source message, MSE measured between the source and the 

decrypted message must be zero, while the PSNR must be infinite. 

- Speed : 

The crypto system must provide a high speed by reducing both the encryption and decryption times and increasing 

both the encryption and decryption throughputs. 
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- Security [81-84]: 

The system must use a complicated PK, this key must provide a huge key space, the entropy of the space must be 

greater than 128 [83], the produced decrypted message must be sensitive to the selected values of the PK. 

- Simplicity: 

The crypto system must simplify the process of secret key generation, and it must simplify the process of 

encryption-decryption by reducing or eliminating the sequence of needed logical operations, and reducing the 

number of rounds. 

- Flexibility: 

The crypto system must be capable to process any message (short, medium and long) efficiently, changing the 

message must not require any changes in the encryption and decryption functions. 

 

5. Related works 

A lot of methods for message cryptography were introduced, many of these methods were based on DES (data 

encryption standard) and AES (advanced encryption standard) methods, and table 1 summarizes the expected 

enhancements provided by the proposed method comparing with standard based methods: 

Table 1: Comparisons between the proposed method and the standard methods [1-10] 

Feature Standard methods Proposed method 

Simplicity Not simple, require a complex of logical 

operations 

Simple, only reordering operations are 

required 

Principle Message is divided into blocks at the 

character level, block size is fixed 

Massage is divided into blocks at the bit level, 

block size is variable and changeable  

PK 56 to 256 bits 320 bits 

Security Entropy key space up to 256 Entropy key space equal 320 

Rounds  10 to 16 2 

Required secret 

keys 

10 to 16 2 

Quality of 

encrypted message 

Satisfy requirements Satisfy requirements 

Quality of 

decrypted message 

Satisfy requirements Satisfy requirements 

Speed  Moderate Good 

 

The Proposed Method 

The proposed method encryption process can be implemented applying the following task: 

Task1: Message preparation 

a) Get the message. 

b) Retrieve the message length (LM). 

c) Convert the message to decimal. 

Task2: Secret keys (IK1 and IK2) generation: 

a) Get the PK. 

b) Calculate the number of blocks by dividing LM by the block size (BS) included in the PK. 

c) Run the first CLMM using r1, x1 and LM values to generate CK1, and then sort this key to get IK1. 

d) Run the second CLMM using x2, r2 and NB values to generate CK2, and then sort this key to get IK2. 

Task3: Message encryption 

a) Apply round 1 to reorder the message characters using IK1. 

b) Convert the message to binary to get the MBM. 

c) Reshape MBM to one row to get the MAB. 

d) Apply round 2 to reorder the blocks. 
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e) Reshape back MAB to get MBM. 

f) Convert MBM to decimal. 

g) Convert the decimals to characters to get the cipher message. 

The decryption process can be implemented applying the same tasks as for encryption process, but the decryption 

task must be implemented by applying round2 first. 

For researchers and readers who are interested in testing and running the proposed method, the following mat lab 

code can be useful: 
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Implementation and Results Discussion 

The proposed method uses a PK, which contains the values of 4 chaotic parameters(r1, x1, r2 and x2) and the BS 

value, thus the key space provided by this key will be calculated by equation1; 

 
The entropy of the key space equal 320 (greater than 128 [83]), this means that the key is very strong and capable to 

resist any hacking attempt. 

The produced decrypted messages are very sensitive to the selected values of the PK, any changes in the PK in the 

decryption process will lead to produce damaged message, to show this fact the message “Two rounds of message 

reordering” was encrypted using PK1, the encrypted message was decrypted using each of the following PK2, the 

obtained results (see table 2) show that the method is very sensitive to the selected PK. 

 
Table 2: Proposed method sensitivity 

Used PK in the 

decryption process 

Decrypted message Remarks 

PK1 Two rounds of message reordering Correct 

PK2 
 

Damaged 

PK3 
 

Damaged 

PK4 
 

Damaged 

PK5 

 

Damaged 

PK6 
 

Damaged 
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The quality of the decrypted messages was tested and the obtained results showed that the decrypted message was 

always identical to the source message.  

The quality of the encrypted messages was also tested, several messages were processed using the proposed method 

and the MSE and PSNR between the encrypted and source messages were calculated and table 3 shows the obtained 

results. The high values of MSE and the low values of PSNR prove the fact that the proposed method satisfies the 

quality requirement of the encrypted messages. 

 

Table 3: Quality parameters between the source and the encrypted messages 

Message length (byte) MSE PSNR 

10 3693.2 27.1342 

50 11756 16.7877 

100 10427 18.3038 

250 10771 17.9793 

500 10912 17.8490 

1000 10542 18.1938 

2000 10670 18.0730 

2500 11114 17.6656 

5000 10932 17.8306 

10000 10991 17.7766 

   

 

A message 0f 5000 characters was processed varying the block size, the encryption time (ET) and the encryption 

throughput (ETP) were calculated, and table 4 shows the obtained speed results: 

 

Table 4: Speed results for a message of 5000 characters when varying BS 

BS (bits) NB ET (second) ETP (K bytes per second) 

10 4000 0.1530 31.9138 

20 2000 0.1420 34.3860 

30 1333 0.1140 42.8317 

40 1000 0.1060 46.0643 

100 400 0.0940 51.9448 

200 200 0.0920 53.0740 

300 133 0.0900 54.2535 

400 100 0.0930 52.5034 

500 80 0.0910 53.6573 

750 53 0.0910 53.6573 

1000 40 0.0920 53.0740 

 

From table 4 we can see that using BS greater than 100 bytes will provide a good speed of message cryptography, 

thus it is recommended to use a suitable block size to reduce the number of blocks, this will minimize the encryption 

time and will maximize the encryption throughput (see figure 9). 
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Figure 9: ET and ETP vs block size 

 

Conclusion 

A two rounds method of message cryptography was proposed, the first round was used to reorder the message at the 

character level, while the second round was used to reorder the message at the bit level. Two secret keys were used, 

one for each round of message cryptography. The private key contained 5 components,  one value from the private 

key was used to set the block size, and the other four values were used to run two chaotic logistic map models to 

generate two chaotic keys, these two keys were sorted to form two indices keys, which were used as a secret rounds 

keys. The private key provided a good space entropy and it was capable to resist hacking attacks, the produced 

output messages were very sensitive to the selected values of the private key. 

The proposed method simplified the process of message cryptography by using simple reordering operations, the 

method eliminate the complex of logical operations used in standard methods of message cryptography.  The second 

round of the proposed method was used to reorder the message at the bit level, the message bits were divided into 

equal blocks, the required block size was investigated and it was shown that increasing the block size (decreasing 

the number of blocks) will minimize the encryption time and will maximize the encryption throughput. 

The proposed method was tested and implemented using various messages and it was shown that the proposed 

method satisfied the requirements of good crypto system in the sensitivity, quality and speed. 
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