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Abstract
Steganography means the process of thrashing information by embedding messages within other;
Information can be in the form of text, audio, video. There are several approaches for the categorization
of Steganography Techniques. There are various Steganography techniques present in the market but the
end user who is not a technical expert often confuses in the choice of which tool to use and what are the
advantages and disadvantages associated with the various techniques. So, In this paper I have done a
detailed survey of three different video steganography techniques i.e. TPVD (tri-way pixel value
differencing), MVT(Motion Vector Technique) and LSB(Least significant bit). For the sake of end user,
to make him able to choose the best technique for user, Survey needs to be done for various techniques
illustrating various positive and negative aspects of that technique.
Keywords: Data hiding; Video Steganography; TPVD; LSB; Motion Vector
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INTRODUCTION

1.1 Data Security
Data security means protecting information and information systems from unauthorized access, use,
disclosure, modification, inspection, recording or destruction. The terms data security, computer
security and information assurance are frequently used interchangeably.
These fields are interrelated often and share the common goals of protecting
the confidentiality, integrity and availability of information; however, there are some subtle differences
between them [12].
There are two different ways for securing the data:
 Cryptography
 Steganography

© 2013, IJCSMC All Rights Reserved

418

Parveen Mor et al, International Journal of Computer Science and Mobile Computing, Vol.2 Issue. 12, December- 2013, pg. 418-431

1.1.1 Cryptography
Cryptography is defined as which is used to change the plain text in cipher text or the art of transforming
data into a sequence of bits that appears as random and meaningless to an attacker or a side observer.
1.1.2 Steganography
Steganography comes from the Greek steganos (covered or secret) and -graphy (writing or drawing).
Steganography can be defined as the hiding of information by embedding messages within other,
seemingly harmless messages, graphics or sounds [4].
Note: Steganography and cryptography can be different in some way that In Steganography we can say
that the attacker or enemy will not be able to access the content of data whereas In cryptography the
attacker will not be able to detect that there is a secret message present in the Steganographic medium.

Figure 1: Types of Steganography
Types of Steganography
 Internet Steganography
 Typical Steganography :
 Text Steganography: An encoded message just screams you're using encryption, which
may attract unwanted attention to your activities even if snoopers cannot read the text of
your messages. Steganography attempts to conceal the presence of an encrypted message;
over history a wide variety of techniques have been used: secret compartments in objects,
invisible ink, microdots, and grilles used to hide letters of a message among innocent text,
and in the digital age, embedding messages as imperceptible noise in images and audio files
[5].
 Image Steganography: The purpose of steganography is therefore to hide a secret message
in a carrier. And the carrier used to hide the data is any image file that is said to be image
steganography [6].
 Audio Steganography: Audio steganography is focused in hiding secret information in an
innocent cover audio file or signal securely and robustly [7].
 Video Steganography: Video Steganography is a technique to hide any kind of files in any
extension into a carrying Video file. The application developed to embed any kind of data (File)
in another file, which is called carrier file. The carrier file must be a video file. It is concerned
with embedding information in an innocuous cover media in a secure and robust manner. Video
files are generally a collection of images and sounds, so most of the presented techniques on
images and audio can be applied to video files too. The great advantages of video are the large
amount of data that can be hidden inside and the fact that it is a moving stream of images and
sounds.
Steganography in video can be divided into two main classes. One is embedding data in
uncompressed raw video, which is compressed later. The other, tries to embed data directly in
compressed video stream. The problem of the former is how to make the embedded message
resist video compression [3].
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ADVANTAGES OF VIDEO STEGANOGRAPHY:
A video has higher capacity then other image.
More data can be embedded in the video.
Perceptual Redundancy formed in videos is due to their temporal features.
Video steganography provides confidential communication and secret data storing
Protection of data alteration
Access control system for digital content distribution Media Database systems
2. VIDEO STEGANOGRAPHY TECHNIQUES

 Spatial domain:
In this technology embedding is done by using Integer Wavelet Coefficients. Generally wavelet domain
allows to hide data in regions that the Human Visual System (HVS) is less sensitive to the hiding
resolution detail band (HL, LH, HH). Hiding data in these regions allows us to increase the robustness
while maintaining good visual quality [11].
 Least Significant Technique:
The least significant bit (LSB) plane of the pixel values of an image is substituted with the message bits
for low-bit modulation. The receiver extracts the hidden message bits if he knows which pixels are
modified [1].
 Pseudorandom permutations:
If all cover bits can be accessed in the embedding process, the secret message bits can be distributed
randomly over the whole cover. This technique further increases the complexity for an attacker, since it is
not guaranteed that subsequent message bits are embedded in the same order [13].

Figure 2: Video Steganography techniques
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 Motion Vector :
Unlike the data-hiding methods in the motion vectors, we choose a different approach that selects those
motion vectors whose associated macroblocks prediction error is high to be the candidates for hiding a bit
in each of their horizontal and vertical components [14].
 TPVD(Tri-way pixel value differencing)
Tri-way PVD (TPVD) steganography that is proposed in, makes use of the same technique as the original
PVD method for data embedding. However, the embedding capacity of images is increased 1.5 times.
This happened by using the diagonal and vertical edges in image for data embedding in addition to
horizontal edges. As it was declared earlier, original PVD method only embeds data in horizontal pixel
blocks [15]. The Comparisons are given in annexure 1.
3. Proposed Model

Figure 3: Model of proposed work

3.1 Video Steganography Techniques
 Tri-way Pixel-value Differencing
Tri-way Pixel Value Differencing (TPVD) steganographic method is a new modified version of another
well-known method called PVD, which intents to increase embedding capacity and security of its
successor by hiding secret bits in both vertical and diagonal edges of a cover image, in addition to the
horizontal edges used in PVD [8]. The Tri-way Differencing Scheme is explained as follows. In general,
the edges in an image are roughly classified into vertical, horizontal, and two kinds of diagonal directions.
Motivated from the PVD method, using two-pixel pairs on one directional edge can work efficiently for
information hiding. This should accomplish more efficiency while considering four directions from four
two pixel pairs.
However, since the changing of pixel values for the fourth pixel pair affects the first and the second pairs,
the fourth pair is useless and has to be discarded. Therefore, we propose that three pairs are used to embed
the secret data. Before introducing the proposed algorithm, the procedure is to partition the cover image
into non overlapping 2×2 blocks with 4 pixels [3].
Tri-way PVD steganographic method, which is a modified version of original PVD, aims to increase the
payload of PVD by embedding secret bits in different edge directions of an image. PVD method only uses
the edges that are in one direction for data embedding. While TPVD embeds secret data in all horizontal,
vertical and diagonal edges of image simultaneously. To do so, a pre-processing phase is employed on the
cover image with m×n pixels, and it is segmented into 2×2 pixel blocks. The pixels in each block are
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denoted by px,y, px,y+1, px+1,y, px+1,y+1, where x ∈ [1,n−1] and y ∈ [1,m−1].In each block, four pixel
pairs P0 ¼ ðpx;y; px;yþ1Þ, P1 ¼ ðpx;y; pxþ1;yÞ, P2 ¼ ðpx;y; pxþ1;yþ1Þ and P3 ¼ ðpxþ1;y; pxþ1;yþ1Þ
are found. Four difference values related to four pixel pairs are computed through following equations
[19].
d0 ¼ px;yþ1 _ px;y; d1 ¼ pxþ1;y _ px;y
d2 ¼ pxþ1;yþ1 _ px;y; d3 ¼ pxþ1;yþ1 _ pxþ1;y [3]
 Motion Vector Technique:
A. Video Compression
Video compression uses modern coding techniques to reduce redundancy in video data. Video
Compression operates on square-shaped groups or blocks of neighboring pixels, often called macro
blocks. These pixel groups or blocks of pixels are compared from one frame to the next and the video
compression code sends only the differences within those blocks. In areas of video with more motion, the
compression must encode more data to keep up with the larger number of pixels that are changing.
Generally, the motion field in video compression is assumed to be translational with horizontal
component and vertical component and denoted in vector form by for the spatial variables in the
underlying image. Such as three steps search, etc. This is based on the video device processing power, the
required compression ratio, and the reconstruction quality. Admin has to be choosing one video file along
with one key, both will be compression and create one encoding key send to the member. The
Authenticated member uncompressed the video file and takes the second privacy key [9].
B. Motion Vector
In video compression, a motion vector is the key element in the motion estimation process. It is used to
represent a macro block in a picture based on the position of this macro block (or a similar one) in another
picture, called the reference picture. Authenticated person after taking the second privacy key he has only
the authority what are the video which was sent by Admin, the member can see the video in our
application, in that video it can detect the motion vector. After seeing this, the member obtain both of the
key and given to the login section and send the message to the Admin [9].

C. Encryption
Encryption is the conversion of data into a form, called a cipher text that cannot be easily understood by
unauthorized people. Original message is being hidden within a carrier such that the changes so occurred
in the carrier are not observable. The information about the user defined information, the private key used
to encrypt the text and the average time of the frame format is given. The encryption of the text is done by
using the AES standard algorithm since the key size is larger for the AES [9].
D. Extraction of original data
Decryption is the process of converting encrypted data back into its original form. When the user inputs
the correct key that is used at the decryption process, this will extract the original message that is
encrypted and embedded [9].
E. Peak signal-to-Noise Ratio
Larger SNR and PSNR indicate a smaller difference between the original (without noise) and
reconstructed image. The main advantage of this measure is ease of computation but it does not reflect
perceptual quality. An important property of PSNR is that a slight spatial shift of an image can cause a
large numerical distortion but no visual distortion and conversely a small average distortion can result in a
damaging visual artifact, if all the error is concentrated in a small important region. The PSNR is defined
as:
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The definition of PSNR is the same except the MSE is the sum over all squared value differences divided
by image size and by three [9].
 Least Significant bit:
Video steganography of late has also gained quite significance for researchers. Various techniques of LSB
exists, proposes the data is first encrypted using a key and then embedded in the carrier AVI video file in
LSB keeping the key of encryption in a separate file called key file. The cover video is then broken down
into frames. Now the proposed LSB based technique has been applied to conceal the data in the carrier
frames. The size of the message does not matter in video steganography as the message can be embedded
in multiple frames [10].
Algorithm of Encoding
Step 1: Input the cover video file.
Step 2: Read required information of the cover video.
Step 3: Break the video into frames.
Step 4: Find 4 LSB bits of each RGB pixels of the cover frame.
Step 5: Obtain the position for embedding the secret data using hash function given in equation 1.
Step 6: Embed the eight bits of the secret image into 4 bits of LSB of RGB pixels of the cover frame in
the order of 3, 3, 2 respectively using the position obtained from step 5.
Step 7: Regenerate video frames.

4. RESULT & ANALYSIS
Steganography can be defined as the process of hiding information by embedding messages within other;
Information can be in the form of text, audio, video. There are several approaches for the Classification of
Steganography Techniques. There are various Steganography techniques present in the market but the end
user who is not a technical expert often confuses in the choice of which tool to use and what are the
advantages and disadvantages associated with the various techniques. Moreover various techniques have
different payload carrying capacity. Apart from this a user needs to take care of various nuts and bolts of
the technique with respect to his needs and requirements and thereafter choose the most appropriate
technique for user. So, in this paper I have analyzed three different video Steganography techniques i.e.
TPVD (tri-way pixel value differencing), MVT (Motion Vector Technique) and LSB (Least significant
bit). For the sake of end user, to make him able to choose the best technique for user, an analysis needs to
done for various techniques illustrating various positive and negative aspects of that technique.
In the implementation of the techniques we have done comparison of three techniques which will help us
to choose best among them. In this firstly we have to authenticate to access the data. Then we choose one
technique to hide the message.
Authentication of User

Figure 4: Authentication of User
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In this step we have to choose the algorithm for encoding in which we want to hide our message. And the
algorithm we have selected is LSB. Click on LSB and then continue.

Figure 5: Steganography Algorithms
After being following the step. Here we’ll select the files and write the message to be encoded through
LSB. First we select the input file i.e. original file. Second is output file v take the same file as input but
change the name of the file. The reason behind this procedure is to save our original file. We‘ll find our
hidden message into output file and the original file will be saved. After writing the message and selecting
the files. We have to click on embed button to embed the message into file. When the message get
embedded into file. We’ll find the message that “message is successfully encoded into file”.

Figure 5(a): Video Steganography by LSB

Figure 5(b): Selecting File
Encoding in progress

© 2013, IJCSMC All Rights Reserved

424

Parveen Mor et al, International Journal of Computer Science and Mobile Computing, Vol.2 Issue. 12, December- 2013, pg. 418-431

Figure 6(a) Message Encoding Progress

Figure 6(b): Message encoded by LSB
Then to retrieved Message we’ll have to choose the input file as the same we encoded the message into
output file. So we take output file as our input file. Then click on retrieve button. And we’ll get the
message.

Figure 7: Retrieve message
After it we’ll select the option for employing the other technique i.e. we choose Motion Vector and then
continue. In this firstly we’ll encrypt the message by selecting encryption. Then we choose master file and
den change the name for output file in which message will be encoded as we have done in LSB. Then
message will be encoded successfully.
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Figure 8(a): Video Steganography by Motion Vector

Figure 8 (b): Selecting files
Then to retrieve the message we’ll decrypt the data by using decryption key. Then we’ll choose the output
file as master file. Then we’ll get the message successfully.

Figure 9(a): Encryption by Motion Vector
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Figure 9(b): Decryption by Motion Vector
In this step we choose TPVD to encode the message firstly we have to select the master file and output
file then write the message we want to encode. Then message will be encoded successfully.

Figure 10(a): Encoding by TPVD

Figure 10(b): Message Encoded
To decode the message we enter the password and retrieve the message. We’ll get the message we
encoded through TPVD.
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Figure 11(a): Authentication for decrypting the message

Figure 11(b): Message Decrypted through TPVD
Now we‘ll have to go back to the main frame which contains the option graph. We’ll click on graph to
show the comparison of three techniques i.e. LSB, Motion vector, TPVD on the basis of time. In this we
can also find the measured values with the help of graph. we find the measured value of LSB.

Figure 12(a): Measured value of LSB
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Figure 12(b): Measured value of Motion Vector

Figure 12(c): Measured value of TPVD
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2.

3.
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Distribution Increase the
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Table1 Comparative study of various Video steganography techniques
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