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Abstract— Today more and more number of clients are using online transactions, and so online
transaction systems are becoming more desirable targets for security attacks. To maintain the
clients trust and confidence in the security of their online transaction application, financial firm
must identify how attackers compromise accounts and develop methods to protect them. Towards
this purpose, we present a modified model to authenticate clients for online transaction
transactions through utilizing Identity-Based Cryptography techniques in conjunction with the
one-time ID concept for the purpose of increasing security. Identity-based public key encryption
facilitates easy introduction of public key cryptography which allows an entity’s public key to be
derived from an arbitrary id value, such as name or email address or birthdate. The main practical
benefit of identity-based cryptography is in greatly reducing the need for, and reliance on, public
key certificates. Although some interesting identity-based techniques have been developed in the
past, none are compatible with popular public key encryption algorithms. This limits the utility of
identity-based cryptography as a transitional step to full-blown public key cryptography.
Furthermore, it is fundamentally difficult to reconcile fine-grained revocation with identity-based
cryptography. Using ID based cryptography we can enhance the performance of transaction
management system with high level security. A noble approach will be selected to provide a solution
for secure key exchange for transaction purpose with enhanced security.
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