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________________________________________________________________________________
Abstract: Cloud computing is an emerging computing model that provides various services in pay per use
fashion. One such service which is widely used is Infrastructure as a Service (IaaS) which provides necessary
help in outsourcing data into cloud. Many frameworks to ensure cloud data security came into existence. In this
paper our focus is on the secure data sharing of data among multiple owners of data. The proposed solution
considers a groups and group members. A group can have multiple members and it is managed by a manager. All
group members have equal rights on the data. Data is shared among them. Group manager is responsible to
perform operations like adding new members into groups and removing some of them based on the real time
employee dynamics experienced by the organization. In this context, our proposed system is capable of security
the data sharing phenomenon among group members. The data of one group is not visible to other group. It
takes care of group member dynamics and their data sharing issues based on the belongingness of the members
to groups. We built a prototype application that demonstrates the proof of concept. The experimental results are
encouraging.
Index Terms – Cloud computing, multi-owner data sharing, security
___________________________________________________________________________________________
I. INTRODUCTION
Cloud computing has become a reality and there are many cloud service providers offering various services such
as Infrastructure as a Service (IaaS), Platform as a Service (Paas), Software as a Service (SaaS) and Mining as a
Service (MaaS). There has been increased use of cloud computing services as they are affordable, thanks to
virtualization technology in which cloud is built. Virtualization technology made the cloud computing cheaper for
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commoditizing computing resources. Though cloud is providing great business opportunities and other facilities,
security is the major concern as the cloud is treated to be untrusted. Many security schemes came into existence as
explored in [1], [2] and [3]. Security in single-owner context is explored in [4]. Single owner does mean that a file is
owned by only one person who is known as data owner. The data owner has rights to access data.

Figure 1 – Multi-owner data sharing environment with dynamic groups
In this paper we explored the multi-owner environment in the presence of dynamic groups. We considered a
company with employees working on various projects. The related employees are grouped together so as to manage
easily. Each group has a group manager. All the group members of a group have rights to access a common file. In
other words they have rights to shared data as far as they belong to that group. Members may be revoked by group
manager from the corresponding group when employee leaves organization or moves to different project within the
group. We built a prototype application based on the concepts conceived from [5] which demonstrates the proof of
concept. The implementation is based on the overview given in Figure 1. The remainder of this paper is structured as
follows. Section II provides review of literature. Section III provides details of proposed system. Section IV presents
the implementation of a prototype. Section VI provides experimental results while section VI concludes the paper.
II. RELATED WORK
This section review the literature on the prior works related to data sharing in cloud computing environment.
There were many researchers found related to storage security. For instance, in [3] cryptographic storage systems
were reviewed where the data present in the form of files of an operating system is divided into number of chunks
and that is secure using cryptographic algorithms. In [6] efficient security mechanisms were provided using NNL
construction. In [2] also a security system was built that divides tiles into two parts called as data part and metadata
part. An encryption technique named KP-ABE was proposed in [4] for securing cloud data storage. In [1] proxy reencryption concept was explored in order to help data owners to share data in secure environment and encrypt data
before sending it to cloud. It also supports data dynamics on the secured data.
In [7] a scheme known as secure provenance was proposed where group of people can access data securely. In
this research each user is allowed to have two keys namely attribute key and signature key in dynamic group
environment. Thus it was able to make use of attribute based encryption. In this paper a scenario with groups and
members based on certain guidelines of a company are considered for building a system that mimics the multi-user
data sharing in cloud computing environment in secure and scalable fashion.
III. PROPOSED SYSTEMFOR MULTI-OWNER DATA SHARING
We proposed a system that can help multiple data owners to share common data across the members. Group can
have multiple members and each member can involve in data dynamics. Each group is managed by a group manager
who takes care of adding new members and revoking them as per the requirements of the organization. The
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members of group can upload files and share them to other members and also perform operations on them. They can
have full access to the system as per the access rights given. There is no time and geographical restrictions as the
system is kept in cloud. The group managers can provide access rights and revoke them to and from group members.
This environment warrants high security as multiple users are given common data. The job of group manager is
crucial in protecting the data and also ensures that unauthorized employee can not have access to data. As per the
company guidelines all employees who are part of groups can have their work done. The mechanism used in this
paper are influenced by the work done by Lie et al. [5] where more details can be found. Figure 2 shows the flow of
the system with respect to group manager and group members.
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Figure 2 – The flow of activities of group manager and group member
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As shown in Figure 2, it is evident that both group manager and group member have certain activities that can
be performed. Both users are having access to data. However, group members can gain access to the data of that
group only. The multi-owner data access concept considers each member in a group as the owner (one of the
owners) of data and the part of data can be manipulated by that member. The members are dynamic in nature as
employees may join and leave company.
IV. IMPLEMENTATION
The application is a customer cloud simulator which has been built in Java/J2EE platform. The environment
used to build the application is a PC with 4 GB RAM, core 2 dual processor running Windows 7 operating system.
The basis for the functionality of the system is the USE CASE diagram modeled as part of requirement analysis. The
diagram is shown in Figure 3 which reflects two kinds of users such as group manager and group member having
varied access to various functionalities of the system.
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Figure 3 – USE CASE diagram showing important functionalities of the system
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Every user account needs to be activated by group manager. Though the group member is registered with the
system, it needs to be activated by group manager. Revocation of group members can be done by group manager as
per the situations arise with respect to group members leaving the company. Figure 4 shows some of the operations
of group member.

Figure 4 – Some of the group member operations
Group members can have data dynamics besides security aspects. Only authorized people can gain access to the
data and perform operations on specific files for which they are authorized. The group managers also have certain
activities to be performed. Their operations are presented in Figure 5.

Figure 5 – Some of the group manager operations
As seen in Figure 5, group managers can perform all operations of group members but also additional activities
like activating new users and revoking existing users based on the dynamics of employees in company. Every user is
part of a group and group can have access to certain data which can be manipulated by group members.
V. EXPERIMENTALRESULTS
We have made experiments with the proposed application and the results are compared with that of ODBE. The
experiments are made in terms of client side communication cost and the number of revoked users with respect to
generating 10 MB file and 100 MB file; computational cost of client side and the number of revoked users with
respect to accessing 10MB and 100 MB files.
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Figure 6 – Computational cost for file generation (10 MB)
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Figure 7 – Computational cost for file generation (100 MB)
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Figure 8 – Computational cost for file accessing (10 MB)
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Figure 8 – Computational cost for file accessing (100 MB)
As can be seen in Figure 6, 7, 8 and 9, it is evident that the file generation and file access performance is
presented. As the size of file grows, the computation cost is increased. However, the access time is always lesser
than the file generation time.
VI. CONCLUSIONS AND FUTURE WORK
In this paper we focused on the challenges in dynamic sharing of data in multi-user environment. The cloud
computing environment has provision or maintaining groups and each group consists of number of related users. It
can be assumed that a company with many departments can have various groups and each group with members. The
groups are highly dynamic in nature as new members can join groups and existing users can be revoked from
groups. Group manager takes care of the maintenance of group dynamics based on the employees joining or leaving
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groups. Both group members and group managers can involve in data dynamics. Recently in [5] the security aspects
of such model are explored. In multi-owner data sharing in cloud computing secure communications and access
policies are employed. We built a prototype application that demonstrates the proof of concept. The empirical results
are encouraging. In future we would like to implement a tool that facilitates formal technical communication among
teams with social networking feature.
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