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Abstract: Multiple methods are used to hide secret messages in digital color images, and the most 

important and most common is the least significant bit (LSB) method. The LSB method is a known and 
exposed method, and anyone with programming experience can retrieve the secret message embedded in 

the digital image. In this paper research we will add some enhancements to improve the security level of 

LSB method to protect the embedded secret message from being hacked. A simple method of secret 
message cryptography will be used to encrypt the secret message before bedding it using LSB method. 

The method will be based on using color image as an image_key; this image_key will be resized to 

generate the needed secret private key used to encrypt-decrypt secret message. The length and the 

contents of the generated private key will dynamically change depending on the message length and the 
selected image_key.  The selected image_key will be kept in secret without transmission and will be 

known only by the sender and receiver and it can be changed any time when needed. The proposed 

crypto_steganographic method will be implemented to show how it will increase the level o secret 
message protection. 

Keywords: Cryptography, steganography, image_key, PK, MSE, PSNR, efficiency.   

 

Introduction 

Text messages are now being circulated through various social media in a very large way, and many of these 

messages may be private or carry confidential information, which requires protecting them from penetration or 

attempting to read them and tamper with them by unauthorized persons [1-3]. Multiple methods are used to protect 

text messages and from these methods data steganography and data cryptography methods [1-10]. 

Data steganography as shown in figure 1 means hiding the secret message in a covering digital color image [5-10], 

the process of message hiding must not make big changes in the covering images and these changes must not be 

determined by human naked eyes [11-17].  The small changes between the stego_image (covering image) and the 

source image can be measured by mean square error (MSE) and/or peak signal to noise ratio (PSNR)[17], [18], here 
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MSE must be closed to zero, while PSNR  value must be very high, these quality parameters can be calculated using 

equations 1 and 2 as shown below [49-56]. 

 

Figure 1: Data steganography process 

 

 

 

Where: f and g are the images to be compared for quality. 

The second method used to protect confidential messages is data cryptography [18-25] which means data encrypting 

and decrypting [26-30]. The data encryption process is implemented using a private and secret key known to the 

sender and receiver, and as shown in the figure 2, where some special operations are implemented on the data and 

the private key to generate destructive and distorted data that no third party can understand or benefit from. As for 

the decryption process, the data is processed using the same private key to generate data that exactly matches the 

original data that was encrypted. Here MSE between the original data and the encrypted one must be very high 

(PSNR must be very low) (this means fully destruction o the data), while MSE between the decrypted data and the 

original one must equal zero (PSNR must be infinite)(this means fully data recovery) [31-40]. 

It should be noted here that in order to raise the level of protection for confidential text messages, the following can 

be done [41-50]: 

- Applying cryptography the steganography to protect the embedded in the covering image data. 
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- Using a color image as an image_key to generate the necessary PK (as shown in figure 3), this image is 

known only by the sender and receiver and must be kept in secret without transmission.   

 

Figure 2: Data cryptography process 

 

Figure 3: Using secret image as an image_key 

The most popular method of data steganography is least significant bit (LSB) method [29], [41], [51], this method is 

very simple and provides a good values for the quality parameters MSE and PSNR, but it is not secure and can be 

easily hacked, this method can be implemented applying the steps shown in figure 4, these steps are illustrated in the 

example shown in figure 5: 
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Figure 4: LSB implementation[51] 

 

Figure 5: LSB example 

The proposed method 

The proposed method is based in cryptography followed by steganography to protect the secret message when 

sending the message and steganography followed by cryptography when receiving the message. The cryptography is 

based on using a secret color image as an image_key, this image_key must kept in secret and used to generate the 

PK required for data cryptography[32-37]. 



Dr. Mohamad Tariq Barakat et al, International Journal of Computer Science & Mobile Computing, Vol.10 Issue.12, December- 2021, pg. 46-61 

© 2021, IJCSMC All Rights Reserved                                                                                                        50 

The length and contents of PK depends on the image_key, the selected color channel and the message length. 

Changing the message or changing the image_key and the selected color channel will change the PK length and 

contents as shown in the figures 6 thru 10: 

 

Figure 6: Using image 1 as an image_key and selecting red color to generate PK 

 

Figure 7: Using image 1 as an image_key and selecting green color to generate PK 
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Figure 8: Using image 1 as an image_key and selecting blue color to generate PK 

 
Figure 9: Using image 5 as an image_key and selecting red color to generate PK 

 
Figure 10: Using image 5 as an image_key and selecting red color to generate PK for another message 
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The proposed method for data hiding can be implemented as shown in figure 11 applying the following steps: 

 
Figure 11: Proposed method of data hiding 

- Select the image_key. 

- Select the color channel. 

- Select the secret message. 

- Resize the color channel to the message size to get the PK. 

- Encrypt the message applying XORing of the message and the PK. 

- Apply LSB method to hide the encrypted message.  
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The extraction process can be implemented as shown in figure 12 applying the following steps: 

 
Figure 12: Proposed method of data extraction 

- Get the stego image 

- Apply LSB to get the encrypted image. 

- Select the image_key, 

- Select the color channel from the image_key. 

- Resize the color channel to the message size to get PK. 

- Apply XORing of the PK and the encrypted message to get the original secret message.  

Implementation and Experimental Results 

The proposed method was programmed using Matlab, and this method was implemented using the selected digital 

color images shown in the figures 13 and 14, table 1 show the main features of these images. 

Table 1: Used images information 

Image number Dimensions Size(byte) 

1 151   333     3 150849 

2 152   171     3 77976 

3 360   480     3 518400 

4 1071        1600           3 5140800 

5 981        1470           3 4326210 

6 165   247     3 122265 

7 360   480     3 518400 

8 183   275     3 150975 

9 183   275     3 150975 

10 201   251     3 151353 

11 600        1050           3 1890000 

12 1144        1783           3 6119256 
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Figure 13: Used images 1 to 6 

 
Figure 14: Used images 7 to 12 
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Figure 15 shows an output example of the proposed method implementation:  

 
Figure 15: Implementation output example 

 

Image 5 was selected as an image_key, image 12 was selected as a stego_image, and table 2 shows the results of 

processing various messages with various lengths. 

Table 2: Processing various messages using image 5 as image_key, image 12 as stego_image 

Message 

length(byte) 

MSE PSNR Encryption 

time(second) 

Hiding 

time(second) 

Total 

time(second) 

10 5.8831e-006 231.2596 0.0400 0.0412 0.0812 

20 1.3073e-005 223.2745 0.0400 0.0420 0.0820 

30 1.9610e-005 219.2199 0.0400 0.0427 0.0827 

40 2.4676e-005 216.9220 0.0400 0.0433 0.0833 

50 3.2520e-005 214.1617 0.0473 0.0510 0.0983 

100 6.5204e-005 207.2052 0.0480 0.0512 0.0992 

200 1.2992e-004 200.3114 0.0482 0.0522 0.1004 

400 2.5232e-004 193.6735 0.0484 0.0649 0.1132 

500 3.2504e-004 191.1409 0.0488 0.0707 0.1195 

600 3.8289e-004 189.5029 0.0507 0.0774 0.1282 

800 5.3242e-004 186.2061 0.0532 0.0903 0.1435 

1000 6.4926e-004 184.2220 0.0533 0.1097 0.1630 

The same messages were processed using image 2 as a stego_image; table 3 shows the obtained results: 

Table 3: A5 image_key, a2 stego_image 

Message 
length(byte) 

MSE PSNR Encryption 
time(second) 

Hiding 
time(second) 

Total 
time(second) 

10 5.3863e-004 186.0901 0.0474 0.0021 0.0495 

20 9.2336e-004 180.7002 0.0488 0.0025 0.0514 

30 0.0014 176.5534 0.0496 0.0032 0.0528 

40 0.0019 173.2280 0.0484 0.0048 0.0531 

50 0.0025 170.6857 0.0496 0.0040 0.0536 

100 0.0051 163.6023 0.0491 0.0078 0.0569 

200 0.0102 156.6708 0.0478 0.0142 0.0620 

400 0.0200 149.9488 0.0482 0.0270 0.0752 

500 0.0250 147.7212 0.0490 0.0340 0.0830 
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600 0.0294 146.0863 0.0489 0.0401 0.0890 

800 0.0383 143.4432 0.0486 0.0548 0.1033 

1000 0.0473 141.3357 0.0561 0.0654 0.1215 
To show the effects of image size, a message of 500 bytes was treated using various images as a stego_image; table 

4 shows the obtained experimental results. 

Table 4: Image 4 key, message size =500 byte 

Stego_image MSE PSNR Encryption 

time(second) 

Hiding 

time(second) 

Total 

time(second) 

1 0.0134 153.9720 0.0526 0.0322 0.0847 

2 0.0250 147.7212 0.0521 0.0322 0.0843 

3 0.0039 166.2770 0.0518 0.0377 0.0895 

4 3.8846e-004 189.3585 0.0509 0.0654 0.1163 

5 4.5074e-004 187.8714 0.0517 0.0598   0.1115 

6 0.0161 152.1170 0.0513 0.0335 0.0848 

7 0.0039 166.3713 0.0503 0.0367 0.0870 

8 0.0128 154.4316 0.0511 0.0339 0.0851 

9 0.0134 153.9654 0.0557 0.0342 0.0900 

10 0.0131 154.1401 0.0517 0.0336 0.0853 

11 9.3492e-004 180.5758 0.0511 0.0453 0.0963 

12 3.3386e-004 190.8730 0.0527 0.0780 0.1307 

Red: Small stego_image size, Green: Big stego_image size 

Each message was encrypted-decrypted using an image_key, the values of obtained MSE and PSNR were 

acceptable, table 5 shows the results of encryption various messages using image 4 as an image_key: 

Table 5: Messages encryption results using image 4 as an image_key 

Message length MSE PSNR 

10 1.2047e+004 15.9775 

20 1.0915e+004 17.6890 

30 1.2961e+004 15.8918 

40 1.2934e+004 15.9917 

50 1.2927e+004 16.1548 

100 1.2359e+004 16.6039 

200 1.3457e+004 15.7529 

400 1.2833e+004 16.2272 

500 1.2915e+004 16.1638 

600 1.2772e+004 16.2753 

800 1.3037e+004 16.0699 

1000 1.2931e+004 16.1514 

 

 

Results Discussion 

Adding the encryption and decryption process does not negatively affect the LSB quality of the images by obtaining 

excellent values for MSE and PSNR as shown in figures 16 and 17  
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Figure 16: Covering image and histograms 

 

Figure 17: Stego_image and histograms 

The added time as a result of the encryption and decryption process is very little, so the efficiency of the LSB 

method will not be affected much. 

The proposed method increases the degree of protection of the hidden data in the digital image for the following 

reasons: 

 The digital image used as a private key is a large image and is difficult to hack. 

 The digital image used as a private key is confidential and is not circulated and is kept by the sender and 

receiver and is agreed upon. 

 The possibility of replacing the key image at any moment. 

 The color used in the image for encoding is confidential 

 The private key changes dynamically depending on the text message and image used. 
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The time to hide the text message increases with the increase in its size, and the same is true for the MSE value, but 

the values remain good and acceptable, as shown in the figure 18: 

 

Figure 18: Relationships of message length and MSE, PSNR and hiding time (big stego_image) 

 

Decreasing the stego_image size will decrease the value of PSNR, the hiding time and will increase the 

value of MSE, but the obtained values are acceptable (see figure 19) 

 

Figure 19: Relationships of message length and MSE, PSNR and hiding time (smaller stego_image) 
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Conclusion 

LSB is one of the most popular methods of data steganography, this method is very simple and capable to hide long 

secret messages in a stego_image. LSB is not secure and it can be easily hacked. A cryptography procedures were 

added to LSB to protect the secret message and raise the LSB data protection degree. The added procedures use a 

digital color image as an image_key to generate the PK. The private key length and contents will dynamically 

change when the message length changes and when the image_key changes. The proposed method was implemented 

and tested and the obtained experimental results showed that the proposed method enhanced the security of LSB 

method with minimum cost in time and without affecting the image quality parameters. 
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