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Abstract: Securing transmitted speech file is a vital issue, in this paper research a new method of speech cryptography will be
introduced, this method will be simple and easy to use, it can be used to encrypt-decrypt stereo and mono speeches with any size. The
proposed method will use a complicated mixed chaotic key, this private key will hold a secret information, including the chaotic
parameters required to run CTMM and CLMM to generate Chaotic keys, the PK will provide a huge key space making the hacking
attempt impossible, the generated chaotic keys will sensitive to any minor changes in the chaotic parameters values, any minor changes in
the decryption phase will produce a corrupted damaged decrypted file, and these changes will be considered as a hacking attempt. It will
be proved how the proposed method will satisfy the quality requirements in the encryption and decryption phases, many measured will be
introduced such as MSE, PSNR, CC and NSCR. The proposed method will be implemented and the obtained results will be analyzed
using various types of data analysis to prove the performance issues of the proposed method:

Keywords: Cryptography, PK, CK, CTMM, CLMM, MSE, PSNR, CC, NSCR, TP.

Abbreviations

The following abbreviations are used in this research paper:
PK: private key

CK: Chaotic key

CTK: chaotic tent key

CLK: chaotic logistic key

CTMM: chaotic tent map model
CLMM: chaotic logistic map model
ET/DT: encryption/decryption time
TP: throughput

MSE: mean square error

PSNR: peak signal to noise ratio

CC: correlation coefficient

NSCR: number of samples change ratio
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Introduction

Sound is [14-17] defined as longitudinal mechanical waves; Mechanical waves are waves that travel through material media, and cannot
propagate without the presence of a material medium, while a wave is said to be longitudinal if the direction of propagation of this wave is
the same as the direction of its vibration, (there is another type of waves, which are transverse waves. And these waves propagate
perpendicular to the direction of vibration, like waves of water. Sound can also be defined as a vibration that originates and is carried on
material media (such as air) to move through it, and if the sound reaches a receiver such as the human ear, it can be perceived through the
sense of hearing.

Sounds can be converted from analogue signals to digital signal using analogue to digital convertor, which erforms two main operation as
show in figure 1: sampling, which means dividing the signal into samples, and quantization, which means assigning a value for each
sample.
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Figure 1: Speech sampling and quantization

Of course, speech encoding is more than just finding the right encoder, to get a more complete picture and appreciate why speech
encoding is as important as video encoding; here are some other areas where we can guarantee the quality of speech encoding:

- Sample rates: The sample rate refers to the number of times an audio clip is recorded per second. Sampling frequencies are
measured in Hertz (Hz) or kilohertz (kHz), where (44,100) samples per second can be expressed as (44,100) Hz or (44.1 kHz), for digital
audio recordings, the sample rate can be compared to the frame rate of the video, the more audio data (samples) is collected, the closer the
recorded data is to the original audio.

- Bit Depth: Bit depth measures the number of bits captured in each sample, so the higher the bit depth, the more accurate the
actual analog audio source will be. The lowest possible bit depth has only two options for measuring audio accuracy: (0 for silence
overall) and (1 for overall size), the higher the bit depth, the more accurate the encoded sound.

- Bit rates: A bit rate is the amount of data that is processed during a certain period of time. Common measurements of bit rate
include Kilobits per second (kbps) and megabits per second (mbps), and higher bit rates do not necessarily mean high quality. In itself;
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There are other factors that also need to be taken into consideration, such as internet speed, but apart from that, the higher the bit rate, the
more intense the overall streaming experience.

Using speech digital file will simplify the process of manipulating the speech signal including speech encryption and decryption, here the
speech signal can be represented by a one column matrix (mono speech) or two column matrix (stereo speech) (see figure 2), each matrix
element value is within the range -1 to +1
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Figure 2: Speech waveform

Encryption is the process of converting text, data, digital images, or audio files into an incomprehensible form for the purpose of hiding
this data, or is the process of converting an explicit (clear) text into an indistinct text (cipher text) [18-20]. Information and data are hidden
and encrypted with a code called the Encryption Key and with a specific algorithm (see figure 3). Cryptography is very important in our
daily life, as it guarantees that your data is encrypted and protected from theft, especially from the hacker. From spying, if someone tries
to spy on you and your messages, he will find it encrypted.

The selected method for speech signal cryptography must provide the following:

- The quality of the encryption phase must be very low, the encrypted file must be corrupted and damaged, the low quality can be
measured by the calculated quality parameters between the source and the encrypted speech files (see figure 3).

- The quality of the decryption phase must be very high, the decrypted file must be identical to the source file, the high quality can
be measured by the calculated quality parameters between the source and the decrypted speech files (see figure 3) [21-28].

- Providing a high degree of speech file protection by increasing the level of security, this can be achieved by using a complicated
PK, the generated secret keys must be very sensitive to any minor changes in the PK, the PK must provide a huge key space that
cannot be hacked.
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Figure 3: Speech signal cryptography process

- Providing an excellent performance by increasing the speed of encryption and decryption, the throughput of cryptography must
be maximized by minimizing the ET and DT.

- The selected method of cryptography must be simple and easy to implement, it must suit any speech file with any size, and
changing the speech file or changing the PK must not lead to any change in the algorithm steps.

Related Work

Many methods of data cryptography were proposed and introduced, some of these methods were designed to messages cryptography, and
others were designed for digital images cryptography, while other methods were designed for speech file cryptography. Any selected
method of data cryptography must keep the performance high even if we change the type of data to be encrypted-decrypted.

Secret messages cryptography mostly encrypted-decrypted using methods which are based on standard methods of data cryptography
such as DES, 3DES, AES and BF, these methods are good for encrypting-decrypting small is size data, using these methods for data with
big size (digital image) will require big time and the throughput will be very low, in [1] a comparative analysis of standard methods of
data cryptography was provided and it was shown that the average throughputs of DES, 3DES, AES and BF were 835, 282, 491, and 1038
bytes per second respectively.

Other methods were introduced to encrypt-decrypt digital color images, these methods provided a high speed of cryptography. In [2] a
performance comparison between chaotic and non-chaotic methods of data cryptography was done and it was shown that the average
throughputs of non-chaotic, chaotic and hyper chaotic methods were 170.3, 141.2 and 636.3 K bytes per second respectively, which are
better than standard methods.

Some other methods were introduced to enhance the cryptography throughputs, in [8] the authors introduced a method, the throughput
was enhanced to reach 169.1 K bytes per second, while in [9] the introduced method enhanced the throughput to reach 710 K bytes per
second.

Faster methods were introduced; these methods were used to minimize the encryption-decryption times and to maximize the throughput of
data cryptography, in [3] the authors provided a robust and fast image encryption scheme based on a mixing technique. In [4] the authors
provided cosine-transform-based chaotic system for image encryption, while in [5] the authors introduced a novel image encryption
algorithm based on polynomial combination of chaotic maps and dynamic function generation.

In [6] the authors introduced Multiple-image Encryption Algorithm Based on DNA Encoding and Chaotic System, while in [7] the
authors produced a multiple-image encryption with bit-plane decomposition and chaotic maps, these methods provided good quality a
have various speeds as shown in table 1
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Table 1 : Perfommance compansons of method mentioned in [3-7]
Method Throughput(K bytes per second)
In[3] 8882867
In [4] 6384082
In [3] 9110352
In [6] 3604102
In[7] 3840600

Speech cryptography requires extra preprocessing; this will negatively affect the methods performance.

Previous research in speech files cryptography has shown that the use of chaotic maps for construction speech encryption algorithms
leads to high levels of security. In [8] the authors proposed encryption method using confusion and diffusion based on multi-scroll chaotic
system. The authors in [9] performed evaluation of Lorenz and Rossler chaotic system for speech signal encryption. In [10] the authors
provided more valuable research, where Bernoulli’s chaotic map for constructing encryption algorithm. In [11] the authors provided one
more similar approach for audio shuffle-encryption algorithm. Important research in [12] demonstrated that using a single chaotic map is
not always a guarantee for highest levels of cryptographic security. The research overviews how encryption algorithms, using Arnold’s
Cat Map, Baker’s Map or Two-Dimensional Logistic Chaotic Map may be wvulnerable. This is one of the reasons we are using
combination of two chaotic maps in order to extend the key-space (all the possible values for secret keys) for additional cryptographic
security. In [13] the author provided a Novel Audio Encryption Algorithm with Permutation-Substitution Architecture, various analyses
were performed including speed analysis, table 1 shows the obtained in this research results:

Table 2: Results provided in [13]

Speech file File size (K byte) Encryption time (second) | Throughput(K bytes per
second)

1 41.1 0.130 316.1538

2 98.6 0.245 402.4490

3 138 0.333 414.4144

4 277 0.694 399.1354

5 544 1.324 410.8761

6 1080 2.688 401.7857

7 2330 5.767 404.0229

Average 1.5973 405.4472

Considering the previous experience in this field of data cryptography we constructed a novel
complicated keys based on MCLMM and MTMM.

© 2022, 1JCSMC All Rights Reserved
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Proposed Method

The proposed method will use a complicated PK with complex structure. The PK will contain the parameters of two chaotic models, the
chaotic tent map model, and the chaotic logistic map model, these models are to be run using the selected in the PK parameters to generate
two secret keys: CTK and CLK, which are to be used in the encryption and decryption phases.

Chaotic tent map model can be used to generate chaotic tent map key using equation 1, here the initial value of the generation must be
determined within the range [0, 1]. Mu is to be selected within the range [0, 2].

. -1
RSt for T = 7

p(l —z,) for + <,

L+l = f,lr{:rn:l =

(1)

CTK can be generated using the following sequence of operations (here R is the key length and it must be used as a chaotic parameter):

kevl(1)=0.5;
for i=1:14

if kev1(i) = 0.5
keyl(it1)=(u*keyl(i)) ;

else
if kev1(i) == 0.5
keyl(it1)=(u*(1-keyl(1)) ;
end

end

end

Chaotic logistic map model can be used to generate chaotic logistic map key using equation 2:

Xml :r'xn'(Xn_”
CK= X @)

n+1

The key length must be added to the model to determine the size of the generated key. The following sequence of operations can be used
to generate CLK:

R1=15;r1=3.9;x1=0.025;

for =1:R1
x1=r1*x1%(1-x1);
kev2(i)=xl;
end

Generated CTK and CLK keys are not random values, each of these keys will remain without changing | we fix the chaotic parameters
values, as we can see from figures 4 to 7we can see that the values of CTK and CLK remain stable from run to another while the random
values change from run to another:
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CT key CL key Random key
0.5000 0.0951 0.9501
0.9995 0.3355 0.2311
0.0010 0.8695 0.6068
0.0020 0.4426 0.4860
0.0040 0.9622 0.8913
0.0080 0.1420 0.7621
0.0160 0.4751 0.4565
0.0219 0.9726 0.0185
0.0638 0.1040 0.8214
0.1275 0.3634 0.4447
0.2549 0.9023 0.6154
0.5094 0.3439 0.7919
0.9806 0.8799 0.9218
0.0387 0.4120 0.7382
0.0775 0.94438 0.1763

Figure 4: First run values
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Figure 5: First run values plot
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Figure 6: Second run values
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Figure 7: Second run values plot

The proposed PK will contain as shown in figure 10 a complex structure which contains 8 components, each of these components has a
double data type (64 bits to represent a value), one constant will be added to each generated key, and this constant will add an extra
damage to the encrypted speech file:

PK
CTK parameters CLM parameters
x(1) Rl u cl R2 rl x2 cl
Example
0.5 o 1.9 1.5 40 3.9 0.025 a7

Figure 8: PK structure

The proposed method encryption phase can be implemented applying the following algorithm (see figure 9):

CTM
== Parameters == CTK: key 1 |::> +

Speech
+ ==
CLM file
f— Parameters == CLK: key 2 — =+
01{} !}CZ
cl /== +
2 =]+

&

Encrypted speech
file

Figure 9: Encryption process
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Input
Speech file to be encrypted, PK
Output
Encrypted speech file
Process
1. Get the speech file
2. Retrieve the speech file size
3. Extract first and second channel from the stereo speech
4. Apply CTMM using CLMM parameters to generate CTK
5. Resize CTK to the first channel size to get key 1
6. Apply CLMM using CLMM parameters to generate CLK
7. Resize CLK to the second channel size to get key 2
8. Add key 1 and c1 to the first speech channel
9. Add key 2 and c2 to the second speech channel
10. Combine the two channels to get the encrypted speech file

The proposed decryption phase can be implemented using the following algorithm (see figure 10)

CTM
= Parameters |— CTK: key 1 — == -
Encr
P ypted
K
+ |=—_——| speech
CLM
Parameters = CLK: key 2
= ’ — == - file
cl {} 4} c2

cl /= -
c2 —=| -

b

Decrtpted
file

Figure 10: Decryption process
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Input
Encrypted speech file to be encrypted, PK
Output
Decrypted speech file
Process
1. Get the encrypted speech file
2. Retrieve the speech file size
3. Extract first and second channel from the stereo speech
4. Apply CTMM using CLMM parameters to generate CTK
5. Resize CTK to the first channel size to get key 1
6. Apply CLMM using CLMM parameters to generate CLK
7. Resize CLK to the second channel size to get key 2
8. Subtract key 1 and c1 from the first encrypted speech channel
9. Subtract key 2 and c2 from the second encrypted speech channel

10. Combine the two channels to get the decrypted speech file

Implementation and Results Analysis

The proposed method was implemented using various stereo speech files, the obtained results were analyzed and several types of data
analysis were performed, below we will discuss each type of data analysis to prove the achievements and enhancements provided by the
proposed method.

1. Speech waveform plot analysis

One of the popular methods to prove the performance of the proposed method is the use of waveform of the speeches, using visualization
method we can determine the changes between various wave forms, figure 11 shows the sample outputs generated by running the
proposed method using one of the selected speech files:

© 2022, 1JCSMC All Rights Reserved 10
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Source Encrypted Decrypted
speech speech speech
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Figure 11: Waveforms samples

From figure 11 we can see that the encrypted file was destroyed and the decrypted file is identical to the source file, this prove that the
proposed method has an excellent quality measures in the encryption and decryption phases.

2- Speech spectrograms analysis

Speech spectrogram is another method to prove the performance of the proposed method, using visualization method we can determine
the changes between various wave forms, figures 12 and 13 show the sample outputs generated by running the proposed method using one
of the selected speech files:

Source Encrypted Decrypted
speech speech speech
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A= 40
zni 20
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Figure 12: First channels of speech files spectrograms
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speech speech speech
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Figure 13: Second channels of speech files spectrograms

From figures 12 and 13 we can see that the spectrograms of the encrypted file were destroyed, and the decryption phase recovered the
same spectrograms as for the source speech file, which proves the quality of the proposed method.

3. Speech histograms analysis

Histogram is a graphical representation of the speech file sample values repetition, it can be also used as a visualization test to prove the
quality, figure 14 shows the histograms of a sample test of the proposed method, and from this figure we can see that the histogram of the
decrypted speech file is identical to the source speech file, while the histogram of the decrypted speech is not like that one for the source
file, this is also a way of proving the quality of the proposed method.

Source Encrypted Decrvpted
speech speech speech
x10° x10° x 10°
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Figure 14: Speech files histograms
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4. Security analysis

The proposed method uses a PK which contains 8 components, 4 components are required to generate each chaotic key, each component
require 64 bits for representation, so the key space provided by each key is equal

{26»1}4

And the total key space will equal:

(26»1}8

2512

This key space is very huge and it is impossible to be hacked.

Also the generated keys from the PK are very sensitive to any minor changes in the PK, any changes in the decryption phase will be
considered as a hacking attempt by producing a damaged decrypted speech file.

5. PK sensitivity analysis
The PK components are used to generate two chaotic keys, CTK and CLK, and these two keys are very sensitive to any minor changes in
the PK components, changing one or more components values will dramatically change one or two keys, figures 15 and 16 show how the

keys will change when changing the PK components values:
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Figure 15: Sensitivity of key 1
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Figure 16: Sensitivity of key 2

Any minor changes in the PK in the decryption phase will be considered as a hacking attempt by producing a damaged corrupted
decrypted speech file as shown in figure 17:

Source speech

05 : : : : : : . :
U o
05 i i
i] 2 4
10 [ [ I [ [ [ [
' ' . ' ' : . : Encryption using PK :
5W%W@MWWFWMW%WWMWWMWWWMW """ 7| R1=200:u=1.999; keyl(1)=0.5:
el A A AR AR AL A ey AR AN R2=200:;r1=3.9;x1=0.025;

Decryption using PK:
R1=200;u=1.999; keyl(1)=0.55;
R2=200;r1=3.9%,;x1=0.425;

Figure 17: Encryption-decryption using various PKs
6. Quality analysis

Quality between two speech files can be measured by MSE and PSNR, high value of MSE and low value of PSNR points to the low
quality, while low MSE and high PSNR points to the high quality. A good method of speech cryptography must provide a low quality in
the encryption phase and a high quality in the decryption phase.

© 2022, 1JCSMC All Rights Reserved 14
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MSE and PSNR can be calculated using equations 3 and 4:

MAX?

PSNR =10 logyy —

dB, (3)

N

1
N T (z: —w)", (4)

i=1

MSE =

Where: MAX is the maximum possible value of audio stream (In our case the maximum value is 65,535), N is the total number of
samples, xi and yi are the corresponding sample values of the plain and encrypted files.

The selected speech signals were treated using the proposed method, and table 3 shows the calculated values of MSE and PSNR, the
following PK was used:

R1=200; u=1.999; key1(1) =0.5; cons1=1.999
R2=200; r1=3.9; x1=0.025; cons2=3.9

Table 3: Calculated MSE and PSNR

Speech file Between source and encrypted files Between source and decrypted files
MSE PSNR MSE PSNR
1 13.1821 6.5473 Closed to 0 690.9799
2 13.1821 6.7134 Closed to 0 688.6944
3 13.1821 6.5326 Closed to 0 689.0603
4 13.1821 6.6221 Closed to 0 692.4541
5 13.1821 6.0372 Closed to 0 668.3840
6 13.1821 6.0007 Closed to 0 662.2405
7 13.1821 6.0506 Closed to 0 677.7089
8 13.1821 6.0918 Closed to 0 682.2169

From table 3 we can see that the quality in the encryption phase is low, while the quality in the decryption phase is high, this means that
the proposed method satisfies the requirement of data cryptography.

7. Correlation analysis

Measuring correlation coefficient between two speech files express the dependency between their corresponding sample values. This is
another statistical evaluation for testing the quality encryption algorithms. Calculating correlation coefficient determines the level of
correlation between two files and the correlation coefficient is always in range [—1,1]. Values between |1-0.7| is considered as strong
correlation (samples from the source files are similar to samples from the encrypted file), correlation between |0.7-0.3| is considered as
medium correlation and values between |0.3-0| is considered as weak correlation.

© 2022, 1JCSMC All Rights Reserved 15
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Correlation coefficient can be calculated using equation 5:

N is the total number of samples, xi and yi are the sample values of the plain and encrypted files, x andy are the mean values of
samples, and finally cov (x, y) is covariance between both files.

Table 4 shows the obtained results of some tests performed by Proposed method

cC cov(z,y)

" /D@ yow ©

where

D(z)= 5 3w — 2
1 X s
D(y) = 5> (-3,

N
cov(z,y) = Y (o — 2) (3 — §),

i=1

Table 4: Calculated CC values

Speech file CC between source and encrypted files CC between source and decrypted files
1 0.0328 1
2 0.0276 1
3 0.0341 1
4 0.0302 1
5 0.0031 1
6 -0.0080 1
7 0.0056 1
8 0.0098 1

From table 4 we can see that low value of CC in the encryption phase indicate a low quality, and high values (always 1) in the decryption
phase, and this means that the proposed method satisfies the quality requirements.

8. Number of Samples Change Rate

Number of sample change rate (NSCR) is robustness test for establishing the quality of encryption algorithms. The purpose of the test is to
compare the corresponding sample values of the original and encrypted audio files and to show the difference in percent. NSCR can be
calculated using equation 6:
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where

N

O E'I- 1 D" o
NSCR = =2— x 100%, (6)

E

D ={1-.E=' # yi

0, Ctherwise

Table 5 shows the obtained results of some tests performed by Proposed method:

Table 5: Calculated NSCR values

Speech signal Samples NES in the encrypted file NSCR (%)
1 321536 321536 100
2 200704 200704 100
3 227328 227328 100
4 430080 430080 100
5 172032 172032 100
6 133120 133120 100
7 212992 212992 100
8 272384 272384 100

9. Speed analysis

The proposed method uses a PK which contains chaotic parameters to generate CTK and CLK, generation these keys requires a specific
time, this time will grow up when increasing the key lengths, so it is recommended to use keys with small sizes, these keys after
generation will be resized to the speech file size, tables 6 shows the required generation time for CTK and CLK:

Table 6: Keys generation time

Key length(samples) CT key generation time (seconds) CL key generation time (seconds)
100 0.000052400 0.00016770

200 0.00013410 0.00030430

300 0.00016780 0.00039320

400 0.00026280 0.00060550

500 0.00028560 0.00065350
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600 0.00038750 0.00081850
700 0.00048830 0.00096210
800 0.00055720 0.0012

900 0.00063040 0.0013
1000 0.00076320 0.0016
10000 0.0356 0.0728
100000 10.2580 20.3287

Taken the information in table 6 in consideration, we select the following PK and apply the proposed method using the selected speech
files, table 7 shows the speed calculations:

R1=200; u=1.999; key1(1) =0.5; cons1=1.999
R2=200; r1=3.9; x1=0.025; cons2=3.9

Table 7: Speed calculation

Speech file Size (byte) ET/DT(second) Speed(TP)(K bytes per
second)
1 2572288 0.2768 9075.5
2 1605632 0.1826 8585.1
3 1818624 0.1852 9590.0
4 3440640 0.3520 9545.0
5 1376256 0.1579 8509.0
6 1064960 0.1301 7991.2
7 1703936 0.1815 9168.9
8 2179072 0.2290 9291.5
Average 1970176 0.2119 8969.5

From table 7 we can see that the proposed method is very efficient, it has a better performance than the performance discussed in the
related work section, the proposed method decreased ET and DT and increase the cryptography process throughput.

Conclusion
A simple method of speech cryptography was proposed, tested and implemented using various stereo speech files, it was shown that it is

very easy to select any speech file with any size( the method can also be used to process mono speech files), and very easy to select or
change a PK without doing any changes in the method algorithm.
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It was shown that the proposed method of speech cryptography provided a high level of security and it can protect the transmitted speech
from being hacked, the method used a complicated PK with complex structure, the PK provided a huge key space and it can resist any
kinds of attacks, the generated from PK chaotic keys are very sensitive to any minor changes in the PK, any changes in the PK in the
decryption phase will produce a damaged corrupted decrypted speech file, these changes will be considered as a hacking attempt.

The proposed method was tested and implemented using various speech files, the obtained results were analyzed. Different types of data
analysis methods were performed, and the results of analysis proved the quality and efficiency of the proposed time. The proposed method
minimized the encryption and decryption times, thus increased the speed of speech cryptography process, the obtained measures of speed
are better than those provided by existing and introduced earlier methods.

Appendix

For researchers who want to reproduce the outputs of the proposed method, the following code can be useful:

cle.clear all.close all
[a fs]=wavread('E:\SECTION'\ST\speech recogntion\al.wav');
[nl n2]=size(a);

%oChaotic tent map key generation

tic
u=1.999:R1=40;
key1(1)=0.5;
tic
for i=1:R1-1
if kevl(i) = 0.5
keyl(i+1)=(u*keyl(i))*h;
else
if kevl(i) == 0.5
keyl(rt1)=(u*(1-keyl(1)))*h;
end
end
end

kl=imresize(keyl,[nl 1]);

tl=toc
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%o Chaotic logistic map key generation
tic
R1=15;r1=3.9;x1=0.025;
for iF1:R1

h=1;

xl=r1*x1%(1-x1);
kev2(i)=x1*h;
h=-h;

end
k2=imresize(key2,[nl 1]);
t2=toc

en(:.l)=a(:.1)tkl+u;

en(:,2)=a(:,2)+k2+rl;
de(:.1)=en(:,1)-kl-u;

de(:.2)=en(:.2)-k2-rl;
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