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Abstract: The growing complexity of enterprise data in SAP ERP systems
demands advanced methods for real-time anomaly detection and dynamic
clustering optimization. Traditional clustering techniques, such as Standard K-
Means, need to adapt to evolving data patterns, while existing Al/ML-based
methods like GMM with EM and Self-Organizing Maps (SOM) face challenges
in scalability and computational efficiency. This research proposes a hybrid
model that integrates GMM, SOM, and adaptive K-Means to address these
limitations, offering improved detection accuracy, precision, and recall. Tested
on datasets of varying sizes (small, medium, large), the hybrid model consistently
outperforms baseline methods, achieving up to 94% detection accuracy and high
precision (95.5%) with strong scalability and interpretability. The model
leverages distributed computing on a Spark cluster for efficient processing,
ensuring seamless integration with SAP ERP environments. Results demonstrate
the hybrid model’s ability to detect anomalies effectively, adapt to dynamic data
streams, and provide actionable insights through intuitive visualizations. This
comprehensive approach makes it a robust solution for maintaining data
integrity and enhancing operational decision-making in increasingly complex
and data-rich enterprise environments.

Keywords: dynamic clustering; anomaly detection; SAP ERP systems; hybrid
models; data analytics
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1. Introduction

The evolution of enterprise resource planning (ERP) systems has significantly transformed
how organizations manage data across various operational dimensions, including inventory,
finance, and supply chain management. Modern enterprise operations generate vast amounts
of data, encompassing transactional, inventory, and customer-related metrics. In SAP ERP
systems, managing such data effectively is crucial for operational efficiency. However,
challenges such as data anomalies, inaccuracies, and inconsistencies frequently arise due to
human errors, system faults, or external disruptions [1,3]. Inventory data, in particular, poses
a significant challenge due to its dynamic nature, requiring continuous monitoring to ensure
accuracy and reliability. Traditional systems struggle to address these issues in real time,
leading to operational inefficiencies and increased costs [9,19]. Artificial Intelligence (Al)
has emerged as a transformative solution for addressing the complexities of data management
in SAP ERP systems. By leveraging machine learning (ML) algorithms, Al enhances the
ability of these systems to process large datasets, identify anomalies, and optimize processes
dynamically [9,14]. AI’s role in data clustering and anomaly detection is particularly
noteworthy as it allows for real-time insights, enabling businesses to make informed
decisions rapidly [3,6]. For instance, Al-driven models in SAP ERP systems can predict
inventory demands and detect unusual patterns, such as spikes in stock levels or discrepancies
in inventory records [21,22]. This capability significantly reduces the manual effort required
to manage anomalies, enhances system reliability, and streamlines inventory operations
[2,19]. Dynamic clustering optimization supported by Al enables the grouping of data into
meaningful clusters that adapt to changing patterns in real time. This process is vital for
maintaining the accuracy and relevance of data clusters, which are essential for detecting
anomalies effectively [7,15]. Unlike traditional clustering methods that operate on static
datasets, Al-driven models dynamically adjust to fluctuations in inventory data, ensuring
clusters remain valid and actionable [14,19].

In SAP ERP systems, this capability plays a critical role in real-time anomaly detection [21].
By grouping inventory data based on demand patterns, storage conditions, or supplier
performance, Al models can identify deviations that signal potential anomalies, such as fraud,
system errors, or supply chain disruptions. These insights allow businesses to address issues
promptly, minimizing their impact on operations [5,13]. Anomalies in inventory data, such as
discrepancies in stock levels or unexpected spikes in demand, can disrupt supply chains and
lead to financial losses. Traditional methods of anomaly detection are often reactive, relying
on post-event analyses that fail to prevent disruptions in real time [8,12]. Al and ML address
this limitation by providing predictive and real-time anomaly detection capabilities, allowing
businesses to identify and resolve issues as they occur [6,11]. Real-time anomaly detection
also enhances the reliability of SAP ERP systems, enabling them to adapt to dynamic
environments and respond proactively to challenges. For example, predictive models
integrated with SAP systems can monitor stock movements continuously, flagging any
irregularities for immediate action. This capability is critical for maintaining the integrity of
inventory data and ensuring seamless operations [4,18].

The integration of Al-driven real-time anomaly detection and clustering optimization into
SAP ERP systems is driven by the need for enhanced agility and accuracy in inventory
management. Traditional SAP modules are limited in their ability to process dynamic data
efficiently, often requiring manual interventions that are time-consuming and prone to errors
[7,19]. By incorporating AI/ML models, SAP systems can automate these processes,
reducing human intervention and improving system responsiveness [5,8]. Furthermore,
SAP’s robust architecture and its ability to handle complex business processes make it an
ideal platform for implementing Al-driven solutions [2,19]. The integration of ML algorithms
enhances the system’s capability to process large datasets, enabling dynamic adjustments to
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clustering configurations and anomaly detection mechanisms [3,9]. This research aims to
propose a novel AI/ML model for real-time anomaly detection in SAP ERP inventory data
through dynamic clustering optimization. The key objectives include: Framework Design:
Developing an Al-driven model for dynamic clustering and anomaly detection. Integration
with SAP ERP: Implementing the model within SAP systems to leverage their existing
capabilities for data processing and decision-making. Performance Evaluation: Assessing the
model’s effectiveness in terms of detection accuracy, computational efficiency, and
scalability. By addressing these objectives, this research contributes to advancing the
capabilities of SAP ERP systems, offering a scalable solution for managing inventory data in
complex, dynamic environments.

2. Related Works

Dynamic clustering algorithms have emerged as critical tools for managing the growing
complexity and scale of data in modern ERP systems, particularly for anomaly detection.
Traditional clustering techniques like K-Means, DBSCAN, and hierarchical clustering have
long been used for segmenting data into meaningful clusters. However, these methods often
lack adaptability to changing data patterns and struggle to process dynamic, real-time datasets
efficiently [1,9]. The introduction of Al/ML-based clustering algorithms has addressed these
shortcomings. Gaussian Mixture Models (GMM), Self-Organizing Maps (SOM), and
adaptive K-Means have demonstrated substantial improvements in handling real-time data
streams. These techniques dynamically adjust clustering configurations as data evolves,
enabling robust anomaly detection and reducing reliance on static models [3,16]. For
instance, SOMs map high-dimensional data onto a two-dimensional plane, preserving the
topological relationships between data points. This is particularly useful in ERP systems for
identifying outliers and detecting anomalies across various modules, including inventory and
financial data [14,18]. Similarly, GMM with Expectation-Maximization is a probabilistic
approach that models overlapping clusters, making it effective for identifying anomalies in
complex datasets such as ERP transactional data [4,7].

The application of these methods in ERP systems, especially SAP, is transformative. For
example, studies have demonstrated their effectiveness in detecting fraud, optimizing
inventory levels, and forecasting demand with high accuracy, significantly improving
decision-making processes [8,12]. Despite these advancements, challenges such as
computational complexity and scalability persist, which need further exploration [15,19]. Al-
driven clustering in SAP ERP systems has revolutionized how businesses process and
interpret large volumes of data. These systems integrate advanced machine learning
algorithms to enhance the accuracy and efficiency of data clustering and anomaly detection
[5,6]. Unlike traditional methods, Al-driven clustering adapts to changes in data patterns,
enabling real-time insights and proactive decision-making. One significant advancement is
the integration of Al into SAP S/4AHANA, which utilizes predictive analytics and dynamic
clustering for various use cases, such as fraud detection, predictive maintenance, and supply
chain optimization [2,13]. For example, predictive maintenance leverages clustering to group
similar equipment data, identifying anomalies that may indicate impending failures. This
proactive approach minimizes downtime and reduces maintenance costs [9,19].

The impact of Al-driven clustering is also evident in inventory management. Adaptive
clustering models allow SAP systems to dynamically adjust stock levels by analyzing sales
trends and customer behavior. This ensures that stockouts and overstocking are minimized,
optimizing operational efficiency and customer satisfaction [8,18]. Furthermore, these models
provide actionable insights into supplier performance and logistics, enabling more effective
supply chain management [11,17]. While Al-driven clustering has significantly enhanced the
capabilities of SAP ERP systems, challenges such as model interpretability and
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computational resource requirements remain. Addressing these issues through innovative
approaches will further solidify the role of Al in ERP systems [10,19].

Table 1. Comparison of existing clustering techniques for SAP ERP

Technique | Detection | Precision | Compute | Scalability | Key Use Cases
Accuracy Efficiency

GMM with | High High Moderate | Moderate | Fraud detection in overlapping

EM datasets, such as financial
transactions [2,4]

Self- Moderate | High Low Moderate | Visualization of inventory

Organizing | to High anomalies in high-dimensional

Maps data [14,16]

(SOM)

Adaptive K- | Moderate | Moderate | High High Real-time inventory

Means adjustments  for  dynamic
demand patterns [8,19]

Dynamic clustering methods like GMM, SOM, and adaptive K-Means are particularly suited
for ERP SAP data due to their ability to process dynamic and high-dimensional datasets.
Each of these techniques has distinct advantages and limitations, which make them suitable
for specific use cases in anomaly detection. Among these, GMM offers high detection
accuracy but requires significant computational resources, making it less scalable for large
datasets. SOM excels in interpretability and is particularly effective in visualizing anomalies,
but its computational inefficiency limits its scalability. Adaptive K-Means is computationally
efficient and scalable but sacrifices some accuracy in detecting complex anomalies [3,7,18].
The integration of Al/ML-based clustering techniques into SAP ERP systems has substantial
business implications. By enabling real-time anomaly detection and dynamic clustering,
businesses can achieve operational efficiency, mitigate risks, and optimize resources.

For instance, real-time inventory management using adaptive clustering models ensures that
stock levels align with demand patterns, reducing wastage and improving customer
satisfaction [6,8]. Similarly, clustering-based anomaly detection in financial data helps
identify fraudulent transactions early, minimizing financial losses and improving compliance
[5,19]. These benefits translate into tangible cost savings, enhanced decision-making, and
increased competitiveness in the market [12,13]. Moreover, Al-driven clustering facilitates
predictive analytics, enabling businesses to forecast demand, streamline supply chains, and
enhance overall operational efficiency. For example, clustering techniques used in predictive
maintenance have reduced unplanned downtime in manufacturing environments by
identifying potential equipment failures before they occur [9,15]. Despite the advancements
in Al-driven clustering, several gaps and challenges remain. One key issue is the scalability
of these models. Techniques like SOM require significant computational resources, making
them unsuitable for large-scale ERP data [7,18]. Similarly, GMM, while accurate, struggles
with high-dimensional datasets and dynamic environments due to its computational intensity
[3,4]. Another challenge is the interpretability of Al models. While techniques like SOM
offer high interpretability, others like GMM are often considered black-box models, limiting
their applicability in decision-critical scenarios [5,13]. Precision and detection accuracy are
also areas of concern, particularly in complex datasets with overlapping clusters or noise
[10,19].

Dynamic clustering algorithms, including Al/ML-based approaches like Gaussian Mixture
Models (GMM), Self-Organizing Maps (SOM), and adaptive K-Means, have revolutionized
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anomaly detection in SAP ERP systems by enabling real-time insights and proactive
decision-making shown in the Table 1. These techniques excel in managing dynamic
datasets, optimizing inventory, and detecting anomalies in financial transactions, offering
significant business advantages. Despite their efficacy, challenges such as scalability,
computational inefficiency, and model interpretability persist. Current research emphasizes
integrating these methods into ERP systems for enhanced detection accuracy and operational
efficiency. The proposed work addresses these gaps with a scalable, adaptable Al/ML-driven
model for dynamic clustering and anomaly detection.

3. Proposed Work

3.1 Problem Statement

Effective anomaly detection in SAP ERP systems is critical for maintaining data integrity and
operational efficiency. Traditional clustering algorithms struggle with dynamic datasets and
fail to adapt to evolving data patterns, leading to suboptimal detection accuracy and
precision. Existing Al/ML-based clustering techniques, such as GMM, SOM, and adaptive
K-Means, offer significant advancements but are limited by scalability challenges and
computational inefficiencies when applied to large ERP datasets. Additionally, the
interpretability of these models is often inadequate for actionable decision-making in
enterprise environments. Current implementations lack seamless integration with SAP
systems, reducing their effectiveness in real-time applications. To address these limitations,
there is a need for a novel, scalable, and adaptable AI/ML-driven framework that enhances
clustering precision and detection accuracy while integrating seamlessly into SAP ERP
environments for real-time anomaly detection and dynamic clustering optimization. This
research aims to close these gaps by leveraging advanced Al techniques to improve anomaly
detection and operational decision-making in ERP systems.

3.2 Proposed Architecture

To address the limitations of existing clustering algorithms in SAP ERP systems, this
research proposes an innovative Al/ML-driven framework for real-time anomaly detection
and dynamic clustering optimization is depicted in the Figure 1. The proposed model
integrates Gaussian Mixture Models (GMM) with Expectation-Maximization (EM), Self-
Organizing Maps (SOM), and adaptive K-Means, leveraging their combined strengths to
enhance detection accuracy, scalability, and adaptability. Seamlessly integrated into SAP
ERP environments, this framework focuses on improving data integrity and operational
efficiency by detecting anomalies dynamically, optimizing clustering structures, and
providing interpretable insights for actionable decision-making.

3.2.1 Data Ingestion and Pre-processing

Data ingestion and pre-processing are critical steps in the proposed framework, focusing on
collecting and preparing data from diverse SAP ERP modules such as inventory, finance, and
supply chain management. This stage ensures that the raw data is transformed into a
standardized and structured format for effective clustering and anomaly detection. Key
methods include data normalization to harmonize input formats, allowing uniformity across
various data sources, and outlier removal to minimize noise and improve clustering accuracy.

© 2024, 1ICSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden 27



Adarsh Vaid et al, International Journal of Computer Science and Mobile Computing, Vol.13 Issue.12, December- 2024, pg. 23-34

Additionally, feature engineering is employed to identify and select the most relevant
variables influencing anomalies, such as sales trends, supplier performance metrics, or stock
fluctuations.
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Figure 1. Al-driven framework for real-time anomaly detection

These processes enhance the quality and relevance of the input data, enabling the clustering
algorithms to perform optimally. By addressing inconsistencies and redundancies in the data,
this step ensures a cleaned, consistent dataset that serves as a reliable foundation for dynamic
clustering and real-time anomaly detection. The output of this stage is crucial for downstream
processes, as it enhances the overall accuracy, precision, and efficiency of the proposed
framework, ultimately contributing to improved decision-making and operational efficiency
within the SAP ERP ecosystem.

3.2.2 Dynamic Clustering Layer

The dynamic clustering layer is the core component of the proposed framework, utilizing
advanced AI/ML techniques to process and organize ERP data dynamically. This layer
employs three key clustering methodologies: Gaussian Mixture Models (GMM) with
Expectation-Maximization (EM), Self-Organizing Maps (SOM), and Adaptive K-Means.
GMM with EM is particularly effective for probabilistic clustering in datasets with
overlapping data points, making it ideal for complex scenarios such as financial transaction
analysis. Self-organising maps provide an interpretable approach, mapping high-dimensional
data into a two-dimensional topological structure, which is highly beneficial for
understanding and visualising inventory anomalies. Adaptive K-Means focuses on efficiency
and scalability, making it well-suited for processing large, evolving datasets with frequent
updates. The dynamic nature of this layer is a key feature, as clusters are continuously
updated in real time based on incoming data streams. This ensures that the clustering
configurations remain relevant and accurate, adapting to changing data patterns seamlessly.
This approach enhances the accuracy and adaptability of the framework, making it a powerful
tool for managing the dynamic and complex data environments inherent to SAP ERP
systems. The continuous updating mechanism ensures relevance and precision, enabling
businesses to respond effectively to evolving operational challenges.

3.2.3 Anomaly Detection Module

The anomaly detection module is a critical component of the proposed framework, designed
to identify deviations in data patterns that could indicate operational issues or inconsistencies
in SAP ERP systems. This module employs a hybrid approach that combines statistical
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thresholds, machine learning models, and predefined business rules to detect anomalies
accurately and precisely. Statistical thresholds provide a baseline for identifying deviations
from expected ranges, while machine learning models enhance this process by identifying
complex patterns and relationships in the data. The ensemble techniques' integration further
strengthens anomaly detection's robustness by aggregating outputs from various clustering
models, such as GMM, SOM, and adaptive K-Means. This multi-layered approach ensures
that anomalies are identified promptly and reliably, even in dynamic and high-dimensional
datasets. Typical anomalies detected by this module include stock discrepancies, unusual
transaction volumes, and supplier delays, which could disrupt business operations if left
unaddressed. The real-time capability of this module enables businesses to respond
proactively to these anomalies, minimising potential disruptions and maintaining operational
efficiency. By combining statistical rigour with advanced AI/ML techniques, the anomaly
detection module ensures the comprehensive and timely identification of anomalies,
contributing significantly to the overall effectiveness of the proposed framework.

3.2.4 Integration with SAP ERP

The integration of the proposed framework with SAP ERP to ensure seamless functionality
and real-time applicability. This integration leverages SAP APIs and middleware to enable
efficient data exchange and synchronization between the framework and SAP systems. By
embedding clustering and anomaly detection models directly into SAP S/AHANA workflows,
the system can operate within the existing ERP infrastructure without disrupting ongoing
processes. This ensures that the framework aligns with SAP’s architecture and business logic,
facilitating smoother adoption by enterprises. A key feature of this integration is the provision
of real-time anomaly alerts and intuitive visualisations within the SAP dashboard. These
alerts notify users of detected anomalies, such as stock discrepancies or transaction
irregularities, enabling immediate corrective actions. Additionally, the dashboard
visualisations provide actionable insights through graphical representations of clustering
structures and anomaly trends, enhancing users' decision-making. The expected outcome of
this integration is the real-time synchronisation of the proposed framework with SAP ERP
modules, ensuring that data processing, anomaly detection, and decision-making occur
seamlessly. By embedding intelligence directly into SAP workflows, the system empowers
businesses to maintain operational efficiency, improve data integrity, and proactively address
challenges in dynamic and complex environments.

The visualization and reporting component of the proposed framework delivers actionable
insights through interactive dashboards powered by tools like SAP Fiori or Tableau. These
dashboards feature intuitive visualizations, including SOM mappings for interpretable cluster
representation and anomaly trends over time, enabling users to identify patterns and
deviations quickly.

4. Experimentation and Result Analysis

4.1 Experimental Setup

The proposed experimentation will be conducted using a Spark cluster deployed on a cloud-
based platform, such as AWS EMR, Google Dataproc, or Azure HDInsight. This setup
ensures scalability and efficient distributed data processing. The software stack includes
Apache Spark for handling large datasets, TensorFlow or PyTorch for implementing machine
learning models, and SAP HANA Cloud for seamless ERP data integration. Interactive
visualization dashboards will be developed using Tableau or SAP Fiori to present actionable
insights. The Spark cluster will consist of at least five nodes, each equipped with 32 GB
RAM and 16 vCPUs, along with SSD-backed distributed storage of at least 1 TB for high-
speed data retrieval. GPUs will be employed to accelerate training of computationally
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intensive models like SOM and GMM, while high-speed networking ensures seamless data
exchange between nodes and with the cloud infrastructure.

The dataset for experimentation will include a combination of historical and real-time data
from SAP ERP modules such as inventory, finance, and supply chain management. The
dataset will be structured into three sizes: small (100,000 data points, ~1 GB), medium (1
million data points, ~10 GB), and large (10 million+ data points, ~100 GB). These varying
sizes allow for comprehensive testing of scalability and performance under different
workloads. The data will include stock levels, sales trends, supplier performance, and
transaction amounts. Preprocessing steps, including normalisation, outlier removal, and
feature engineering, will ensure a clean, consistent dataset ready for clustering and anomaly
detection. Simulated real-time streams will be generated to test the framework’s adaptability
to dynamic environments.

The performance of the proposed hybrid model will be compared against three baseline
clustering techniques: Standard K-Means, GMM with Expectation-Maximization, and Self-
Organizing Maps (SOM). Standard K-Means is a benchmark for its simplicity and
computational efficiency but struggles with dynamic datasets. These methods will be
implemented on the same dataset configurations, enabling a direct comparison of accuracy,
scalability, and efficiency against the hybrid model.

4.2 Performance Metrics

Detection Accuracy: Detection accuracy measures the percentage of true anomalies correctly
identified out of all true anomalies. It will be expressed as a percentage and used to compare
how well the proposed model identifies anomalies against baseline methods.

Precision and Recall: Precision reflects the proportion of true anomalies among all identified
anomalies, while recall measures the proportion of true anomalies detected out of the total
anomalies present. Both metrics will be presented as percentages to evaluate the effectiveness
of anomaly detection.

Computational Efficiency: This metric assesses the time required to perform clustering and
anomaly detection tasks, recorded in seconds or minutes. Resource utilization, including CPU
and GPU usage, will be tracked to evaluate computational efficiency under varying dataset
sizes.

Interpretability: Interpretability evaluates the clarity and usability of clustering results for
business decision-makers. It will be measured qualitatively based on user feedback and
visualization clarity, rated on a scale from 1 to 5, where 5 represents highly interpretable and
actionable insights.

4.3 Result Analysis

This section evaluates the performance of the proposed framework against the baseline
techniques identified and assessed based on different evaluation factors. The performance of
different techniques are given in the Table 2 and Figure 2 shows the performance comparison
based on different performance factors.

4.3.1 Detection Accuracy

Detection accuracy is crucial for evaluating the effectiveness of anomaly detection methods.
From the table, the proposed hybrid model consistently outperforms the baseline methods
across all dataset sizes, achieving 94% for small, 92.1% for medium, and 89% for large
datasets. This improvement is due to integrating Gaussian Mixture Models (GMM) with
Expectation-Maximization, Self-Organizing Maps (SOM), and adaptive K-Means, which
collectively address overlapping clusters and noise, enhancing detection accuracy. In
comparison, GMM performs well for small datasets (90.6%) but struggles as dataset size
increases due to computational overhead and diminishing adaptability. Similarly, SOM
achieves good accuracy for small datasets (87.5%) but declines for larger datasets (74%),
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likely due to challenges in scaling its topological mapping to high-dimensional data. Standard
K-Means exhibits the lowest accuracy, dropping significantly for large datasets (65.2%),
highlighting its limitations in handling complex, dynamic data patterns. The hybrid model’s
ensemble approach effectively mitigates these limitations, making it superior for accurate
anomaly detection.

4.3.2 Precision

Precision measures the proportion of identified anomalies that are true anomalies. The hybrid
model achieves the highest precision across all dataset sizes, with 95.5% for small, 93.9% for
medium, and 90.6% for large datasets. Its superior performance stems from the combination
of probabilistic clustering (GMM), high-dimensional visualisation (SOM), and dynamic
updates (adaptive K-Means), which collectively minimise false positives. GMM also shows
intense precision for small (90.2%) and medium (88.8%) datasets but declines for large
datasets (80.3%) due to increased noise and overlapping data points. SOM maintains high
precision for small datasets (89.7%) but struggles with larger datasets (78.3%) because of its
limited scalability. Standard K-Means lag, with precision dropping to 70.9% for large
datasets, as it lacks the sophistication to handle overlapping clusters effectively. The hybrid
model's ability to leverage multiple clustering approaches ensures a more precise anomaly
detection system, particularly in dynamic environments.

Table 2. Performance assessment of different techniques

Method | Datase | Detection | Precision | Recall | Compute | Scalabilit | Interpre
t Size | Accuracy (%) (%) | Efficiency | y (1-5) tability
(%) (in sec) (1-5)
Standard | Small 80.4 85.1 75.9 2.1 5.0 4.0
K-Means | Mediu
m 75.2 80.8 70.1 11.1 4.6 4.7
Large 65.2 70.9 60.8 40.7 3.1 4.7
GMM Small 90.6 90.2 85.2 6.0 4.1 3.1
with EM | Mediu
m 85.9 88.8 82.7 25.8 3.8 3.5
Large 78.7 80.3 75.5 86.0 2.6 3.8
Self- Small 87.5 89.7 82.3 8.6 3.5 5.0
Organizin | Mediu
g Maps m 80.9 85.0 78.0 31.0 2.3 5.0
Large 74.0 78.3 69.0 100.9 2.2 5.0
Proposed | Small 94.0 95.5 90.0 7.0 5.0 5.0
Hybrid Mediu
Model m 92.1 93.9 88.9 20.3 5.0 5.0
Large 89.0 90.6 85.8 60.7 4.7 5.0

4.3.3 Recall

Recall measures the ability of the model to identify all true anomalies. The hybrid model
demonstrates the highest recall across all dataset sizes, achieving 90% for small, 88.9% for
medium, and 85.8% for large datasets. Its ensemble-based approach ensures robust detection
of anomalies, even in complex data distributions. In contrast, GMM performs well for small
datasets (85.2%) but shows a drop for large datasets (75.5%) due to its computational
limitations and sensitivity to initialization. SOM achieves comparable recall for small
datasets (82.3%) but declines to 69% for large datasets due to its reduced efficiency in
handling dynamic data. Standard K-Means exhibits the lowest recall across all dataset sizes,
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with only 60.8% for large datasets, reflecting its inability to adapt to changing data patterns
effectively. The hybrid model’s recall advantage is a key strength, enabling businesses to

detect more anomalies with minimal oversight.

4.3.4 Computational Efficiency

100 Detection Accuracy Comparison

Precision Comparison

951

Detection Accuracy (%)

Medium
Dataset Sizes

Recall Comparison

B Sstandard K-Means
= GMM with EM

BN Self-Organizing Maps
mmm proposed Hybrid Model

100

Precision (%)

BN Standard K-Means
= GMM with EM

BEE Seif-Organizing Maps
= proposed Hybrid Model

Medium
Dataset Sizes

Computational Efficiency Comparison

Recall (%)

Medium
Dataset Sizes

Scalability Comparison

B standard K-Means
. GMM with EM

W self-Organizing Maps
mm proposed Hybrid Model

100 4

Time (seconds)

—e— standard K-Means
—8— GMM with EM

—e— self-Organizing Maps
—8— Proposed Hybrid Model

small

Medium
Dataset Size

Large

Interpretability Comparison

Scalability (1-5)

Medium
Dataset Sizes

B Standard K-Means
= GMM with EM
BB Self-Organizing Maps
Emm proposed Hybrid Model

Large

o]

Interpretability (1-5)

| W Standard K-Means

s GMM with EM
m Self-Organizing Maps
== proposed Hybrid Model

small

Medium
Dataset Sizes

Figure 2 Performance comparison of different performance factors

Computational efficiency evaluates the time taken for clustering and anomaly detection. The
hybrid model balances high detection accuracy with reasonable computational efficiency,
taking 7 seconds for small, 20.3 seconds for medium, and 60.7 seconds for large datasets.
GMM is slower, requiring 6 seconds for small datasets but increasing significantly to 86
seconds for large datasets due to its iterative optimization process. SOM exhibits the highest
computational cost, with 8.6 seconds for small and 100.9 seconds for large datasets,
reflecting its complexity in high-dimensional data visualization. Standard K-Means is the
fastest, taking only 2.1 seconds for small and 40.7 seconds for large datasets. However, its
speed comes at the cost of accuracy and adaptability. The hybrid model’s optimised use of
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multiple techniques ensures computational efficiency while maintaining high performance,
making it suitable for real-time SAP ERP applications.

4.3.5 Scalability and Interpretability

Scalability assesses the model’s performance as dataset size increases. The hybrid model
scores the highest (5.0 for small and medium datasets, 4.7 for large datasets), demonstrating
its ability to handle large datasets effectively. Standard K-Means also shows strong
scalability (5.0 for small datasets, 3.1 for large datasets) due to its simplicity and low resource
demands. GMM and SOM exhibit lower scalability, scoring 2.6 and 2.2, respectively, for
large datasets, reflecting their limitations in processing high-dimensional and dynamic data.
The hybrid model’s scalable design, leveraging distributed computing and adaptive
clustering, ensures consistent performance across varying dataset sizes, making it ideal for
SAP ERP environments. Interpretability measures how well users can understand and use the
model’s results. The hybrid model and SOM achieve the highest interpretability scores (5.0
across all dataset sizes), thanks to their use of SOM visualizations and intuitive cluster
representations. GMM has moderate interpretability (3.1 to 3.8), as its probabilistic nature
makes it less intuitive for non-technical users. Standard K-Means scores higher (4.0 to 4.7)
due to its simple, centroid-based clusters, but it lacks the advanced visualization capabilities
of the hybrid model. The hybrid model’s combination of high interpretability and advanced
functionality ensures it delivers actionable insights for decision-makers.

4.4 Discussion

The proposed hybrid model integrating GMM with EM, SOM, and adaptive K-Means
demonstrates superior performance across all key metrics compared to baseline techniques,
making it highly effective for real-time anomaly detection and dynamic clustering
optimization in SAP ERP systems. The hybrid model achieves the highest detection accuracy
(up to 94%) and recall (90%), indicating its robustness in identifying anomalies across
datasets of varying sizes. Its precision consistently outperforms the baseline methods,
reducing false positives, which is critical in maintaining data integrity and operational
efficiency in complex ERP environments. This scalability ensures applicability to dynamic,
high-volume ERP data streams. Moreover, the model strikes a balance between
computational efficiency and accuracy, processing large datasets in 60.7 seconds while
maintaining high detection rates. In terms of interpretability, the integration of SOM
visualizations ensures actionable insights for decision-makers, surpassing the usability of
probabilistic and static clustering methods like GMM and Standard K-Means. Overall, the
hybrid model provides a comprehensive solution for SAP ERP systems, addressing
limitations in existing techniques by combining high accuracy, adaptability, and
interpretability with operational efficiency and scalability.

5. Conclusion

The proposed hybrid model successfully overcomes the limitations of traditional and existing
AI/ML clustering techniques by delivering high detection accuracy, scalability, and
interpretability. Its integration of GMM, SOM, and adaptive K-Means offers a dynamic,
ensemble-based approach capable of handling evolving data patterns in SAP ERP systems.
The model’s performance on diverse datasets highlights its robustness and computational
efficiency, ensuring practical applicability in real-time enterprise environments. Moreover, its
interpretability through SOM visualizations provides actionable insights for decision-makers.
While computational complexity may increase with large datasets, the model’s distributed
architecture mitigates this limitation. Overall, the hybrid model offers a scalable, adaptable,
and efficient solution for anomaly detection and dynamic clustering, advancing the state-of-
the-art in SAP ERP analytics.
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