Naseem Masoud Asad et al, International Journal of Computer Science and Mobile Computing, VVol.14 Issue.2, February- 2025, pg. 14-22

Available Online at www.ijcsmc.com

International Journal of Computer Science and Mobile Computing

A Monthly Journal of Computer Science and Information Technology
ISSN 2320-088X

IMPACT FACTOR: 7.056

IJCSMC, Vol. 14, Issue. 2, February 2025, pg.14 — 22

A Highly Secure Method to
Hide DCI In SPWS

Naseem Masoud Asad; Ismail Ghazi Shayeb; Taha Sami Othman

Albalga Applied University, Jordan Amman

DOI: https://doi.org/10.47760/ijcsmc.2025.v14i02.002

Abstract: A simple and efficient method of digital color image steganography will be introduced, the method will
replace the popular color image used as a covering method in most recently existing method by a simple saw tooth
periodic wave signal, this signal can be easily generated, and the size in samples of this signal can be easily
controlled by the selected values of the generation time and the sampling frequency. The covering SPWS samples
will be presented using 64 _bits binary presentation, while the unsigned decimal values of the secret image to be
hidden will be presented using 8_bits binary presentation. Changing the 32 LSBs of the covering samples will not
much affect the sample value, so each sample will be used to hold 4 bytes from the secret image, thus the capacity
hiding will increased and it will equal the size of SPWS in samples multiplied by 4. The proposed method will use a
batch operation to replace-extract the 32 LSBs of the covering samples using only one operation based on the
reshaping process of the binary matrices. The proposed method will be tested using various images, the obtained
results will be used to prove the enhancements provided by the proposed method in the quality and speed of image
steganography.
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Introduction

Digital color image (DCI) [1-10] is one of the most popular digital data type, it is now used in many computer vital
applications, and it may secret, private or it may contains confidential data, so it requires protection to prevent any
hacking attacks. One of the easiest way to protect DCI is image steganography, which means hiding DCI in another
covering media without affecting much the covering media, the holding media (stego ) media will be transmitted
and the receiver will use this media to extract the source hidden DCI [11-16].
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A good stego method must meet the following requirements [17-22]:

The extracted DCI must be the same as the hidden DCI; the mean square error (MSE) [23-29] between them must be
zero, while the peak signal to noise ratio (PSNR) between them must be infinite [30-35].

The stego media must have a high quality, it must be closed to the covering media to eliminate any doubts that the
media is holding a secret data; here the MSE between the covering media and the stego media must be very low,
while the PSNR must be very high.

The method must minimize both the hiding and extracting times and it must maximize the speed of image
steganography [36-40].

Easy to program and easy to implement, the method must use simple hiding and extracting function, the process of
image hiding-extracting must be simplified.

DCI as a secret data type can be easily processed [41-46], it is usually represented by a 3D matrix (one 2D matrix
for each color: red, green and blue) as shown in figure 1, the following DCI processing operations can be easily
implemented [47-53]:

Reshaping the 3D matrix to one row matrix and vise versa.

Converting the decimal values of the image colors to binary to obtain the image binary matrix (IBM), see figure 1
[54-60].

Easy to reshape IBM to 32 columns to get the reshaped IBM (RIBM).

In this paper research we will use a generated saw tooth periodic wave signal (SPWS) as a covering media for the
following reasons:

Easy to generate the SPWS with any size, depending on the selected generation time (t) and the sampling frequency
(fs) we can generate a SPWS with a required size, this size in samples will equal t multiplied by fs.

The samples values are double data type, each sample has a fractional value within the range -1 to +1, the decimal
values of the samples can be easily converted to binary to get the saw tooth signal binary matrix (STBM) as shown
in figure 2.

The 64_bits binary representation of the sample value gives us the ability to use the 32 least significant bits to hide
the DCI bits, each sample will hold 4 bytes from the image, and thus the capacity hiding in bytes will equal the
SPWS size in samples multiplied by 5.

. 3D matrix of decimals
Color image

@ Reshaping to one row matrix

196 196 195 194 193 192 191 191

11000100

11000100 RIEM
11000011 11111110000100010001100101010111

IEM. 11000010 —"> 11111110000100010001100101010001
11000001
11000000
10111111
10111111

Figure 1: DCI presentation
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Source sawtooth Periodic Wave
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& First 8 samples

-1.0000 -0.9800 -0.9600 -0.9400 -0.9200 -0.9000 -0.8800 -0.8600
STBM {} Binary

1011111111110000000000000000000000000000000000000000000000000000
1011111111101111010111000010100011110101110000101000111101011100
1011111111101110101110000101000111101011100001010001111010111000
1011111111101110000101000111101011100001010001111010111000010100
1011111111101101011100001010001111010111000010100011110101110000
1011111111101100110011001100110011001100110011001100110011001101
1011111111101100001010001111010111000010100011110101110000101001
1011111111101011100001010001111010111000010100011110101110000101

QLSB

Figure 2: SPWS presentation

- Changing the 32 LSBs of the sample will not much affect the sample value, the stego sample will be closed to the
covering sample, the MSE between them will be low, while the PSNR will be high as shown in the example
illustrated in figure 3:

sample=0.1379;

binary:
0011111111000001101001101011010100001011000011110010011110111011
DCI bytes: 85 100 97 105

Binarv:

01010101

01100100

01100001

01101001

Reshaped to 32 columns:

00001111011110000001110000001011

Hide message in the 32 LSBs of the sample:
0011111111000001101001101011010100001111011110000001110000001011
New sample value: 0.13790000205356

MSE between old and new values:

4.217092211954765e-018 Low value
PSNR between old and new values:
3.604493287406580e+002 High value

Figure 3: Effectes of replacing the 32 LSBs of the sample value
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Many methods for DCI steganography were introduced, a lot of these methods were based on classical least
significant bit (CLSB) method such as SLSB and DSLSB, these methods shared the following features, and some of
these features require enhancement, these features include [61-69]:

Mostly they use a digital color image as a covering media, this image can too big and some parts of the covering
image may be not used, the proposed method will use a required genertaed SPWS with the required size, the size is
cotrolled by the user by selecting the required values for generation time and sampling frequency [1-10].

The LSBs of the covering bytes are used to hold the secret image, thus each secret byte reures 8 covering bytes, and
the hiding capacity will be limited to the covering image size divided by 8. The proposed method will use the 32
LSBs from the SPWS samples, thus each sample will hold 4 bytes from the secret image, thus the hiding capacity of
the proposed method will be invreased and it will equal the size of SPWS multiplied by 4.

The MSE and PSNR values will get worst when increasing the secret image size, the quality of the stego image will
be negatively affected when increasing the secret image size. The proposed method will keep the quality of stego
SPWS good and the values of MSE and PSNR will good and acceptale even if the size of the secret image is big.
Theses method provid a low speed, the fastest method (CLSB) [1-3] provides an average speed equal 12 K bytes
per second, the proposed method will increase this speed and it will provide a good speed up.

These methods use consicutive covering bytes to hide the image, thus some logical opearions will be required, The
proposed method will apply image hiding in batch way by replacing all the 32 LSBs of the covering samples using
one operation.

The Proposed Method

The hiding process of the proposed wmethod will be implemented applying the following algorithm:
Step 1: Secret image preparation:

Get the secret image to be hidden.

Get the image size.

Resize (if needed) the number of rows or the number of columns to be multiple of 4.
Reshape the image into one row matrix.

Convert the image decimal values to binary to get the image binary matrix (IBM).
Step 2: Stego media preparation:

Select the values of generation time and sampling frequency.

Generat the SPWS.

Get the covering samples with length equal image size divided by 4.

Step 3: DCI hiding:

Convert the covering samples to binary (64 bits each) to get samples binary matrix (SBM).
Reshape IBM to 32 columns matrix to get reshaped IBM (RIBM).

Let all the 32 LSBS in SBM equal RIBM.

Convert back the samples to decimals.

Return back the stego samples to the source covering SPWS to get the stego SPWS.
Save SPWS to be used by the reciever.

Save the DCI dimensions.

The extracting algorith will be implemented applying the following steps:

Step 1: Stego SPWS preparation:

Load the stego SPWS.

Load the image dinenstion.

Calculate the hidden image size.

Step 2: DCI extraction:

Get the stego samples from SPWS with size equal image size divided by 4.

Convert the stego samples to binary to get SBM.

Extract the 32 LSBs from SBM to get RIBM.
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d) Reshape RIBM to 8 colums matrix to get IBM.
e) Convert IBM to decimal to get the image row matrix.
f)  Reshape the image row matrix to 3D matrix to get the secret image.

Implementation and Results Discusion

The proposed method was impleemented using various images, the extracted image was always identical to the
source hiddn image, the MSE between the two images was always zero, while the PSNR value between the two
images was always infinte, figure 4 shows sample images:

Hidden DCI Extracted DCI

MSE=0
PSNR=infinite

Figure 4: Sample images
The quality of the stego SPWS was tested, several images were selcted and each of them was hidden in a SPWS

with 2000001 samples, the MSE and PSNR between the covering and the stego SPWSs were calculated and table 1
shows the obtained quality results:

Table 1: Quality parameters

DCl size (Byte) MSE PSNR

76608 3.708125974158181e-016 3.552683115227314e+002
150396 5.068831523574200e-016 3.521424745056274e+002
172800 4.351447992190292¢-016 3.536684899728178e+002
518400 1.848951361220892e-015 3.392015397582618e+002
1886400 5.521992253687518e-015 3.282603395402969e+002
Remarks Very low High

From table 1 the following can be seen:

MSE value was always low, while PSNR value was always high, this prove the fact that the proposed method
satisfied the quality requirements of good stego method.

Incearsing the image size will keep the stego SPWS in high quality, the MSE value remaned low, while the PSNR
value remained high, the stego SPWS shown in figure 5 is very closed to the source SPWS, this stego SPWS is
holding a big image with size equal 1886400 bytes.

© 2025, 1JCSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden 18



Naseem Masoud Asad et al,

Source sawtooth Periodic Wave

International Journal of Computer Science and Mobile Computing, VVol.14 Issue.2,

February- 2025, pg. 14-22

]
T
=
=3
E
=
0 002 004 006 008 0 012
Time (sec)

Stego sawtooth Periodic Wave
]
T
2
=
E
<

T A B B |

006 008 071 012

Time (sec)
Figure 5: Stego SPWS holding 1886400 bytes of a DCI

The speed of the proposed method was examned, the previous experiment was repeated, the hiding and extarcyting
times were calculated, and using the values of these times and the images sizes the hidding and the extracting

thoughputs (speeds) were calculated and table 2 shows the obtained speed results:

Table 2: Proposed method speed reults

DClI size (Byte) Hiding time | Extracting Hiding throughput | Extracting
(second) time(Second) (K bytes per | throughput (K bytes

second) per second)

76608 0.894 0.535 83.68 139.83

150396 1.683 1.129 87.26 130.08

172800 1.871 1.175 90.19 143.61

518400 5.569 3.67 90.90 137.94

1886400 20.978 12.952 87.81 142.23

Average

560920.8 | 6.199 | 3.8922 | 87.967 | 138.73

The propsed method provided a good speed parametrers, the average hiding speed was equal 87.9 K bytes per
second, while the average extracting speed was equal 138.7 K bytes per second, these results are better than the
results provided by CLSB, the proposed method provided a good speed up comparing with the existing methods

CLSB, SLSB and DSLSB.

Conclusion

A simple and easy to implement method of digital color image steganography was proposed, the method used a saw
tooth periodic wave singnal as a covering media, this signal was created and generated easily, the size of this signal

© 2025, 1JCSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden

19




Naseem Masoud Asad et al, International Journal of Computer Science and Mobile Computing, VVol.14 Issue.2, February- 2025, pg. 14-22

was easily cotrolled by the selcted values of the generation time and the sampling freauency. The SPWS samples
were easily represnted by 64_bits binary numbers, and the 32 LSBs of the covering samples were used to hide the
bits of the secret color image. The proposed method used each sample from the covering SPWS to hold 4 bytes from
the secret image, thus the proposed method increased the hiding capacity of the covering media to reach the
covering media size multiplied by 4. Chamging the 32 LSBs of the covering samples will not much affect the
samples values, the MSE value calculted betwee the source and stego SPWS was always low, even if the image size
is big, while the PSNR value calculated between the covering and stego SPWSs was lways high.

The proposed method was implemented using various images, the obtained results proved that the proposed method
satisfied the quality requirements of good stego method, the speed of image steganography was enhanced, and the
proposed method provided a speed up comparing with other existing methods of image steganography.
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