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Abstract— Computing Internet services and applications have become an inextricable part of daily life,
enabling communication and the management of personal information from anywhere. To accommodate this
increase in application and data complexity, web services have moved to a multitier design wherein the web
server runs the application front-end logic and data are outsourced to a database or file server. In this report,
we present Network Intrusion Detection System that models the network behavior of user sessions across
both the front-end web server and the back-end database. By monitoring both web and subsequent database
requests, we are able to ferret out attacks that independent IDS would not be able to identify. Furthermore,
we quantify the limitations of any multitier IDS in terms of training sessions and functionality coverage.
We implement Intrusion Detection System using an Apache web server with MySQL and lightweight
virtualization. It is a system used to detect attacks in multitier web services. Our approach can create
normality models of isolated user sessions that include both the web front-end (HTTP) and back-end (File or
SQL) network transactions. To achieve this, we employ a lightweight virtualization technique to assign each
user’s web session to a dedicated container, an isolated virtual computing environment. We can use the
container ID to accurately associate the web request with the subsequent DB queries. Thus, Network
Intrusion Detection System can build a causal mapping profile by taking both the web server and DB traffic
into account.
Keywords— Anomaly detection, virtualization, multitier web application
I. INTRODUCTION
We present an Intrusion Detection System, a system used to detect attacks in multi-tiered web services. Our
approach can create normality models of isolated user sessions that include both the web front-end (HTTP) and
back-end (File or SQL) network transactions. To achieve this, We employ a lightweight virtualization technique
to assign each user's web session to a dedicated container, an isolated virtual computing environment. We use the
container ID to accurately associate the web request with the subsequent DB queries. Thus, Network Intrusion
Detection System can build a causal mapping profile by taking both the web server and DB traffic into account.
II. LITERATURE SURVEY

A network Intrusion Detection System can be classified into two types: anomaly detection
and misuse detection. Anomaly detection first requires the IDS to define and characterize the
correct and acceptable static form and dynamic behavior of the system, which can then be
used to detect abnormal changes or anomalous behaviors [10], [11]. The boundary between
acceptable and anomalous forms of stored code and data is precisely definable. Behavior
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models are built by performing a statistical analysis on historical data [12], [17], [20] or by
using rule-based approaches to specify behavior patterns [19]. An anomaly detector then
compares actual usage patterns against established models to identify abnormal events. Our
detection approach belongs to anomaly detection, and we depend on a training phase to build
the correct model. As some legitimate updates may cause model drift, there are a number of
approaches [18] that are trying to solve this problem. Our detection may run into the same
problem; in such a case, our model should be retrained for each shift. Intrusion alerts
correlation [17] provides a collection of components that transform intrusion detection sensor
alerts into succinct intrusion reports in order to reduce the number of replicated alerts, false
positives, and non-relevant positives. It also fuses the alerts from different levels describing a
single attack, with the goal of producing a succinct overview of security-related activity on
the network. It focuses primarily on abstracting the low-level sensor alerts and providing
compound, logical, high-level alert events to the users. Our IDS differs from this type of
approach that correlates alerts from independent IDSs. Rather, our IDS operates on multiple
feeds of network traffic using single IDS that looks across sessions to produce an alert
without correlating or summarizing the alerts produced by other independent IDSs.
An IDS such as in [16] also uses temporal information to detect intrusions. Our IDS,
however, does not correlate events on a time basis, which runs the risk of mistakenly
considering independent but concurrent events as correlated events. Our IDS does not have
such a limitation as it uses the container ID for each session to causally map the related
events, whether they are concurrent or not. Virtualization is used to isolate objects and
enhance security performance. Full virtualization and para-virtualization are not the only
approaches being taken. An alternative is a lightweight virtualization, such as OpenVZ [2],
Parallels Virtuozzo [3], or Linux-VServer [15]. In general, these are based on some sort of
container concept. With containers, a group of processes still appears to have its own
dedicated system, yet it is running in an isolated environment. On the other hand, lightweight
containers can have considerable performance advantages over full virtualization or paravirtualization. Thousands of containers can run on a single physical host. There are also some
desktop systems [14], [15] that use lightweight virtualization to isolate different application
instances. Such virtualization techniques are commonly used for isolation and containment of
attacks. However, in our IDS, we utilized the container ID to separate session traffic as a way
of extracting and identifying causal relationships between web server requests and database
query events.
III. PROBLEM STATEMENT
There are four major attacks will be possible on the multi-tier web based applications.
Privilege Escalation Attack
Let’s assume that the website serves both regular users and administrators. For a regular user, the web
request Ru will trigger the set of SQL queries Qu for an administrator, the request Ra will trigger the set of admin
level queries Qa. Now suppose that an attacker logs into the web server as a normal user, upgrades his/her
privileges, and triggers admin queries so as to obtain an administrator's data. This attack can never be detected
by either the web server IDS or the database IDS since both Ru and Qa are legitimate requests and queries. Our
approach, however, can detect this type of attack since the DB query Qa does not match the request Ru,
according to our mapping model. Fig. 3.1 shows how a normal user may use admin queries to obtain privileged
information.

Fig. 3.1 Privilege Escalation Attack.
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Hijack Future Session Attack
This class of attacks is mainly aimed at the web server side. An attacker usually takes over the web
server and therefore hijacks all subsequent legitimate user sessions to launch attacks. For instance, by
hijacking other user sessions, the attacker can eavesdrop, send spoofed replies, and/or drop user requests. A
session-hijacking attack can be further categorized as a Spoofing/Man-in-the-Middle attack, an Exfiltration
Attack, a Denial-of-Service/Packet Drop attack, or a Replay attack. Fig. 3.2 illustrates a scenario wherein a
compromised web server can harm all the Hijack Future Sessions by not generating any DB queries for
normal-user requests. According to the mapping model, the web request should invoke some database
queries, and then the abnormal situation can be detected. However, neither a conventional web server IDS
nor a database IDS can detect such an attack by itself. Fortunately, the isolation property of our container
based web server architecture can also prevent this type of attack. As each user's web requests are isolated
into a separate container, an attacker can never break into other user's sessions.

Fig. 3.2 Hijack Future Session Attack
SQL Injection Attack
Attacks such as SQL injection do not require compromising the web server. Attackers can use existing
vulnerabilities in the web server logic to inject the data or string content that contains the exploits and then
use the web server to relay these exploits to attack the back-end database. Since our approach provides twotier detection, even if the exploits are accepted by the web server, the relayed contents to the database server
would not be able to take on the expected structure for the given web server request. For instance, since the
SQL injection attack changes the structure of the SQL queries, even if the injected data were to go through
the web server side, it would generate SQL queries in a different structure that could be detected as a
deviation from the SQL query structure that would normally follow such a web request. Fig. 1.3 illustrates
the scenario of a SQL injection attack.

Fig. 3.3 SQL Injection Attack.
Direct DB Attack
It is possible for an attacker to bypass the web server or firewalls and connect directly to the database.
An attacker could also have already taken over the web server and be submitting such queries from the web
server without sending web requests. Without matched web requests for such queries, a web server IDS
could detect neither. Furthermore, if these DB queries were within the set of allowed queries, then the
database IDS it would not detect it either. However, this type of attack can be caught with our approach since
we cannot match any web requests with these queries. Fig. 3.4 illustrates the scenario wherein an attacker
bypasses the web server to directly query the database.

Fig. 3.4 Direct DB Attack.
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IV. SYSTEM DESIGN
Architecture and Confinement
All network traffic, from both legitimate users and adversaries, is received intermixed at the same web server.
If an attacker compromises the web server, he/she can potentially affect all future sessions (i.e., session hijacking).
Assigning each session to a dedicated web server is not a realistic option, as it will deplete the web server
resources. To achieve similar confinement while maintaining a low performance and resource overhead, we use
lightweight virtualization. In our system design, we make use of lightweight process containers, referred to as
“containers,” as ephemeral, disposable servers for client sessions. It is possible to initialize thousands of
containers on a single physical machine, and these virtualized containers can be discarded, reverted, or quickly
reinitialized to serve new sessions.
A single physical web server runs many containers, each one an exact copy of the original web server. our
approach dynamically generates new containers and recycles used ones. As a result, a single physical server can
run continuously and serve all web requests. However, from a logical perspective, each session is assigned to a
dedicated web server and isolated from other sessions. Since we initialize each virtualized container using a readonly clean template, we can guarantee that each session will be served with a clean web server instance at
initialization. We choose to separate communications at the session level so that a single user always deals with
the same web server. Sessions can represent different users to some extent, and we expect the communication of a
single user to go to the same dedicated web server, thereby allowing us to identify suspect behavior by both
session and user. If we detect abnormal behavior in a session, we will treat all traffic within this session as tainted.
If an attacker compromises a vanilla web server, other session's communications can also be hijacked. In our
system, an attacker can only stay within the web server containers that he/she is connected to, with no knowledge
of the existence of other session communications. We can thus ensure that legitimate sessions will not be
compromised directly by an attacker.
Classic three-tier model
The webserver acts as the front end, with the file and database servers as the content storage back end. Fig.
4.1 illustrates the classic three-tier model. At the database side, we are unable to tell which transaction
corresponds to which client request. The communication between the web server and the database server is not
separated, and we can hardly understand the relationships among them. In practice, we are unable to build such
mapping under a classic three-tier setup. Although the web server can distinguish sessions from different clients,
the SQL queries are mixed and all from the same web server. It is impossible for a database server to determine
which SQL queries are the results of which web requests, much less to find out the relationship between them.
Even if we knew the application logic of the web server and were to build a correct model, it would be impossible
to use such a model to detect attacks within huge amounts of concurrent real traffic unless we had a mechanism to
identify the pair of the HTTP request and SQL queries that are causally generated by the HTTP request.

Fig. 4.1 Classic three-tier model.
Container based Model
Within our container-based web servers, it is a straightforward matter to identify the causal pairs of web
requests and resulting SQL queries in a given session. Moreover, as traffic can easily be separated by session, it
becomes possible for us to compare and analyze the request and queries across different sessions. Fig. 4.2 depicts
how communications are categorized as sessions and how database transactions can be related to a corresponding
session. According to Fig. 4.2, if Client 2 is malicious and takes over the webserver, all subsequent database
transactions become suspect, as well as the response to the client. By contrast, according to Fig. 4.2, Client 2 will
only compromise the VE 2, and the corresponding database transaction set T2 will be the only affected section of
data within the database.
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Fig. 4.2 Web server instances running in containers.
We put sensors at both sides of the servers. At the web server, our sensors are deployed on the host system
and cannot be attacked directly since only the virtualized containers are exposed to attackers. Our sensors will not
be attacked at the database server either, as we assume that the attacker cannot completely take control of the
database server. In fact, we assume that our sensors cannot be attacked and can always capture correct traffic
information at both ends. Fig. 5.2 shows the locations of our sensors.
V. MODELING DETERMINISTIC MAPPING AND PATTERNS
This container-based and session-separated web server architecture not only enhances the security
performances but also provides us with the isolated information flows that are separated in each container session.
It allows us to identify the mapping between the web server requests and the subsequent Database queries, and to
utilize such a mapping model to detect abnormal behaviors on a session/client level. In typical three-tiered web
server architecture, the web server receives HTTP requests from user clients and then issues SQL queries to the
database server to retrieve and update data. These SQL queries are causally dependent on the web request hitting
the web server. We want to model such causal mapping relationships of all legitimate traffic so as to detect
abnormal/attack traffic. Once we build the mapping model, it can be used to detect abnormal behaviors. Both the
web request and the database queries within each session should be in accordance with the model. If there exists
any request or query that violates the normality model within a session, then the session will be treated as a
possible attack.
Due to their diverse functionality, different web applications exhibit different characteristics. Many websites
serve only static content, which is updated and often managed by a Content Management System (CMS). For a
static website, we can build an accurate model of the mapping relationships between web requests and database
queries since the links are static and clicking on the same link always returns the same information. However,
some websites (e.g., blogs, forums) allow regular users with non-administrative privileges to update the contents
of the serve data. This creates tremendous challenges for IDS system training because the HTTP requests can
contain variables in the pass parameters.
Deterministic Mapping
This is the most common and perfectly matched pattern. That is to say that web request Rm appears in all
traffic with the SQL queries set Qn. The mapping pattern is then Rm → Qn (Qn ≠ θ). For any session in the testing
phase with the request Rm, the absence of a query set Qn matching the request indicates a possible intrusion. On
the other hand, if Qn is present in the session traffic without the corresponding Rm, this may also be the sign of an
intrusion. In static websites, this type of mapping comprises the majority of cases since the same results should be
returned for each time a user visits the same link.
Empty Query Set
In special cases, the SQL query set may be the empty set. This implies that the web request neither causes nor
generates any database queries. For example, when a web request for retrieving an image GIF file from the same
web server is made, a mapping relationship does not exist because only the web requests are observed. This type
of mapping is called Rm → θ. During the testing phase, we keep these web requests together in the set EQS.
No Matched Request
In some cases, the web server may periodically submit queries to the database server in order to conduct some
scheduled tasks, such as cron jobs for archiving or backup. This is not driven by any web request, similar to the
reverse case of the Empty Query Set mapping pattern. These queries cannot match up with any web requests, and
we keep these unmatched queries in a set NMR. During the testing phase, any query within set NMR is
considered legitimate. The size of NMR depends on web server logic, but it is typically small.
Nondeterministic Mapping
The same web request may result in different SQL query sets based on input parameters or the status of
the web page at the time the web request is received. In fact, these different SQL query sets do not appear
randomly, and there exists a candidate pool of query sets (e.g., {Qn,Qp,Qq ...}). Each time that the same type of
web request arrives, it always matches up with one (and only one) of the query sets in the pool. The mapping
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pattern is Rm → Qi (Qi є {Qn,Qp,Qq ...}). Therefore, it is difficult to identify traffic that matches this pattern. This
happens only within dynamic websites, such as blogs or forum sites. Fig. 5.1 illustrates all four mapping patterns.

Fig. 5.1 Overall representation of mapping patterns
VI. ALGORITHM
Algorithm Name: Static Model Building Algorithm
Require: Training Data set, Threshold t
Ensure: The Mapping Model for static website
1. For each session separated traffic Ti do.
2. Get different HTTP requests r and DB queries q in this session.
3. for each different r do.
4. If r is a request to static file then.
5. Add r into set EQS.
6. Else
7. If r is not in set REQ then
8. Add r into REQ.
9. Append session ID i to the set ARr with r as the key.
10. for each different q do
11. If q is not in set SQL then
12. Add q into SQL
13. Append session ID i to the set AQq with q as the key
14. For each distinct HTTP request r in REQ do
15. For each distinct DB query q in SQL do
16. Compare the set ARr with the set AQq
17. If ARr = AQq and Cardinality (ARr) > t then
18. Found a Deterministic mapping from r to q
19. Add q into mapping model set MSr of r
20. Mark q in set SQL
21. Else
22. Need more training sessions.
23. Return False.
24. For each DB query q in SQL does.
25. If q is not marked then
26. Add q into set NMR.
27. for each HTTP request r in REQ do.
28. If r has no deterministic mapping model then
29. Add r into set EQS.
30. Return True.
VII.
RESULT
Experimental dataset
We conducted model building experiments for dynamic blog website. We obtained 329 real user traﬃc
sessions from blog under daily workloads. During this seven day phase, we made our website available only to
internal users to ensure that no attacks would occur . Then we generate 20 attack traﬃc sessions mixed with these
legitimate sessions, and the mixed traﬃc was used for detection. The model building for a dynamic website is
© 2015, IJCSMC All Rights Reserved

379

Ratnakar S Jagale et al, International Journal of Computer Science and Mobile Computing, Vol.4 Issue.1, January- 2015, pg. 374-382

diﬀerent from that for a static one. We ﬁrst manually listed nine common operations of the website, which are
presented in Table 7.1 In each session, we put only a sing le operation, which we iterated 50 times with diﬀerent
values in the parameters. Finally, We obtained separate models f or each sing le operation.

Table 7.1 Single operation model dataset.
Test Cases and Results
Test case is a commonly used term for a specific test. It consists of information such as test steps,
verification steps, prerequisites, outputs, test environment, etc. It is a set of inputs, execution preconditions and
expected outcomes. Test cases are executed against software products, and then expected outcomes are compared
with actual results to determine test has failed or passed. The test cases to be verified for the project as per
mentioned below:

Table 7.2 Test cases and Results.

Comparative Result
One of the primary concerns for a security system is its performance overhead in terms of latency.
In our case, even though the containers can start within seconds, generating a container on the fly to
serve a new session will increase the response time heavily. To alleviate this, we created a pool of
web server containers for the forthcoming sessions akin to what Apache does with its threads. As
sessions continued to grow, our system dynamically instantiated new containers. Upon completion of
a session, we recycled these containers by reverting them to their initial clean states. We evaluated the
overhead of our container-based server against a vanilla web server. For the http load evaluation, we
used the rate of five (i.e., it emulated five concurrent users). we tested under the parameters of 100,
200, and 400 total fetches, as well as 3 and 10 seconds of fetches. For example, in the 100-fetches
benchmark, http load fetches the URLs as fast as it can 100 times. Similarly, in the 10-seconds
benchmark, http load fetches the URLs as fast as it can during the last 10 seconds. we picked 15 major
URLs of the website and tested them against both servers. Fig. 8.1 shows our experiment results.
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Fig 7.1 Performance evaluation using http load.
VIII.
CONCLUSIONS
We presented an intrusion detection system that builds models of normal behavior for multitier web
applications from both front-end web (HTTP) requests and back-end database (SQL) queries. Unlike previous
approaches that correlated or summarized alerts generated by independent IDSs, Network IDS forms containerbased IDS with multiple input streams to produce alerts. We have shown that such correlation of input streams
provides a better characterization of the system for anomaly detection because the intrusion sensor has a more
precise normality model that detects a wider range of threats. We achieved this by isolating the flow of
information from each web server session with a lightweight virtualization. Furthermore, we quantified the
detection accuracy of our approach when we attempted to model static and dynamic web requests with the backend file system and database queries. For static websites, we built a well correlated model, which our
experiments proved to be effective at detecting different types of attacks. Moreover, we showed that this held
true for dynamic requests where both retrieval of information and updates to the back-end database occur using
the web server front end. When we deployed our prototype on a system that employed Apache web server, a
blog application, and a MySQL back end, our IDS was able to identify a wide range of attacks with minimal
false positives. As expected, the number of false positives depended on the size and coverage of the training
sessions we used. Finally, for dynamic web applications, we reduced the false positives to 0.6 percent.
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