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Abstract— There are persistent rumors about counterfeit money all across the world. There is a massive loop
of producing counterfeit currency that is developing alongside technology. Counterfeit currency production
has gotten easier and more advanced day by day, so the detection process has gotten more challenging.
Utilizing a variety of user-friendly counterfeit detection tools or software is the only method to stop fraud.
Many people still do not have access to these softwares or tools for detecting fakes. Therefore, some of these
programs or tools are not accurate, dependable, and free. This paper describes a potential software solution
for detecting fake Bangladeshi banknotes. The most important thing is that it is totally free of cost and usable
by all average people. The primary purpose of this software is to identify different currencies and determine
whether it is real or fake. In this paper, Convolutional Neural Network (CNN) and FLANN-based Matcher
with the Scale-Invariant Feature Transform (SIFT) algorithms have been implemented in the deep learning
process to recognize the currency and determine whether it is genuine or counterfeit, to make the entire
process functional. 1, 2, 5, 10, 20, 50, 100, 200, 1000, and 5000 notes from Bangladesh have been used in this
research. One of the most suitable methods to detect fake currency is color-changeable holographic thread,
The Portrait of Bangabandhu Sheikh Mujibur Rahman and “Bangladesh Bank (in Bengali)” written on the
level of intaglio ink, printed hidden below the middle of the note, “Amount in Bengali” at the right bottom of
the note, Some parallel lines or objects of intaglio ink, and color changeable ink OVI and SPARK.
Additionally, this procedure makes it possible to quickly identify fake money. To make the system quick and
easy for everyone, the entire system has been developed into a mobile based and as well as a web-based
application.

Keywords— Deep Learning, Feature Extraction, Keypoint Detection, SIFT, CNN

I. INTRODUCTION

The race to modernity is underway all around the globe, and everyone is chasing after it. Modernity entails
the introduction of new technology, and everyone has improved their life much easier as a result of this
technology. However, some people are using this technology to manipulate for nefarious purposes. Making
counterfeit notes with the aid of technology appears to have turned into a profitable business. There are 180
different currencies in use around the world [1]. Each note has unique security features and a different size [2],
making it easy to recognize or comprehend which currency belongs to which country and how much does this
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costs. Counterfeiting of currency notes has now become a noticeable issue in all countries, and the number of
counterfeit notes is growing day by day. Detecting counterfeit notes has become a tough challenge to the world.
Because counterfeit and genuine notes have the same appearance.

There are a variety of technologies or systems available today for detecting counterfeit notes. These devices
are rather large, making it challenging to move them from one place to another. However, 6.64 billion people
use smartphones out of 7.8 billion inhabitants [3][4]. In Bangladesh, this number is 53.3 million [4]. So, if this
fake note detection system is built into our smartphones, then fake notes can be easily detected in any location
or situation. That’s how, the technology discussed in this paper to detect fake notes through smartphones can be
made available to all.

I1. MOTIVATION

Fake currency has a negative impact all around the world. In addition, it has had a significant impact on
Bangladesh. Crores of counterfeit money have been seized in various regions of the country, according to the
media [5][6][7][8][9]. Many people are getting benefits by producing bogus notes, while many others are losing
their valuables. Some security features can be utilized to distinguish between genuine and counterfeit notes [2].
However, not everyone is knowledgeable and reachable about these security features, and counterfeit notes
remain a persistent concern.

I11.LITERATURE REVIEW

Our research focuses on "Bangladeshi Currency Identification and Fraudulence Detection Using Deep
Learning and Feature Extraction™ and our objective is to make a system for identifying fake currency available
to all regular people. We implemented the Deep Learning Algorithm Convolutional Neural Network to identify
Bangladeshi banknotes (CNN) [10]. The only thing that can be quickly determined is how much money is
contained in Bangladeshi banknotes. A FLANN-based Matcher using the Scale-Invariant Feature Transform
(SIFT) technique has been utilized to detect whether the banknote is real or fake [11]. Many researchers have
devoted a lot of time to researching various methods for identifying fake currency.

TABLE |
TABLE OF LITERATURE REVIEW
Author Year Technique Currency Characteristics

[12] Pallavi S, | 2022 | ML-CNN model developed | India: 200 Rupee Feature extractor, manually
Pooja N et al. utilizes the vgg16 validating

architecture
[13] Sourabh | 2022 | Image processing using India: 100, 200, 500, and 2000 | Image Acquisition, Noise
Kudalkar, MATLAB Rupees Removal, Gray Scale
Pratik Patil, Conversion, Edge Detection,
Niranjan Segmentation, and Feature
Shirdhone Extraction
[14] César G. | 2021 | Comparison of four transfer | Colombia: 2k, 5k, 10k, 20k, Holograms, Magnetic strips,
Pachdn et al. learning-based models 50k, and 100k Peso and Security features
[15] Rahnuma | 2021 | CNN architecture includes Bangladesh: 2, 5, 10, 20, 50, Real-time recognition
Tasnim, Sadia two separate sections which | 100, 500 & 1000 Taka accuracy in white & complex
Tasnuva are automatic feature background
Pritha et al. extraction methods and

classification
[16] Md. 2021 | Faster R-CNN inception V2 | Bangladesh: 1, 2, 5, 10, 20, Region of interest, hyper-
Tobibul Islam coco-2018 model 50, 100, 500 and 1000 Taka parameter, normalizing
et al.
[17] V. 2020 | CNN architectures using India: 10, 20, 50, 100, 200, Recognition, extraction, and
Veeramsetty transfer learning 500, and 2000 Rupee identification of currency note
etal. features
[18] 2020 | Candidate detection and South Korea: 10, 50, 100, Handcrafted and Deep feature
Chanhum verification by Faster R- 500, 1000, 5000, 10000,
Park, Se CNN (VGG-16 and Resnet- | 50000 KRW
Woon Cho et 18) Jordan: 1 girsh, 5, 10 piastres,
al. 1/4,1/2,1, 5, 10, 20 dinars
[19] Devid 2020 | ORB (Oriented FAST and India: 10, 20, 50, 100, 500, Bleed line, Watermarking,
Kumar, Rotated BRIEF) and and 1000 Rupees Security Thread, Intaglio
Surendra Brute-Force matcher Printing, Latent image, Micro
Chauhan approach to extract the lettering, Optically variable

feature Ink
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[20] S Naresh | 2020 | Deep Convolutional India: 200, 500, and 2000 Edge detection, segmentation,
Kumar, Neural Network (Deep Rupees and pattern matching
Gaurav Singal CNN)
etal.
[21] Santosh 2020 | Feature detection and India: 500 and 2000 Rupee Latent Image, Devanagari
Gopane, classification is performed Script, Security Thread,
Radhika using a support vector Denominational Number,
Kotecha machine (SVM) Identification Mark
[22] P. Selvi 2020 | CNN-based framework India: 5, 10, 20, 50, 100, 200, | Thresholding, Noise
Rajendran (e.g. Alexnet, Googlenet, 500, and 1000 rupees and 1, 2, | evacuation
and Dr. T. P. VGGNet, Resnet-50) 5, 10, 25, 50 paise, and 1
Anithaashri rupee coins
[23] Md. 2019 | Keypoints detection and Bangladesh: 2, 5, 10, 20, 50, Keypoint feature matching
Ferdousur Description Extraction 100, 500 and 1000 Taka
Rahman (SIFT, SURF, ORB,
Sarker et al. BRISK)
[24] Vivek 2019 | Mean intensity of RGB India: 500 and 2000 Rupee Grayscale, Edge detection,
Sharan, channels Segmentation, Feature
Amandeep extraction
Kaur
[25] Ankur 2018 | KNN implementation using | US: 5, 10, and 20 Dollars Greyscale Computation,
Saxena et al. MATLAB Binarizing
[26] Tushar 2017 | Feature extraction of India: 500 and 2000 Rupee Security Thread, Serial
Agasti et al. images is a challenging task Number, Latent Image,

in digital image processing Watermark, Identification

Mark

[27] P. 2017 | HSV techniques are used to | India: 10, 20, 50, 100, 500, Image segmentation, Feature
Ponishjino, saturate the value of an and 2000 Rupee extraction
Kennet input image
Antony et al.

From the above literature review, it is clearly visible that many researchers have detected the currencies of
their countries using various techniques. But the fake note detection technique used in this paper is different
from all others and we have worked with Bangladeshi 200 Tk notes which no one has done before. And the
technique presented in this paper is capable of detecting fake notes very quickly.

1V.RESEARCH METHODOLOGY

A. Introduction

Bangladesh is one of the most counterfeit notes effected nation. It has been observed infrequently that fake
notes are used to smuggle money from one nation into another [28][29][30]. It is constantly hurting a large
number of individuals. The only way to reduce this problem is to equip everyone with an easy and compact
counterfeit note detection system. So, the research objective is to develop a software that can detect fake
currency and can be used by common people on their smartphones.

B. Data Collection Procedure

Data collection is the most crucial step of research. The accuracy of the research depends on good quality and
quantity of data. The type of data used in this research is basically image data. We didn’t collect any data from
the internet that’s why we had to organize everything on our own. Some of these notes are not widely available,
so we had to suffer a little bit to collect them. The Bangladeshi currency notes are updated every few years [31].
It was really challenging to collect every updated note. After collecting all the notes, we took pictures of them
using a mobile phone. We thought using a mobile phone is the best way to collect data because this software
will be mainly used on mobile phone. After collecting the data, we divided them into two parts. One data set is
for testing another one is for training purposes. A total of 10 types of notes have been used in this research. They
are 1 taka, 2 taka, 5 taka, 10 taka, 20 taka, 50 taka, 100 taka, 200 taka, 500 taka and 1000 taka notes.

C. Proposed Methodology

There are two steps to the entire counterfeit note identification process. The process of identifying the note
will be completed first, and then its authenticity will be determined. Now, a brief description of how this
counterfeit note identification system works follow:

© 2023, 1JCSMC All Rights Reserved 3
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1) Currency ldentification:

1.1) Dataset of Image: The banknote image serves as the data for the counterfeit note-detecting system.
It has been divided into two parts after gathering photos of Bangladeshi banknotes. Datasets for
testing and training. Additionally, they have been leveled by gathering photos of all the notes.

1.2) Pre-processing: The notes that have been gathered are not all in the same format or size. As a
result, all of the photographs have the same size and format in order to improve accuracy. The
image has been formatted and reduced in size to (250 * 120) pixels (.jpg). Additionally, as
demonstrated in Fig. 3, the image's pixel value has been adjusted.

1.3) Apply CNN Model: Convolutional Neural Network (CNN) model, which uses a deep learning
technique, was applied in this study. Convolutional Neural Network (CNN) was used in this
experiment to recognize Bangladeshi notes. TensorFlow and Keras are also utilized in the
background to implement the model and the Adam optimizer. created CNN layers using the
Pooling layer, Con2d layer, and activation layer as well. and achieved 90% accuracy, which is
sufficient to identify notes.

1.4) Store Trained Model: After the model train, the model is saved in h5 format [32]. And later, using
this model, the fake note detection system will be able to recognize Bangladesh currency quickly.

Image Acquisition
Dataset of Image

l Pre-processing

Pre-processing ¢

v Predict Class Using Trained Model

Apply CNN Model

v Currency Recognized

Train Data /

Image Segmentation Train Image Segmentation
v

Store in h5 File 1 v v
RGB to Grayscale RGB to Grayscale

A 4 \ 4

Resizing Resizing

v \ 4

Detect Keypoints Detect Keypoints

—

Feature Matching

Result <

Fig. 1 Overview of the main processing stages
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2) Counterfeit Currency Detection:

2.1) Image Pre-processing: Every time a picture is entered into the system, its size is modified to a
fixed size of (250 * 120) pixels. Then transform the image into an array. Due to the fact that the
h5 model that we have saved accepts array input. The array has also been normalized so that each
pixel's value falls inside (0-255).

[[[0.3137255 ©.27450982 ©.16862746]
[0.4392157 6.39687844 9.21960784]
[0.44765883 8.48392157 8.22745898]

[0.69803922 8.07450981 9.08235294]
[8.18988392 6.89411765 ©.89819688]
[0.09019668 §.006666667 §.006066667]]

0.4 .3647659 9.2509804 ]
[0.43529412 9,39215687 9.21566628]
[0.4392157 ©.39687844 ©.21966784]

(8.10196679 5.06666667 8.84705882]
[0.09619688 5.06606667 8.07456981]
[6.88235294 0.85882353 9.05882353]]

[[®.34901962 ©.3137255 ©.18431373]
[0.42352942 ©.38039216 ©.20392157]
[0.4392157 0.39687844 0.21960784]

[0.32156864 9,28235295 ©.14509805)
(0. 19687843 8.16878432 9.89411765)
[0.63921569 6.81568628 .815686281]

Before After

Fig. 2 Converting image to an array

2.2) Predict Currency: The Bangladeshi Taka note that is distributed will indicate how much Taka
note is available in the system and will be predicted from the model. We can quickly determine
how many Taka's notes we have with the aid of the model we built using the Convolutional
Neural Network (CNN).

2.3) Image Segmentation: The process of breaking up a digital image into various segments, or groups
of pixels, is known as image segmentation. A digital image can be quickly segmented into
separate portions using image segmentation. We'll segment the image into various segments and
pick out the important elements of each section independently. In order to improve our accuracy.

Fig. 3 Segmented Images

2.4) Grayscale Conversion: All of the photographs of Bangladeshi cash that we have gathered are
RGB, or color, images. On the other hand, the notes provided for system checking are color
graphics. Therefore, we must now turn this color or RGB image into a grayscale one. When the
image is converted to grayscale, there will only be one color available for each pixel. In contrast
to grayscale photos, RGB or color images have three colors. Red, green, and blue are the three
colors that make up an RGB image [33]. An image that is grayscale only has two channels: black
and white [33].

© 2023, 1JCSMC All Rights Reserved 5
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Fig. 4 RGB to Grayscale

Fig. 5 RGB color coding per pixel

191

Fig. 6 Grayscale color coding per pixel

2.5) Resize Image: Each Bangladeshi note is a different size from the others in terms of size.
Additionally, the characteristics vary greatly from one to the next. So, that the counterfeit note-
detecting system can provide improved accuracy. This research altered the note sizes to the proper
sizes.

2.6) Keypoints Detection: Using SIFT (Scale-Invariant Feature Transform) keypoint detection,
preprocessing is performed before first identifying the keypoints of the input image for possible
recognition. A counterfeit note detection system's fastest keypoints can be found using the SIFT
technique. Keypoints essentially function by identifying some interesting points inside an image's
pixels. No matter how you scale the image, you ought to still be able to locate those locations
since they are scale-invariant. To recognize fake notes, just look for the keypoints that SIFT can
detect.

2.7) Feature Matching: The problem that arises after keypoint detection is called keypoints matching
or feature matching. One of the quickest feature-matching algorithms is the FLANN-based

© 2023, 1JCSMC All Rights Reserved 6
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Matcher. Fast Library for Approximate Nearest Neighbors is referred to as FLANN. It includes a
selection of enhanced methods for high dimensional features and quick nearest neighbor search in
big datasets. This allows us to count the number of critical details that match the two photos.

Fig. 8 Matching feature of intaglio ink uneven print

D. Implementation Requirements

On a machine with the following configuration, tests were run throughout:
CPU: Intel i5-7200U 3.1GHz
GPU: Intel HD Graphics 620 and
AMD ATI Radeon HD 8670A/8670M/8690M
RAM: 8 GB DDR4
Operating System: KDE neon

V. RESULTS AND DISCUSSION

A. Experimental Setup

Some aspects of building up a system to detect fake currency have been noted in great detail. An explanation
of how to configure this entire system, or how to configure this system for an experiment, may be found below:

v' First, all the data must be collected accurately. As all images used in this research are images of various
Bangladeshi notes, they were collected from various places and banks. Then captured with the help of
smartphones.

v/ Training the data is the next issue that arises. It takes a lot of powerful computers, including CPUs,
graphics cards, RAM, and hard drives, to train a deep learning model. Deep learning models can be
trained rapidly and effectively if all of these pieces of equipment are well-configured. Additionally,
working takes a long time if there is a scarcity. Because of this, Google Colab is used in this study to
train the models. due to Google Colab's widespread use, popularity, and quick, simple setup. In order to
maximize performance, Google Colab and Google's own GPU are employed here.

v' The FLANN-based Matcher algorithm combined with the sift algorithm was used in this system to
assess whether the note was genuine or fake, which was a crucial step and decided to develop this code
system using Spyder IDE. The most potent IDE is Spyder, particularly for image processing.
Additionally, the system as a whole is quite effective at spotting fraudulent notes.

© 2023, 1JCSMC All Rights Reserved 7
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B. Model Summary

In order to identify false notes, this study used a Convolutional Neural Network (CNN), a component of a
deep learning algorithm. The model employs a hierarchical structure with levels for the Adam optimizer and
conv2d, maxPooling2, and then a flatten layer as the final step. There are four tiers in CNN. Wrap these layers
in a dense layer, flatten layer to finish. As a result, this model has a 90% accuracy rate.

train_acc vs val_acc
— ftrain

— val
096 -

094 -

092 -

accuracy

0.90 -

088 -

086 -

0 5 10 15 20 x5 30 £ 40
num of Epochs

Fig. 9 Training vs Validation accuracy

train_loss vs val_loss

20+ — ftrain
— wal
18 -

16 -

14 -

loss

10 -

0.8 -

0.6 -

15 20 L3 0 35 40
num of Epochs

=
i
=
(=]

Fig. 10 Training vs Validation loss
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C. Control Flow

-
Single Banknote’s Image Currency
Image Preprocessing Recognized
\ —
N ;\
Color changeable Keypomts & Feature

holographic thread Matching |
J/

Image
~
[ Color changeable mk OVI and

Segmentation
SPARK

Condition

.

t|fm++
f ;
Condition [ Calculation ]
The Portrait of Bangabandhu
Sheikh Mujibur Rahman
N
Parallel lines or some objects
of intaglio ink Condition -
@ f t
t|fm++ t| fm++
- f Genuine Note
Condition
"I WIS written on
the level of intaglio ink
Fake Note

~N
"Bangla number" at the
bottom right of the note
Condition A °
f

t |[fm++
t|fm++
- £ True=t
Print hidden below the middle Condition False =f
of the note ) Feature matching count = fm++

Fig. 11 Control Flow Diagram

How the entire system of counterfeit note detection will work is shown in Fig. 11 is shown in the middle of
the control flow diagram. Each note in Bangladesh includes some form of security feature, making it possible to
distinguish between genuine and counterfeit notes. This system can identify fake notes and verifies those
security characteristics. Additionally, this method examines a note's seven security aspects in total.
Color-changeable holographic thread
The Portrait of Bangabandhu Sheikh Mujibur Rahman
“Bangladesh Bank (in Bengali)” written on the level of intaglio ink
Print is hidden below the middle of the note
“Bangla number” at the bottom right of the note
Parallel lines or some objects of intaglio ink
Color changeable ink OVI and SPARK

SN NN NN

This system examines each of the seven security features listed above. The system will recognize the original
note when all of the security features are true or accurate. Additionally, the system will identify the note as a
false note if any security feature malfunctions or is incorrect. The outcome of testing the note's security features
will be shown fairly quickly.

© 2023, 1JCSMC All Rights Reserved 9
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D. Performance evaluation

50 distinct Bangladeshi notes have been used to test the counterfeit note recognition technology and content
with the typical outcomes obtained from the fake note detection system. Table Il displays the accuracy rate used
to measure the suggested technique’s performance. This table displays the experimentally determined right and
wrong outcomes for 50 input photos. 42 photos were successfully detected by the counterfeit note detection
system, whereas 9 images were mistakenly identified. As a result, the proposed method's accuracy rate is as
follows:

Accuracy rate = (No. of Correct readings/Total No. of readings) * 100

= (43/50) * 100
=86%
TABLE Il
TABLE OF EXPERIMENTED RESULTS

Test Denomination Test Result Test Denomination Test Result
1 Correct 26 Correct
2 Correct 27 Correct
3 Correct 28 Correct
4 Correct 29 Correct
5 Incorrect 30 Correct
6 Correct 31 Incorrect
7 Correct 32 Correct
8 Incorrect 33 Correct
9 Correct 34 Correct
10 Correct 35 Correct
11 Correct 36 Correct
12 Incorrect 37 Correct
13 Correct 38 Correct
14 Correct 39 Incorrect
15 Correct 40 Correct
16 Correct 41 Correct
17 Correct 42 Correct
18 Correct 43 Correct
19 Correct 44 Correct
20 Correct 45 Correct
21 Correct 46 Correct
22 Incorrect 47 Correct
23 Correct 48 Correct
24 Correct 49 Incorrect
25 Correct 50 Correct

E. Pictures of some experiments with web and android applications

The major goal of this study was to make it simple for everyone to distinguish between authentic and
fraudulent notes. Both web and android applications are available for the fraudulent note detection system.
Consequently, the following test results are for web and Android applications:

© 2023, 1JCSMC All Rights Reserved 10
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1) Web Application:

(Original Note Home / Predlca

Your selected note is 200 Taka and this is a
Bangladeshi currency.

e foifoe @Bie 200 BT W3t aft assfh
JRATI T

Fig. 12 Original Note and 200 Taka

Your selected note is 500 Taka and this is a
Bangladeshi currency.

e f[A<ifoe @B ¢oo BBt @It Wt 9fd
R T

Fig. 13 Fake Note and 500 Taka

2) Android Application:

Your selected note is 50 Taka and this is a
Bangladeshi currency.

Fig. 14 Fake Note and 50 Taka

© 2023, 1JCSMC All Rights Reserved 11
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Original Note

Your selected note is 1000 Taka and this
is a Bangladeshi currency.

Fig. 15 Original Note and 1000 Taka

The general public is the target audience for the counterfeit note identification system. The software system is
currently one of the simplest to use. Additionally, this system will accept image input. Applications for the web
and Android have been developed using this fake note detection algorithm. The fake note identification system
can be used with any web browser if you wish to utilize it in web apps. Additionally, you need API level 23 or
higher and Android version 6.0.0 or higher in order to use our solution in Android applications.

VI1.CONCLUSION

The primary objective of this study is to identify fake currency. We must teach the machines to understand in
order to digitize the modern world. With the use of some deep learning and image processing algorithms, we
have developed a system for identifying fake currency. Finally, we achieved a high degree of accuracy which is
very helpful for identifying fake currency. Counterfeit notes have an impact all over the world. And it has also
had a huge impact on Bangladesh. So, in this research, a system has been developed which can easily identify
the notes and see if the note is genuine or fake.

A counterfeit note-detecting system is created utilizing two different approaches. The technology makes use
of images of more than 1000+ Bangladeshi banknotes. Additionally, note classification models have been
developed using Deep Learning's Convolutional Neural Network (CNN) algorithm. And we obtain 90%
accuracy from this model. After classifying the notes, the next stage is to determine whether the note is real or
fake. And in this phase, we've combined the sift algorithm and FLANN-based Matcher algorithm to check to see
if the note is real or fake. Here, the accuracy is 86%. Hopefully, our counterfeit note identification technology
will become more accurate in the future.

In the future, the research on the fake note detection system will be better and improved. Every after few
years new versions of Bangladeshi notes come out and the security of the notes is changed or updated. So, the
image of the new notes will be re-trained in this system so that each note has an updated version. In the future,
this fake note detection system needs to be trained with more data to give more accurate accuracy. The currency
of other countries including Bangladesh will be worked on. As if this system is the best to detect fake notes from
every country. And it will be ensured that this fake note detection system can detect fake notes in less time.
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