Dr. Hatim Zaini et al, International Journal of Computer Science and Mobile Computing, VVol.12 Issue.1, January- 2023, pg. 32-46

Available Online at www.ijcsmc.com/journal

International Journal of Computer Science and Mobile Computing

A Monthly Journal of Computer Science and Information Technology

ISSN 2320-088X

IMPACT FACTOR: 7.056

IJCSMC, Vol. 12, Issue. 1, January 2023, pg.32 — 46

Improving the Use of Chaotic Keys
In Message Cryptography

Dr. Hatim Zaini*; Prof. Ziad Algadi**
*Taif University, KSA
**Albalga Applied University, Jordan

DOI: https://doi.org/10.47760/ijcsmc.2022.v12i01.005

Abstract: Using chaotic logistic keys in message cryptography is a popular technique; it provides a high
level of message security by protecting it from being hacked. This technique becomes inefficient when
the message length is big, because a chaotic key of big length requires much time to be generated. To
overcome this problem this paper research will provide a novel method for short and long messages
cryptography. The new method will use a complicated private key which will provide a huge key space to
resist any kids of attacks. The private key will be used to divide the message into equal blocks (except the
last block), and it will be also used to generate the index keys which are required to apply encryption and
decryption, these keys will be generated from the obtained chaotic logistic keys. The proposed method
will use a simple encryption and decryption functions, these functions will use the index keys values to
distribute the source message to form the encrypted message and to retrieve the decrypted message from
the encrypted one. A recommendation of message dividing into blocks will be suggested, depending on
the message length: when to divide a message and how many blocks are required. The required number of
message blocks will be tested for various in length messages, the throughputs will be calculated to justify
the process of message dividing into blocks. The proposed method will tested using various short and
long messages, the obtained results will be analyzed to prove the quality, security, sensitivity and the
efficiency of the proposed method.

Keywords: Cryptography, short message, long message, PK, CLK, CLMM, index key.

Introduction

Message cryptography [45-54] is one of the most popular techniques used to protect the message from being hacked.
Cryptography means encrypting the message before sending it and decrypting it after receiving. Message encryption
means destroying the message and making it unreadable as shown in figure 1, while decryption means recovering
the source message and producing a decrypted message, which is identical to the source one [40-44].

© 2023, 1JCSMC All Rights Reserved 32


https://ijcsmc.com/journal
https://doi.org/10.47760/ijcsmc.2022.v12i01.005

Dr. Hatim Zaini et al, International Journal of Computer Science and Mobile Computing, Vol.12 Issue.1, January- 2023, pg. 32-46

Plaintext:
To decryptet the message Encrypt
Use the following PK’
P=0.15;R1=3.77;X1=0.125;

\ 4
. . Can you read this mesage? Low quality: Destryed message
High lity: h °
0 L{ggn e o Tecdyprettth sea gesme High MSE
Infinite PSNR selUth fellowio gPnK Low PSNR
1CC =0P15.R1;3.=7;7.0215X1=; Ll_m' cC
0 NSCR High NSCR
Plaintext:
To decryptet the message ‘ Decrypt

Use the following PK’
P=0.15;R1=3.77;:X1=0.125; @

Figure 1: Encryption vs decryption
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Figure 2: Cryptography system components
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The system of cryptography contains the following components as shown in figure 2 [30-35]:
- The source message (plain message), this message is considered as a secret message, and it must be
protected from being hacked, it can be any message with any length, short or long.
- The encrypted message (cipher message), a damaged and unreadable message.
- The decrypted message (plain message), a message identical to the source message.
- Encryption function, a sequence of operations which uses the source message and the private key to
produce the encrypted message.
- Decryption function, a sequence of operations which uses the encrypted message and the private key to
produce the decrypted message.
- Private Key (PK), known only by the message sender and the message recipient [25-30].
Data protection [12-17] is a very important matter, which prompted many researchers to provide various methods of
encryption with varying values in efficiency. Some methods were based on the standards DES, AES, 3DES and BF,
these methods are good for small in size data, when the data size increased (as long messages), these methods
became inefficient, and table 2 shows the throughputs of these standard methods [1], the discussed here methods of
data cryptography use one PK to protect the data, some of these methods are designed to encrypt and decrypt secret
messages, and it is difficult to use them for huge messages cryptography [18-23].

Table 1: Throughput of standard method of data cryptography

DES 3DEs AES EF

Throughput(byte 235 292 491 1038
per second)

In [2] the authors made performance comparisons between chaotic and non-chaotic methods of data cryptography,
the final results of comparisons are shown in table 2.

Table 3: Comparisons of cryptography methods [2]

Method Throughput(K bytes per second)
Non-chaotic approach 1703906
Chaotic approach 1412305
Hyper Chaotic approach 6363379

Some other authors introduced methods which enhanced the throughput, in [8] the authors introduced a method,
the throughput was enhanced to reach 169.1 K bytes per second, while in [9] the introduced method enhanced
the throughput to reach 710 K bytes per second [10, 11]. In [3] the authors provided a robust and fast image
encryption scheme based on a mixing technique. In [4] the authors provided cosine-transform-based chaotic
system for image encryption, while in [5] the authors introduced a novel image encryption algorithm based on
polynomial combination of chaotic maps and dynamic function generation. In [6] the authors introduced
Multiple-image Encryption Algorithm Based on DNA Encoding and Chaotic System, while in [7] the authors
produced a multiple-image encryption with bit-plane decomposition and chaotic maps, these methods provided
good quality a have various speeds as shown in table 3.
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Table 3: Throughputs comparisons of cryptography methods [3-7]

Method Throughput(K bytes per second)
In[3] EBE.BEET
In[4] 6384082
In[5] 011.0352
In [6] 3604102
In[7] 3840600

The objective of this research paper is to introduce a method of message cryptography, which will meet the

following requirements [36-40]:

- Providing a low quality message in the encryption phase [12-20], and providing a high quality message in
the decryption phase. The encrypted message must be a damaged unreadable message, while the decrypted
message must be identical to the source message. The message quality can be measured by the quality
parameters: Mean square error (MSE), peak signal to noise ratio (PSNR), correlation coefficient (CC) and
number of samples change ratio (NSCR), the values of these parameters must meet the quality
requirements listed in table 4:

Table 4: Quality requirements [13-18]
PSNR CC
Low Low

MSE
High

Quality parameters
Measured between
source message and
encrypted one
Measured between | 0
source message and
decrypted one

NSCR (%)
High

Infinite 1 0

- Asimple and easy to implement encryption and decryption functions, they must be capable to process short
and long messages without the need to make any changes when changing the message.

- Providing a high level of security, the PK must be complicated and must provide a huge key space capable
to resist any kings of attacks, the decrypted message must be very sensitive to the used PK, any minor
changes in the PK during the decryption phase must be considered as a hacking attempt by producing a
damaged decrypted message [19-25].

- Providing a high speed of encryption-decryption, the encryption time (ET) and decryption time (DT) must
be minimized, thus the encryption (ETP) and decryption (DTP) throughputs must be maximized.

The Proposed Method

The proposed method will use an index key to apply message encryption and decryption; simple operations will use
this key to perform encryption and decryption. The index key will contain a set of integer values, each value cannot
be repeated, so each value can be used as index to perform encryption or decryption as shown in figure 3:
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Message: Message:
Cryptography phCgoayprrty
Decimal: Decimal:
67 114 121 112 116 111 103 114 97 112 104 121 112 104 67 103 111 97 121 112 114 114 116 121
Index key: Index key:
39 7 111 5 4 10 6 8 2 12 3 9 7 111 5 4 10 6 8 2 12
Encryption: Decryption:
for i=1:L for i=1:L
cc=ind1(i); ce=ind1(i);
e{cc)=ali); d{i)=e(cc);
end end

Encrypted data:

112 104 67 103 111 97 121 112 114 114 116 121

Decryoted data:

67 114 121 112 116 111 103 114 97 112 104 121

Character:
Cryptography

Character:
phCgoayprrty

Decryption phase
Retrieve the message according to indexes

Encryption phase
Distribute the message according to indexes
Figure 3: Using index key in encryption and decryption processes

The index key can be generated by running a chaotic logistic map model (CLMM) to generate a chaotic logistic key
(CLK), this key can be sorted to form the index key.

The logistic map is a one-dimensional discrete-time map that, despite its formal simplicity, exhibits an unexpected
degree of complexity. Historically it has been one of the most important and paradigmatic systems during the early
days of research on deterministic chaos. The logistic map is defined by the following equation:

:.En_|_]_ — ij-](]_ — :Lﬂnj “rith. n = {]3 ]_32...3. .
[]Emggland[]{_R{iﬁl

Given a starting value

The encryption and decryption phases must use the same index key, so a CLMM is needed to generate the required
CLK, which will be converted to index key, here the same CLMM parameters must be used in the encryption and
decryption phase to get the same index key. The following mat lab sequence of operations can be used to generate

an index key:
R1=3.77:¥1=0.125;
tnnl i=s the message segment length

for i=1:nnl

H1=RA+X1+ (1-X1) ;
CLEA (i)=31:

end

[dx indl]=sort (CLE1l) ;

Dividing the message is very necessary because when dealing with long message the CLK will require a big amount
of time, thus the speed of the cryptography will drop down, and the method will be not efficient. Table 6 shows the
expected generation time of CLK using different CLK lengths, this time will rapidly increase when increasing the
CLK length as shown in figure 4.

Table 5: Various in lengths CLKs generation time

Index key length Generation time (second) Index key length Generation time (second)
100 0.001000 50000 1.427000

1000 0.014000 75000 4.461000

5000 0.064000 100000 10.905000

10000 0.106000 500000 486.947000

25000 0.381000 1000000 2253.117000
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Figure 4: CLK generation time vs CLK length
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An efficient use of CLK in message cryptography is based on using small CLKs to minimize the key generation
time, and thus minimize the encryption-decryption times, so to get the benefits of using CLKs in message
cryptography the message must be divided into blocks, and each block must be treated alone with its own index key.
The proposed method uses a complicated private key, which will be used to divide the message into equal in length
blocks (except the last block) and to generate two index keys, the first one will be used to apply encryption-

decryption of the equal blocks and the second key will be used to encrypt-decrypt the last remaining block, table 6
shows the structure of the PK:

Table 6: PK structure

PK

Block fraction

Number of blocks Block fraction

NB P

Chaotic logistic parameters

R1 | X1 | R2 | X2
Example

5 0.16

3,77 | 0.15 3.91 | 0.23

The results of applying PK are very sensitive to the selected values of the PK parameters; figure 5 shows the outputs

generated by applying the PK to manipulate the message:" secure message cryptography using CLKs and message
blocking'

PK:
NB=5;P=0.16;
R1=3.77:X1=0.125;R2=3.91;X2=0.25;
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Block]:
secure me
Block2:
ssage Cry
Block3:
ptography
Block4:
using CL
Block5:

Ks and me
Block6:
ssage blocking
Index kevl:
3 9 71
Index kev2:
7 10 13 5 8 11 3 1 2 4 12 9 6 14

Figure 5: Results of applying PK example
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The PK contains 6 components; each of them has a double data type, so the key space provided by the PK will be
calculated as follows:

Key space= 2546

384 100
=2 =2
This huge key space is capable to resist hacking attacks.
The proposed encryption phase can be implemented applying the following steps:
Stepl: Message preparation: Get the message, retrieve the message length (L) and convert the message to decimal.
This step can be implemented applying the following mat lab sequence of operations:

mes="secure message cryptography using CLKs and message blocking';
a=uint3{mes);
L=length(a);
Step2: Get the PK. This step can be implemented applying the following mat lab sequence of operations:
P=0.16;
R1=3.77:X1=0.125;R2=3.01;X2=0.25;

Step3: Find the length of each block and divide the message into blocks. This step can be implemented applying the
following mat lab sequence of operations:

rl=fix{L.*P);r2=rl; r3=rl;

rd=rl;rS=rl;r6=L-(r1+r2+r3+rd+r5);

il=a(l:r1);nnl=length(il);
i2=a(rl+1:rl+r2);nn2=length(il);
id=a(rl+ri+l:r1+r2+r3)nnd=length(il);
id=a(rl+ri+ri+lirl+ri+ri+rd);nnd=length(id);
i5=a(rl+ri+r3+rd+l:rl+r2+r3+rd+rS)nnS=length{is);
if=a(rl+rl+r3+rd+r5+1:L)nné=length{it);

Step4: Generate index keys. This step can be implemented applying the following mat lab sequence of operations:
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for i=1:nnl

X1=R1*X1*{1-X1);
CLE1(iFX1;

end

[dx ind1]=sort{CLE1);

for i=1:nn6

X2I=RI*X2*(1-X2);
CLEZ(iFX2;

end

[dx ind2]=sort{CLE2);

Step5: Apply encryption. This step can be implemented applying the following mat lab sequence of operations:
for i=l:nnl
ce=ind1{i);
el{cc)=il{i);
end
for i=1:nnl
ce=ind1(i);
eX{cc)=i2(i);
end
for i=1:nn3
ce=ind1(i);
e3(cc)=i3(i);
end
for i=1:nn4
cc=ind1(i);
ed{cc)=id(i);
end
for i=1:nn5
ce=ind1(i);
eS(cc)=i5(i);
end
for i=1:nné
cc=ind2(i);
ed{cc)=i6(i);
end
Step6: Combine the encrypted blocks into one message to get the encrypted message. This step can be implemented
applying the following mat lab sequence of operations:
en(l:rl)=el;
en(rl+1:rl+r2)=el;
en(rl+r2+1:rl+r2+r3j=el;
en(rl+r2+ri+l:rl+r2+ritrd)=ed;
en({rl+r2+ri+rd+l:rl+r2+r3+rd+rS)=es;
en({rl+r2+ri+rd+ri+1:L)=es;
enm=char{en)

The decryption phase can be implemented using the same steps as for the encryption phase, but the decryption step
must be implemented applying the following mat lab sequence:
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for i=1:nnl
ce=ind1(i);
d1{i)=il{cc);

end

for i=1:nn2
ce=ind1{i);
d2(i)=i2(ce);

end

for i=1:nn3
ce=ind1(i);
d3(i)i3(ce);

end

for i=1:nn4
ce=ind1{i);
d4(i)=i4(ce);

end

for i=1:nn%
ce=ind1i);
d5(i)=i5(cc);

end

for i=1:nn6
ce=ind2(i);
d6(i)=i6{cc);

end

Implementation and Results Discussion

The proposed method was implemented using short and long messages (Long messages are the messages with
lengths greater than 1000 characters, table 7 shows the obtained encryption times (ET) for the selected messages
using different numbers of message pages

Table 7: ETs for various messages with various number of pages

Message Encryption time (second)
length(Byte) | One page | 2 pages 3 pages 4 pages 5 pages 6 pages
(block)

10 0.0020 0.0030 0.0032 0.0050 0.0060 0.0080
20 0.0020 0.0040 0.0040 0.0050 0.0050 0.0070
30 0.0020 0.0040 0.0040 0.0050 0.0050 0.0070
40 0.0020 0.0040 0.0040 0.0050 0.0050 0.0070
50 0.0020 0.0040 0.0040 0.0050 0.0050 0.0070
60 0.0020 0.0040 0.0040 0.0050 0.0050 0.0070
70 0.0020 0.0040 0.0040 0.0050 0.0050 0.0070
80 0.0020 0.0040 0.0040 0.0050 0.0050 0.0070
90 0.0020 0.0040 0.0040 0.0050 0.0050 0.0070
100 0.0020 0.0030 0.0042 0.0044 0.0047 0.0050
500 0.0070 0.0060 0.0050 0.0050 0.0080 0.0040
1000 0.0160 0.0110 0.0080 0.0070 0.0060 0.0060
5000 0.1167 0.1090 0.0750 0.0470 0.0370 0.0330
10000 0.1920 0.1350 0.1160 0.1100 0.1030 0.0870
100000 10.8170 2.8550 1.3230 0.7800 0.7050 0.5720
500000 523.0830 215.0540 84.4380 41.1840 23.8420 23.9670
1000000 2254.3 1062.7 411.5130 205.7120 125.4330 68.7170

From table 7 we can see that when the message length is greater than 1000 characters it is better to divide the
message into pages and treat each page alone, to reach the optimal solution the number of selected pages depends on
the message length, for messages with higher length it is recommended to use bigger number of pages. Figures 5 and
6 show how faster the ET will drop down when using messages with long lengths.
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Long message were selected and treated using the proposed algorithm, 6 pages were selected, the ET and the
encryption throughputs (ETP) were calculated, and table 8 shows the obtained results:

Table 8: Obtained ETs and TPTs

Message length (byte) ET(second) ETP(K bytes per second)
1000 0.0080 122.0703
2000 0.0150 130.2083
4000 0.0210 186.0119
5000 0.0160 305.1758
7500 0.0310 236.2651
10000 0.0440 221.9460
20000 0.1220 160.0922
25000 0.2200 110.9730
50000 0.7910 61.7296
100000 1.7600 55.4865

From table 8 we can see that for messages with sizes greater than 5000 characters the throughput will decrease
when increasing the message size (see figure 7), so we can recommend here increasing the number of message

pages.
1.8

350

1.6

1.4

1.2

ET(second)

0.8

0.6

04

0.2

300

250

200

TPT{K bytes per second)
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Message length % 104

50
10 0

Message length(Byte)

5 10

x10°

Figure 7: ET and TPT vs message length (Number of pages =6)

For short messages it is recommended to use 1 to 3 pages in order to achieve the optimal (maximum) throughput , as

shown in table 9.

Table 9: ET and TPT for short messages

Message length (byte) Number of pages ET(second) TPT(K bytes per second)
100 1 0.0020 48.8281

200 1 0.0030 65.1042

300 1 0.0040 73.2422

400 1 0.0040 97.6563

500 2 0.0040 122.0703

600 2 0.0040 146.4844

700 3 0.0020 341.7969
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800 3 0.0030 260.4167
900 3 0.0030 292.9687
1000 3 0.0030 325.5208

The proposed method was tested for quality, a set of messages were selected and treated by the proposed
method, the quality parameters were calculated, table 10 shows the obtained results (quality parameters
measured between the source messages and the decrypted ones satisfied the quality requirements shown in table
4):

Table 10: Quality parameters between source and encrypted messages

Message length | Number of pages | MSE PSNR cC NSCR
(byte)

100 1 11726 16.6535 0.0018 98

500 2 12390 16.5792 -0.0589 99.6000
1000 3 10855 17.9017 -0.0534 99.5000
50000 5 10696 18.0490 0.0119 99.5200
10000 6 10613 18.1269 0.0161 99.5400
Remarks High Low Low High

From table 10 we can see that the proposed method satisfied the quality requirements by producing a low quality
encrypted message.

Conclusion

A simple and highly secure method of secret message cryptography was introduced. The method can be easily used
to encrypt-decrypt short and long messages efficiently. The proposed method used a complicated private key, which
provided a huge key space capable to resist hacking attacks and capable to provide an excellent protection of the
encrypted message. The decrypted message is very sensitive to the selected private key, any changes in the private
key during the decryption phase was considered as a hacking attempt by producing a damaged decrypted message.
The private key was used to divide a message into block (pages) and to generate the indexed secret keys by sorting
the obtained chaotic logistic keys, these keys were simply used to apply message block encryption and decryption.
The proposed method was tested using various short and long messages, the number of selected blocks was tested
based on the maximum throughput obtained, and it was shown that this number will depend on the message length
to achieve the best performance. The speed of the method was tested and it was shown that the obtained ET/DT and
the obtained throughputs were acceptable.

The quality of proposed method was tested using various messages, and it was shown that the proposed method
provided a low quality message in the encryption phase and a high quality message in the decryption phase.
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