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Abstract: 

Digital speech file is an important widely circulated type needed to be protected from being hacked.  Data 

steganography is one of the easiest methods which can be used to protect the speech file. In this paper research the 

process of using each of the digital image or the digital speech as a covering media will be analyzes. LSB2 and 

LSB4 will be used for color images, while LSB32, LSB16, LSB8 and LSB4 will be used for a speech covering 

media, the quality of the obtained stego media will be analyzed to give the user the best choice of selecting the 

covering media foe digital speech hiding. 
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Introduction 

Digital speech file (DSF) steganography [1-10] is one of the most popular methods used to protect secret speech 

from being hacked, steganography hides the secret speech into a covering image or DSF without affecting this file 

and this process is performed by executing hiding and extracting functions. Hiding function as shown in figure 1 

processes the secret DSF, and the covering media to produce a stego media, while the extracting function as shown 

in figure 2 processes the stego to produce the secret data [60-65]. 

https://ijcsmc.com/
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Figure 1: Stego system hiding function 

 
Figure 2: Stego system extracting function 

 

A good stego system will be acceptable if it satisfies the following requirements [54-59]: 

- The extracted secret data must the same as the source data, MSE measured between the source data and the 

extracted data must equal zero, while PSNR must equal infinity [16-20]. 

- The stego DSF must have excellent quality, it must be much closed to the covering DSF, the MSE measured 

between the two files must be very low, while the PSNR must be very high [56-60]. 

- Increasing the secret data length must not affect the quality of the stego DSF; the value of MSE must be kept low, 

while the value of PSNR must be kept high [61-66]. 

- The speed of data hiding must be high, and also the speed of data extracting must be high, the stego system must 

minimize the hiding and extracting times. 

- If possible the stego system must use a PK to protect the hidden data [21-26]. 

- The stego system must flexible, it must capable to process SM, GI, and DCI and changing the data type must not 

require any changes in the hiding and extracting functions [15-20]. 
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- The stego system must be simple, this can be achieved by simplifying the processes of data hiding and data 

extracting [50-60].  

- The system must be sensitive, to get a correct and not damaged extracted data the extracting function must use the 

same PK used in the hiding function [11-14]. 

Many method of data steganography were introduced by many authors, mostly the methods were based on LSB and 

LSB2 methods [66-69], these methods share a lot of features and some of these features can be considered as 

disadvantages, these features are [45-54]: 

- Moderate speed of data hiding and extracting  

- Most of these methods used a color image as a covering media. 

- Methods base on LSB method provides a hiding capacity equal the covering media size divided by 8. 

- Methods base on LSB2 method provides a hiding capacity equal the covering media size divided by 4. 

- Increasing the secret data size length will negatively affect the quality of the stego media, MSE will rapidly increase 

and PSNR will rapidly decrease when hiding secret data with long size. 

- Mostly these methods are not enough secure, they do not use PK. 

- The hiding and extracting functions are implemented by executing a complex sequence of logical operations. 

Many of the proposed methods for DSF steganography used digital image (gray or color image) as a covering 

media, and the used LSB1 or LSB2 bits for speech hiding and extracting, and because the speech file has a huge size 

these methods required a big images to hold the speech, thus the hiding and extracting times will be long. Below we 

will explain the main features of the most popular covering media used for DSF hiding [20-30]: 

 

1- Gray Image 

Gray image (GI) is a set of pixels (bytes) organized in 2D matrix [37-41], this matrix can be easily reshaped to one 

row matrix, and the row matrix can be easily converted to binary to form the gray image binary matrix (GIBM), this 

matrix also can be reshaped to any number of columns, GI can also presented by a histogram which shows the 

number of repetitions of each gray value, figure 3 shows how the gray image can be presented [30-35]. 

 
Figure 3: GI presentation 

2- Digital Color Image 

Digital color image (DCI)  [1-10] is a set of pixels ( set of 3 bytes: one for the red color value, one for the green and 

one for the blue) organized in 3D matrix [42-48], this matrix can be easily reshaped to one row matrix, and the row 

matrix can be easily converted to binary to form the color image binary matrix (CIBM), this matrix also can be 
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reshaped to any number of columns, DCI can also presented by colors histograms which show the number of 

repetitions of each color value, figure 4 shows how the gray image can be presented [40-45]. 

 

 

 
Figure 4: DCI presentation 

3- Digital Speech File 

Digital speech file (DSF) is a set of samples (amplitude values) organized in one column matrix (mono speech) or in 

two column matrix (stereo speech). DSF has the following features [49-55]: 

- DSF sample has a double data type and it requires 8 byte for storing. 

- The value of each sample is a fractional decimal within the range -1 to +1. 

- The sample value can be converted to binary using the 64_bits binary representation. 

- The binary value of each sample as shown in figure 5 is divided into three part: sign part (one bit), value part (52 

bits) and the exponent part (11 bits). 

 
Figure 5: DSF sample binary value 

 

- A good feature of the 64 bits binary value of th DSF is that changing the lower bit or set of bits will not much affect 

the value of the sample keeping the mean square error (MSE) between the value after changing and the value before 

changing very low, and at the same time keeping the value of peak signal to noise ratio (PSNR) between them very 

high, thus the stego DSF will always have an excellent quality and it will be always closed to the covering DSF. 

Table 1 shows an example of the results of changing various set of 8 LSBs. 

Sample= 0.4527 
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Binary: 

0011111111011100111110010000100101101011101110011000110001111110 

Data byte: 103 

Binary: 

01100111 

Table 1: Effects of replacing 8 bits in the speech sample value 

Order of LSB8 New sample value MSE PSNR 

25 to 32 0.4527 5.0227e-010 198.2693 

26 to 33 0.4527 1.0267e-010 214.1446 

27 to 34 0.4527 1.5476e-011 233.0672 

28 to 35 0.4527 6.9633e-013 264.0790 

29 to 36 0.4527 4.9050e-013 267.5831 

30 to 37 0.4527 1.8674e-013 277.2401 

40 to 47 0.4527 7.2469e-019 401.8349 

50 to 57 0.4527 3.1509e-025 548.3189 

57 to 64 0.4527 1.6301e-030 670.0386 

DSF can be presented as shown in figure 6 by the wave plot, histogram, decimal matrix and speech binary matrix 

(SBM). The SBM is a 2D matrix with 64 columns and number of rows equals the number of samples in the DSF. 

 
Figure 6: DSF presentation 

 

Analysis of Covering Media used to Hide DSF 

DCI can be used as a covering media, and her we can use the LSB or the two LSBs for DSF hiding, using more bits 

from the image bytes will lead to get a stego image with low quality, table 2 show the changes of the image bytes 

when changing some bits: 

Table 2: Effect of changing LSBs in the image byte 

Changed LSB Changes range 

LSB1 -1 to +1 

LSB2 -3 to +3 

LSB4 -15 to +15 



Ziad Alqadi et al, International Journal of Computer Science and Mobile Computing, Vol.13 Issue.1, January- 2024, pg. 59-71 

© 2024, IJCSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden               64 

The following example shows how the covering image byte will be changed when changing some LSBs (see table 

3) 

Covering image byte=123 

Binary: 

01111011 

Table 3: Effect of changing LSBs in an image byte (example) 

LSBs Old LSB value New LSBs value New byte value MSE PSNR 

1 0 1 122 1 96.2437 

2 11 00 120 9 74.2714 

4 1011 0100 116 49 57.3255 

 

As it si shown in table increasing the number of used LSBs for data hiding will negatively affect the value of the 

covering byte, this will also affect the quality of stego image. Increasing the number of LSBs used in the covering 

image to hold a DSF will produce a damaged stego image, and it will be easily discovered that the image is holding 

a secret data, so 1 or two LSBs can be used when using DCI as a covering media, using more than two LSBs is not 

recommended when using DCI as a covering media. 

The 64-bits representation of the speech sample give us the ability to use more than two LSBs for data hiding 

without much affecting the value of the speech sample. Here we can use up to 32 LSBs from the speech samples for 

data hiding, this will increase the capacity hiding and it will equal the covering media size divided by two, each 

sample of the secret DSF will need two samples from the covering DSF to be hidden, table 4 shows how the 

covering sample value will change when changing some bits of the sample value. 

Sample= 0.1497 

Binary: 

0011111111011100111110010000100101101011101110011000110001111110 

 

Table 4: Effects of replacing LSB bits in the speech sample value 

LSBs Old LSB value New LSBs value New byte value MSE PSNR 

1 0 1 0.1497 7.7037e-034 724.4795 

2 10 01 0.1497 7.7037e-034 724.4795 

4 1010 0101 0.1497 1.9259e-032 692.2907 

8 10011010 01100101 0.1497 2.1640e-030 645.0736 

16 0000100010011010 1111011101100101 0.1497 2.8789e-024 504.0640 

32 1001111000011011 

0000100010011010 

0110000111100100 

1111011101100101 

0.1497 7.8613e-016 309.8116 

 

From tables 3 and 4 we can see that the better covering media to be used to hide the DSF is a covering DSF, and this 

will give the DSF stego system the following advantages: 

- Using ant set of LSBs from 1 LSB and up to 32 LSBs will keep the stego media in high quality. 

- Increasing the capacity of data hiding, using 32 bits hiding will give us the capacity hiding equal the covering media 

size divided by two. 

To prove the previous facts a DSF with size 64448 samples was selected to be hidden in a covering image 2.2.01.tiff 

[https://sipi.usc.edu/database] , with size equal 1024x1024x3=3145728 . 

LSB2 and LSB4 were selected respectively, and table 5 shows the obtained results: 

 

 

 

 

 

https://sipi.usc.edu/database
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Table 5: Analysis results using DCI as a covering media 

Used LSB Hiding time 

(second) 

Extracting  time 

(second) 

Required 

number of 

covering bytes 

required 

MSE PSNR 

LSB2 11.0520 3.1690 2062336<image 

size 

1.7749 103.5392 

LSB4 5.7190 2.6260 1031168<image 

size 

14.1862 82.7539 

  

As we can see from table 5, getting a moderate quality of the stego image we have to use LSB2 bits and this will 

increase both the hiding and extracting times and at the same time will increase the size of the covering bytes. 

Because of the big size of the DSF to be hidden in the image, a big number of covering bytes will be affected and 

this negatively affect the quality of the stego image, and looking for the image histogram any one can discover that 

the image is holding a secret data as shown in figures 7, 8, and 9 produced by the previous implementations: 

 
Figure 7: Covering image and histograms 
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Figure 8: Stego image and histograms using LSB2 
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Figure 9: Stego image and histograms using LSB4 

 

The Previous experiment was repeated by using DSF with size equal 1286144 samples as a covering media and 

table 6 shows the obtained results: 

 

Table 6: Obtained results using DSF as a covering media 

Used LSB Hiding time 

(second) 

Extracting  time 

(second) 

Required number 

of covering bytes 

required 

MSE PSNR 

LSB32  5.9190 3.4690 128896<Covering 

DSF size 

1.1091e-017 364.0827 

LSB16 11.3920 4.7900 257792<Covering 

DSF size 

6.7785e-027 576.2391 

LSB8 22.6940 7.9580 515584<Covering 

DSF size 

1.6405e-031 682.5301 

LSB4 289.0850 16.8450 1031168<Covering 

DSF size 

7.6292e-034 736.2378 

 

From table 6 we can see the following: 

- The quality parameters results are better than the quality parameters values when using DCI as a covering media. 

- The hiding and extracting times using LSB32 is acceptable. 

- Decreasing the number of used LSBs in the DSF will increase the hiding time, extracting time and the number of 

required covering samples. 

- The obtained stego files have an excellent quality (see figure 10 and 11) 
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Figure 10 : Stego file using LSB32 

 

 
Figure 11 : Stego file using LSB16 

 

Based on the obtained results we can recommend using DSF as covering media to hold another DSF and to use 32 

bits from the covering DSF file to hold the samples of the secret DSF. 
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Conclusion 

Two covering Medias to hold a secret digital speech file were analyzed, the first one used a digital color image as a 

covering media, while the second one used a digital speech file as a covering media. Various number of LSBs were 

used for data hiding and the results of analysis move us to the following facts: 

- It was better to use digital speech file as a covering media/ 

- Using LSB32 from the covering speech file is the better choice, this choice will decrease the hiding time, the 

extracting time and will decrease the number of required samples for speech hiding keeping the stego file in 

excellent quality. 
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